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Abstract and publicly available information sources. Interaction with
these services and devices will be enabled by means of var-
Pervasive computing environments are populated by aious components, some located on the mobile device, some
large number of heterogeneous and dynamic resources, enavailable for download remotely. We refer to these services,
compassing devices, services and information sources. Thislevices and components @sources However, in order to
number is set to radically increase in the future; as a result, bring Mark Weiser's vision of ubiquitous computing into
a mobile device will be able to contact a large number of reality, more efforts are needed to minimise the disruption
service providers and sensors that will enable it to perform of the user in managing these resources, while maximising
any task at hand. Moreover, interaction with these services his/her satisfaction at the same time.

and sensors will be made possible by means of various com- Research in the area of resource discovery for perva-

F)on;nts,lsogwtfe located otn tr:‘e ;mt\)/'\l/e der|c<ta, some availablg; e environments has been very intense in recent years. Its
or downioad from remote NOsts. Ve reter {0 Services, Sen-yaip focys has been on the development of efficient algo-

sors and components as resources. In this paper we presenfiyp o that take the network topology of pervasive scenar-
Q-CAD, a resource discovery framework that enables per-joq int account when routing advertisements and queries

vasive computing applipations to discover and_ select the(e_g_’ [15][14]). However, most of these approaches do not
resource(s) best satisfying the user needs, taking the curqnqjider user preferences. We argue that, in order to im-
rent execution context and quality-of-service (QoS) require- prove the user experience, resource discovery and selec-

merrl]ts |ntc|> aﬁcount. , TE? ava;llable resources are screenedftion protocols for pervasive environments should be able to
so that only those suitable to the current execution context of s oyer and bind to the resources that the user considers

the application will be considered; the shortlisted resources
are then evaluated against the QoS needs of the application
a”d,l'cll b'”d'ngr'ls establlsheg to the best gva"ak?'ef- The pa- oter 1o any piece of information that is of interest to the
peri udstraF;es f0\|{]v we encoade cgnltext;mf QoS information, g, o ition of the application itself. This definition includes
gives details of the Q-CAD model and of its mapping onto pqh information that is local to a device, such as available

a component-based architecture and finally reports on the paitery and memory, and information that is external to the
implementation and experimental results. device, such as services and other devices in reach. With
QoS needs, we refer to any non-functional requirement the
user may express (i.e., proximity of a service provider, cost
1 Introduction of a service, etc).

In this paper we present Q-CAD, @ntextand QoS

Technological advances, both in wireless networking awareresource discovery and selection framework for per-
and portable device capabilities, have met social popularity,vasive environments. Each application encodes im@n
so that we are now witnessing an increase in the number ofplication profilethe way context should influence the dis-
devices and services we use to accomplish our daily taskscovery of, and the binding to, resources; Q-CAD uses this
It will not be long before the commercially exploitable po- information to reduce the resources available to the appli-
tentials of these technologies will be apparent, resulting in cation in the current context to a subset of ‘plausible’ ones.
a large number of interconnected devices, provided servicesEach application also encodes the QoS needs of the user

most suited in the current execution context and according
to his/her quality-of-service (QoS) needs. By context, we



into autility functionthat Q-CAD applies to select the most component repositories is a result of context changes. Al-
suitable resource (i.e., the one that maximises the utility of though discovery is triggered by different events in the two
the user) among the plausible ones. To cater for the varyingscenarios (user action in the first scenario, context change
context and non-functional requirements of the user, bothin the second scenario), both types of discovery demand a
the application profile and utility function can be changed similar behaviour from the discovery framework: locating
dynamically. and binding to a resource (be it a service provider, a sen-
The paper is structured as follows: in Sectign 2 we in- sor, or a component) that is best suited in the current con-
troduce a scenario that highlights the major goals of this text (context-awarene3sand according to the current non-
work and summarize its assumptions. Secfipn 3 describedunctional requirements of the us&@¢S-awarene3s
Q-CAD application profiles and utility functions, and de- In designing the Q-CAD discovery model for pervasive
tails the discovery and selection protocol. In Secfipn 4 we computing applications, we thus aimed to: (1) provide ap-
present the Q-CAD architecture and in Secfipn 5 we discussplications with a means to explicitly state the context con-
the Q-CAD performance evaluation. Sect[dn 6 comparesditions of interest to their user (i.e., context awareness); (2)
Q-CAD with other work in the field. Finally, Secti¢n 7 con-  provide applications with a means to explicitly state the

cludes the paper and lists some future work. non-functional requirements of the user (i.e., QoS aware-
ness); (3) develop a resource discovery and selection proto-
2 Case Study col that takes the preferences of the user into account (both

in terms of context and of QoS needs).

Let us consider two scenarios of discovery: in the first, a ~ Q-CAD builds on the following assumptions: the ex-
tourist named Alice is on holiday in New York and wishes istence of a shared ontology to refer to context elements
to print the pictures she has taken with her digital camera. In@nd conditions, resource names and characteristics, and
order to do so, she has to discover and select a photo develton-functional requirements; the integration with an exist-
opment service provider, among the many available. Differ- INg discovery protocol for pervasive networks on which Q-
ent parameters may influence this choice: for example, lo- CAD relies to route advertisements and queries (in this pa-
cation of the provider (Alice may prefer a provider located Per, We do not bind to any in particular); finally, the usage
close to her hotel, as to be able to collect the prints conve-Of & local component model to represent applications.
niently), cost of the service, quality of the prints, and so on.

In the second scenario, we imagine that a number of sen-3  Q-CAD Model

sorﬁ have been deployed in the most prominent locations
of the city, providing tourist information to other devices in
proximity. While on a bus tour, Alice may use her PDA
to dynamically discover and bind to these sensors; how-
ever, different tourist companies may have deployed their
own, providing different quality/amount of information for
different prices to potential customers. The non-functiona
requirements of Alice must thus be used to decide what sen
sor to bind to amongst the discovered ones. Context mus
be taken into account too, as, for example, audio informa-
tion may be preferred to both audio and video in low energy
conditions. Moreover, the processing of the data may re-
quire software components that are not installed on Alice’s
PDA, so that dynamic discovery, download and deployment
of components from available repositories can become part3.1  Q-CAD Resources, Descriptors and Binding

of the process too. Note that, although fictitious, these sce-

narios are not too far from reality, as shown by the Urban  Central to our model is the notion ofrasource Before
Tapestry project [22]. detailing what information is encoded in application pro-

We refer to the first scenario asoactive discoverythe  files and utility functions, we define what a resource is in
discovery and binding to a service provider is a conse- thjs setting, whabindingto a resource implies and we in-
quence of an explicit request of the user to locate such atroduce the concept eésource descriptor
service. The second scenario is an instanaeadtive dis- The resources that the Q-CAD model considers see:
coveryinstead: the discovery and binding to sensors andyjcesprovided by remote providersensorgrom which an

we generally calkensora device with limited resources and whose ~ aPplication may get data, amemponenttocated remotely
only task is to sense the environment. and that can be downloaded and deployed on the local host.

Q-CAD achieves context and QoS awareness by means
of application profilesandutility functionsrespectively. In
this section, we first describe the information they encode
and then illustrate how the discovery and selection protocol
| uses them. In our implementation of the Q-CAD discovery
model, we have chosen to encode both application profiles
land utility functions using XML; in the following, we illus-
trate examples written in XML to ease presentation, even
though the actual language used is not fundamental to the
model. The complete XML Schema specifications we de-
fined are available online[7].




(component, displayVideo)

(code, displayB00600.jar) Proactive Discovery. For each remote resource the ap-

(resolution, 800x600)

(verson, 21) plication may be willing to bind to, the proactive encod-
e, ;%B) : ing of its profile contains an association between the re-
cost,

(e, 2 source name (tagBIND_RESOURCB>and the context

(battery, 4)

conditions that must hold for the binding to be enabled (tag
<REMOTECONTEXT? For example, the encoding shown
Figure 1. Example of Resource Descriptor. in Figure[2 states that only printing service providers that
give customers at least 100MB of disk space should be con-
sidered. This condition acts as a filter over the possibly high
We refer to these resources msnote resourcego distin- number of providers of the same service. Only one context
guish them from those local to a device (e.qg., battery, mem-configuration (tagcREMOTECONTEXT id="1"> ), con-
ory, CPU, etc.). We assume remote resources are uniquelyaining a single condition (tagCONDITION>) is speci-
identified by means of an addressable naming scheme thatified. More generally, multiple contexts can be associated
resolved by the underlying communication framework. The to the same binding resource, and more conditions may be
namespace used can be local, or global, although we expecassociated to the same context; for example, another condi-
that, in practice, a combination of the two will be used. For tion could be to consider only service providers with load
example, considering a device with both cellular and ad-hoclower than a threshold. The semantics of these encodings
Bluetooth interface, a global naming scheme can be used forare the following: the binding to the remote resource is
the cellular interface, while a local one can be used for the enabled if and only ifat leastone of the context configu-
Bluetooth interface. In our implementation, we associated rations is enabledof semantics); a context configuration
a unigue Uniform Resource Identifier (URI) to each remote is enabled if and only il the conditions associated to it
resource (e.g., a sensor can hdweachine//sensor0 hold (and semantics). If more than one service provider
URI). We define théindingto a resource (i.e., the last step passes the filtering, the actual provider to bind to will be
of a resource discovery and selection process) as the ass®elected using the application’s utility function (see Sec-
ciation of the selected remote resource oanponenthat tion[3.3). As Figur¢ R shows, the proactive part of the pro-
is local to the device and that is able to interact with it. A file enables richer encodings than the one illustrated so far,
remote resource could itself be a component: in this caseto further support dynamic adaptation to context. In par-
binding refers to downloading and deploying the compo- ticular, the application may specify in which contexts (ini-
nent on the local system. tial tags<LOCALCONTEXTand<REMOTECONTEXT»
Besides its URI, every remote resource is associated withthe discovery and binding process should be enabled; for
a static specification, aresource descriptorthat charac-  example, it may be forbidden when energy is low (local
terises the resource by means of a list of attribute/valuecondition), or when the network connection is too unstable
pairs. Figure[]L illustrates an example of a remote re- (remote condition). In our example, these contexts are not
source descriptor for a component that displays video (at-specified, thus indicating no pre-condition to the discovery
tribute component ) at a resolution oB00x600 (attribute and binding process.
resolution ); information about the component imple-

mentation follows (e.g., version number, platform required, T . . :
size of the component, etc.). In addition, the descriptor Con_gelected, the application has to decide how to interact with

tains information that can be used to assess the quality of thdl ﬁi.dgf.ere?]t blehawours/fprr?tocols maydpe available. We
resource itself; this includes, for example, estimates of local €& PIN Ingthe last step of the resource discovery process

resources (e.g., battery and memory) consumption (thes hat associa_tes the remote serv?ce provide_r to the local com-
estimates vary in a range, 10] in the descriptor shown in ponent that implements the desired behgwour/prqtocol. The
Figure[1). Note that these values do not aim to be precisecomponent should be selected out of a list of desirable ones
estimates of actual consumptions; rather, they aim to enable(tag <ADAP'[COMPONENT;>the choice depends on the
comparisons of resources of the same type (e.g., servicesf,onow'ng information, that is attached to each of these com-
components, etc.). In this paper, we trust that the estimated?Onents: local context (tagLOCAI_CONTEX_T)a_remote
have not been maliciously altered. context (tagcREMOTECONTEXT), and application pref-
erences (tagcATTRIBUTES>. For example, the encod-
ing of Figure[2 dictates that pictures should be uploaded
to the provider site using a component that supports an en-
cryption protocol when the remaining battery is ab80&,
Application profiles specify how the user wishes the con- while using a plaintext upload otherwise. As we will dis-
text to influence the discovery of remote resources, both incuss later, application preferences can be evaluated by com-
proactive and in reactive situations. paring the values of the attributes listed in the profile (i.e.,

Once a remote service provider has been discovered and

3.2 Application Profiles



<PROACTIVE id="1">
<LOCAL_CONTEXT/>
<REMOTE_CONTEXT/>
<BIND>
<BIND_RESOURCE name="printPicture">
<REMOTE_CONTEXT id="1">
<CONDITION name="diskSpace" op="greaterThan" value="100MB"/>
</REMOTE_CONTEXT>
</BIND_RESOURCE>
</BIND>

<ADAPT>
<ADAPT_COMPONENT id="1">
<LOCAL_CONTEXT id="2">
<CONDITION name="battery" op="greaterThan" value="30%"/>
</LOCAL_CONTEXT>
<REMOTE_CONTEXT/>
<ATTRIBUTES>
<ATTRIBUTE key="component" op="equals" value="encryptedUpload"/>
</ATTRIBUTES>
</ADAPT_COMPONENT>

<ADAPT_COMPONENT id="2">
<LOCAL_CONTEXT id="3">

<REACTIVE id="1">

<LOCAL_CONTEXT id="1">
<CONDITION name="battery" op="greaterThan" value="30%"/>
</LOCAL_CONTEXT>

<REMOTE_CONTEXT id="2">
<ATTRIBUTES>
<ATTRIBUTE key="sensor" op="equals" value="videoSensor"/>
<ATTRIBUTE key="resolution" op="equal" value="800x600"/>
<ATTRIBUTE key="format" op="equals" value="jpeg"/>
</ATTRIBUTES>
</REMOTE_CONTEXT>

<BIND>
<BIND_RESOURCE name="videoSensor"/>
</BIND>

<ADAPT>
<ADAPT_COMPONENT id="3">
<LOCAL_CONTEXT/>
<REMOTE_CONTEXT/>

<ATTRIBUTES>
<ATTRIBUTE key="component" op="equals" value="displayVideo"/>

<CONDITION name="battery" op="lessThan" value="30%"/>

</LOCAL_CONTEXT>

<REMOTE_CONTEXT/>

<ATTRIBUTES>
<ATTRIBUTE key="component" op="equals" value="plaintextUpload"/>
<ATTRIBUTE key="location" op="equals" value="local"/>

</ATTRIBUTES>

</ADAPT_COMPONENT>
</ADAPT>
</PROACTIVE>

<ATTRIBUTE key="cache" op="greaterThan" value="1024KB"/>
<ATTRIBUTE key="resolution" op="greaterThan" value="800x600"/>
</ATTRIBUTES>
</ADAPT_COMPONENT>
</ADAPT>
</REACTIVE>

Figure 3. Example of Reactive Encoding.

Figure 2. Example of Proactive Encoding.

sources (e.g., battery) and remote resources (e.g., video sen-

sor); we use the tagCONDITION> for the former, and
<ATTRIBUTE key=.../> )withthose that appearinthe <ATTRIBUTES> for the latter. Continuing with the ex-
resource descriptors. More generally, in #&DAPT>part ample, after binding to a video sensor, the data received
of the application profile we may find: nothing, indicat- should be displayed on the local device using a component
ing that whatever component is able to support interaction (tag <ADAPTCOMPONENT*hat can display images at
with the remote resource will be used; one single compo- the specified resolution, and that can cache at least 1024KB
nent, without any context associated, thus requiring exactlyof the data received; once again, if a local implementation
a component that satisfies the given attributes (e.g., a comof that component is not available, one has to be discovered
ponent that implements an encrypted upload, regardless ofhat satisfies the listed conditions. If, after the screening
context) to be used; finally, a list of components with associ- performed using context conditions, there are still multiple
ated attributes and contexts. If multiple components matchvideo sensors we may bind to, or multiple implementations
the criteria given, the utility function will be used to select of the desired component, the utility function selects the one
the one that best satisfies the QoS needs of the user (se® be used (see SectipnB.3).
Sectior{ 3.B). Note that the chosen component may not be et us now step back from the specific examples and
available locally (e.g., it has not been loaded before due tosummarise the information encoded in an application pro-
memory limitations); in this case, discovery, download and file. The first part specifies the initial local and remote
deployment of a component implementation is required; ascontext pre-conditions to perform discovery and adaptation.
we will illustrate for reactive discovery, this process is al- Context can be composed of local resources (e.g., memory,
most identical to the one that has been discussed above, asattery, CPU, etc.), and remote resources (e.g., video sen-
components are treated as yet another type of resource. Weor). The conditions associated to a remote resource (tags
can allow the download of components from specific (i.e., <ATTRIBUTE>) are used during the discovery of the re-
trusted) sites only, by means of the attribldeation ; if mote resource itself, to cut down the number of suitable an-
the value of this attribute is set tocal , as in Figuré R,  swers. When at least one local contartilone remote con-
only components that are available locally can be used.  text are enabled, the pre-condition to discovery and adap-

Reactive Discovery. The reactive part of the profile tation holds and a binding to a remote resource may be re-

describes how the application reacts to context changesquired. Note that this ‘context change triggers binding’ type
The reactive encoding shown in Figufé 3 states that, of behaviour represents the very nature of reactive adapta-
when the remaining battery power is greater ti3% tion, that demands monitoring of context and prompt reac-
(<LOCALCONTEXT»and there is a video sensor in reach tion to changes; for proactive adaptation, instead, these gen-
that broadcasts images at a resolutionr809x600 in the eral local and remote context specifications will typically
JPEG format €{REMOTECONTEXTY, a binding to that  be left blank, and context conditions will rather be associ-
sensor should be established (&BIND>). As the ex- ated to specific bindings (second part), so to be evaluated
ample shows, context can be composed of both local re-only on-demand, when resource discovery is explicitly trig-



gered. Thesecond partspecifies what bindings are nec- willing to select a component that maximises battery and
essary (either as a consequence of context change, or asmemory saving; also, saving energy is twice as important
result of an application service request), and what contextas saving memory. TheMAXIMISE> part of the utility
information should be used to reduce the number of plau-function is executed on a resource descriptor, as a summa-
sible resources to bind to. Reactive encoding will typically tion of products (i.e., normalised estimates multiplied by
require a binding to the very same resource discovered durweights, as found in the resource descriptor and utility func-
ing the pre-condition, thus leaving the context associatedtion, respectively); it returns a single value that can be used
to the binding empty; proactive encoding will specify here to compare the quality of different resources. Note that high
the context conditions necessary to prune the binding in-weights associated to parameters such as battery and mem-
stead. Thehird part specifies what adaptation is required ory mean that the user aims at preserving them; however,
on the device itself, in order to bind to the selected remote resource descriptors estimate their consumption, rather than
resource. Each adaptation alternative may have a contextheir preservation. In order to give higher scores to the re-
associated to it, to state what alternative is most suited inmote resources that reduce consumption, we therefore use
different contexts. the value: saving = maximum consumption - estimated con-
The amount and complexity of information encoded in sumption. The resource discovery concludes with the se-
application profiles may seem to prescribe implementationslection of the resource that scored highest. However, there
that are too heavy for portable devices. We discuss in Sec-are cases in which we do not want the selection process
tion[4 and’ b how the Q-CAD architecture makes smart useto be fully automated. For example, we may not want to
of this information so that, for profiles of plausible com- download a component that maximises our non-functional

plexity, the computational overhead is low. requirements, if it is too expensive. We use #RETURN>
part of the utility function specification when intervention
3.3 Utility Functions on behalf of the application or user is required. For exam-

ple, Figure[ 4 dictates that discovery and selection can be

Application profiles enable context-aware discovery; automated if the cost of the component is less thay
however, more than one resource (be it a service provider0Otherwise, information has to be prompted to the applica-
a component implementation or a sensor) may be suitabletion to make the final decision. This information includes,
in the current context. Utility functions are used to select besides the result of the maximisation part, all the attributes
the best resource out of the context-suitable ones, accordlisted in the<FILTER> part of the utility function (these
ing to the non-functional requirements of the user. Similarly attributes are a subset of those that appear in the resource
to profiles, a utility function exists for each application, so descriptor, and usually coincide with the ones used in the
that user preferences may vary depending on the particulaxEVALUATE>part).
application.

Let us suppose that we are looking for a componentim- 3.4  Discovery Protocol
plementation to be downloaded and executed on our device,

in order to interact with a remote sensor. Fidure 4 illustrates | - section, we present a conceptual description of the

an e>(<ja_1mp_le gf %ué'“.ty function en.cgalzg);(.”\ﬁsséhown, the discovery protocol that Q-CAD adopts in order to achieve
en;o LEE?UIQIII\I © mttthv(\;o perl]rts. M AXIMISE>>par:t’ QoS and context awareness, based on application profiles,
and a<RETURN>part. Under the tag > the utility functions and resource descriptors. As shown in Fig-
application lists the non-functional parameters it is inter- ure[3, the Q-CAD discovery protocol consists of three main

gsted tm, togithter with welgr::]s tt Tﬁt expre;shtthe|r rel'atltvhe steps:matching evaluationandselection These steps are
importance. - Let us assume that these weignts vary in | eexactly the same, regardless of the type of remote resource
range[0, 10]; the example indicates that the application is

sought, and of whether we are performing a reactive or
proactive search (the Q-CAD architecture will take care of

SUTLITY.F UNCTION ="t this aspect, instead, as discussed later on).
L NTTRIBUTE key="cost" op="greaterThan" value="108" Matching. The first step of the protocol uses the in-
SEVALUATE> formation encoded in the application profile to perform
Pl e context-aware resource discovery. On behalf of the applica-
P tion, Q-CAD sends a discovery message containing details
PRI e about the wanted resource (e.g., component type, resolu-
ST FUNGTIONS tion, platform, etc.). This information can be found in the

application profile and is used to prune the number of po-
_ B _ tential matches. Figufe 6 illustrates an example of a discov-
Figure 4. Example of a Utility Function. ery message associated to the reactive encoding of Ffipure 3;



[eostaton ][ nesourer | [mesoucea | [ ] ery protocol: for example, to bind to an arbitrary number

H=== mtch mteh of sensors that are relevant to the application, then to find
5{ ?e“"mi““ et v a service provider that can process the data coming from
g a - the sensors, and finally to locate and download the com-
3{ e [evar ponents needed to talk to the sensors and service provider.
E{ et o Although possible in principle, this situation is far from any

3 realistic scenario we have experimented with. Furthermore,

_ _ we found the profiles illustrated in Section[3.2 to be already
Figure 5. Three-Step Discovery Protocol. expressive and representatives of most realistic situations.
In these cases, the discovery protocol is repeated at most

h looking f t that disol . twice: first to discover a service provider or sensor, and then
as shown, we are looking for a component that displays Im-y, yiseover a component to talk to it. In the following sec-

ages at a resolution of 800x600 or higher, and that can cach(?ionS we analyse how the Q-CAD model has been mapped
1024KB of the images received. The remote FESOUTCES,hi6 an efficient architecture and implementation.

receiving this message evaluate it locally against their re-
source descriptors, and only those matching the query will .
reply (resource8 to n in Figure§). When composing adis- 4 Q-CAD Architecture
covery message to locate a service provider, we also spec-
ify the protocols the service provider must be able to speak The Q-CAD architecture is organised into four concep-
(e.g., for the printing service of Figuf¢ 2, we would require tual layers: the Application Meta-Interface layer, the Infor-
plaintextUpload andencryptedUpload  to be im- mation layer, the Decision layer and the Action layer. As
plemented by the server). shown in Figur¢ 7, these layers sit between the Application
Evaluation. Once the replies of the matching phase have and the Communication layers. We assume applications are
been received, the second step of the protocol uses the indefined as locally interconnected components; component
formation encoded in the utility function to perform QoS mMmodels geared for mobile devices, such as Beanome [8],
evaluation. The resources that have survived the pruningGravity [9] andsATIN [24] could be used for this purpose.
receive a message containing the application’s utility func- Also, we rely on the routing capabilities of the Communica-
tion. Each remote resource evaluates the function over thetion layer to route advertisements and queries. The Q-CAD
relevant resource descriptors and returns an answer to th@rchitecture is further refined in FigJre 8 as a collection of
querying application. Note that a resource may refuse tointeracting components. We now describe each individual
perform this computation, either because it does not havelayer, the interaction between the components, and discuss
the capabilities to do so (as could be the case for a sensor)issues related to their instantiations.
or because it does not want to consume local resources. On The Application Meta-Interface Layer. This layer en-
the other hand, the application may not be willing, for pri- capsulates the interaction of the applications with the Q-
vacy reasons, to disclose its utility function. In these cases,CAD architecture. It is composed of ttilicyRepoand
the resource descriptor may be returned instead, and the apNotificationServiceomponents; at application start-up, an
plication itself will compute the utility function over the de-  instance of these components is created and associated with
scriptor locally. it. PolicyRepo represents theflectiveaspects of the ap-
Selection.If no application intervention is required, the Pplication, as it allows for the dynamic inspection and mod-
resource that maximises the application utility is automat- ification of the application profile and utility function. The
ically selected, based on the answers received and/or théNotificationService is responsible for: extracting the infor-
local computation performed; if intervention is required in- mation from the application profile and passing it on to the
stead, the returned values are passed to the application to
obtain a final choice. Once the selection has been made, the
protocol concludes.
The full potential of the language used to encode applica- e o
tion profiles allows for a cascading execution of the discov- ) '

Application

Communications

Network OS

<MATCH>
<ATTRIBUTE key="component" op="equals" value="displayVideo"/> Hardware
<ATTRIBUTE key="cache" op="greaterThan" value="1024KB"/>
<ATTRIBUTE key="resolution" op="greaterThan" value="800x600"/>
</MATCH>

Figure 7. A High-Level Overview of the Q-CAD

. . Architecture.
Figure 6. Example of a Discovery Message.



% ‘ two repository components are responsible for encapsulat-
0— ing information about components already deployed locally
L (LocalRepositorycomponent), or available for download
OE S‘ and deployment on remote hosRemoteRepositorgom-
? ponent). These components are thus responsible for eval-
uating the conditions set in theADAPT>elements of the
application profile.

The Decision Layer.This layer encapsulates the evalua-
tion and selection aspects of the Q-CAD protocol. After the
Information layer has performed its pruning, the Decision
layer evaluates the utility function against the shortlisted re-
source descriptors, and selects the one that maximises the
application’s utility (ties are broken randomly). As previ-
ously mentioned, the utility function can be either evaluated
. AN remotely, on the host that is offering the resource, or locally,

e S e provided that the remote resource sends its descriptor. The

_ i Evaluationcomponent of the Decision layer thus comprises
Figure 8. The Q-CAD Architecture. both aLocal and aRemotecomponent, for local and re-
mote evaluation of the utility function respectively. More
precisely, the Local component interacts with the Informa-
tion layer to get the resource descriptors against which to
evaluate the utility function locally. As we will discuss be-
low, the Remote component uses the functionality provided
. . _ . by the Action layer instead, to distribute the utility function

The Information Layer. This layer is responsible fpr to the hosts on which it is going to be evaluated. The ex-
the management_of local .and. remote context-related Infor'ecution of the Evaluation component may generate events
mation. Context |nformat_|on IS uged to kno_w what part .Of that need application input (see Section 3.3). If that is the
the system must. be monitored (either c_ontlnuously, during case, the NotificationService component in the Application
rea_lctlve adap_te_ltlon, or oanemand, durl_ng proactive ad_ap'Meta-lnterface layer is used to pass the events to the appli-
tation); also, it is used during the matching part of the dis- cation and get the required input. Note that realisations of

covery and selection protocol to prune the number of po- the Q-CAD architecture may combine the discovery mes-
tential matches for resource binding. The Information layer sage and the utility function in a single message. In this

Fakes care of aII'these task;. In partlculgr,mtextSens- case, the Information layer and the Decision layer would
Ing component s resp0n§|ble for monitoring t'h.e state of work jointly to perform the matching and evaluation parts
the local system (e.g., available memory, remaining ba\tterymc the discovery protocol in a single step.

power, etc.), while th®iscoverycomponent is responsible The Action Layer. This layer encapsulates the logi-
for detecting the remote resources (in particular, servicesCal mobility technique< [12] required by the Decision layer

and sensors) currently available to the local host, that the(i e., code-on-demand and remote evaluation). It consists
application is interested in. Together, these components_ . ..’ '

are thus responsible for the conditions set in the various (e Deployercomponent, which comprises: tiiemo-
teEvaluationrcomponent, used by the Remote component in
<LOCALCONTEXTand<REMOTECONTEXT=xlements valuatl P u y p !

fh fle. Note that th lisati fh ; the Decision layer to deploy the utility function on a remote
otthe profiie. Note that the realisation ottnese ComponentSy, oo ang th&€odeOnDemandomponent, that is responsi-
may require the instantiation of multiple (sub)components

o : . ..’ ble for downloading any remote component locally needed
each monitoring different parts of the context, using dif- g any P y

f hni h li di T to perform adaptation (tagADAPT>in the application pro-
erent techniques such as polling and interrupts. To pre'file). The downloaded components are registered with the

?Ierve flocal resourcﬁ S t(_)nly °°”d'“°'?t3 exg).ressed in the PO ocalRepository, so that the Information layer maintains an
iles of running applications are monitored; moreover, COM- 1, jate status of the system.

putationally inexpensive conditions (e.g., remaining battery
power) are checked first and only when these are satisfied . .

will more expensive conditions (e.g., existence of aremote® Q-CAD Implementation and Evaluation
sensor) be monitore@fidsemantics of context conditions).

Note also that it is the responsibility of the Information layer =~ The Q-CAD architecture has been implemented using
to monitor the validity of the bindings established to remote Java 2 Micro Edition (Connected Device Configuration,
resources and to re-establish them when invalidated. ThePersonal Profile)[[21]. More specifically, we used the

+ Application Meta-Interface

components in the Information layer; notifying the Infor-
mation layer of changes that happen in the profile via the
PolicyRepo component; returning the result of a resource
discovery to the application.
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Figure 10. Overall Q-CAD Protocol Perfor-
mance. Two cases are considered (from top to bottom):
5 components with 3 contexts and 5 resources each, and 3
components with 1 context and 1 resource each

Figure 9. Impact of Application Profiles. Three
cases are considered (from top to bottom): 5 contexts with
10 resources each, 3 contexts with 5 resources each, and 1
context with 1 resource each

needed (i.e., worst-case scenario). In this case, as the chart
shows, the average amount of time to evaluate context is

below 1 second. We have also evaluated the impact of QoS-

awareness, that is, the time taken by a resource provider

to evaluate the utility function that the querying agent dis-

SATIN [24] component model and middleware system for
adaptive mobile systemsATIN provided us with an imple-
mentation of the Deployer component in the Action layer,
as well as the LocalRepository, RemoteRepository and Dis-

;ﬁ\slzt% r?g?fpt?]r;el?]tfso:;;Tiir:r;gor;aet:gnléaﬁr' b\é\:ﬁ ;Srﬁﬂltri?_ tributes. Regardless of the number of parameters listed in
. 1 ay ploying ._the function, the elapsed time is constantly below 200ms.
cast and a centralised publish-subscribe system to advertise . .
Figure[I0 illustrates the overall performance of the Q-

and discover remotely available resources. The function—CAD di tocol. We h ied th ber of d
ality provided by thesATIN middleware system occupies JISCOVery protocol. We have varied the number ot de-
vices involved in the selection process in a rafiyer]; we

89KB as a Jar archive. On top of that, the implementationsh th dthe I dfrom th tadi
of the application meta-interface and decision layers occupy ave then measured the ime elapsed irom e moment a dis-
covery process is started on a client machine, to the time a

14KB as a Jar archive. We use the KXMIL.2 [1] parserto ac- ==~ L . L )
cess the application profiles and utility functions, which oc- b|nd|_ng to one of these devices Is e;tabpshed. Th's includes:
cupies a further 24KB as a Jar archive. In total, the Q-CAD the tlr_ne taken to evgluate the application profile on the re-
implementation occupies 127KB (compressed), making it questing hOSt' t_he time neg_ded to §end arom_md the query
message inclusive of the utility function, the time taken to

suitable for mobile devices. - . )
. _— evaluate the utility function on each remote device, and the
We have implemented a benchmark application to eval- . . ) -
time needed to obtain answers and make a final decision.

uate Q-CAD performance in terms of: overhead imposed . , . .
. . ) . As the chart shows, for plausible profile configurations, the
by the evaluation of context information (as encoded in ap- T .
average amount of time is below 2 seconds, and it reaches

plication profiles), and overhead imposed by the evaluatlon6 seconds for what we consider profiles of maximum com-

of QoS information (as encoded in utility functions). All . . o
. : plexmﬂ Also, the elapsed time does not sensibly increase
tests were performed with laptops with 1228MB RAM and | . oo . .

. . . with the number of devices involved in the selection.
300MHz i686 processors, which were connected in an ad- h Its d hat th CAD model and
hoc network using 802.11b wireless (Wi-Fi) cards. The ese resu ts gmonstrate tha .t € Q'. model an
charts in this section display the average elapsed time 0Ve|arch|tecture are suitable for pervasive environments, as the

overhead imposed on the devices is fairly small. Animpor-

20 resource discovery requests. ) .
. . . tant lesson learned is that the most resource consuming task
Figure[ illustrates the impact of context-awareness, is, by far, the evaluation of context. In developing pervasive
that is, the time taken by a mobile device to evaluate ap- _’ yiar, i ping p

plication profiles of various complexities. In particular, computing applications, context descriptions should thus be

. . as simple as possible, containing only the needed informa-
we have varied the number of alternative components (tag,. S . .
: ] tion to discriminate between different adaptation compo-
<ADAPTCOMPONENT: N a range[1..10]; each compo- Do : )
: . . nents; utility functions are much less resource consuming,
nent was associated with a different number of contexts ; ; )
. : . : and thus provide a powerful mechanism to further refine the
(i.e.,[1..5]), and each context was associated with a differ- : . .
: selection performed by application profiles.
ent number of local resources (i.¢1,.10]). In our expe-
rlence.’ appllqatlon profiles with 5 altemative components, 2The results shown here do not consider peer failure; if peer failures
associated with 3 Conte?(ts of 5 resources each, already repsre taken into account, the elapsed time depends also on the timeout values
resented by far the maximum level of context-awareness weused before realising a peer is no longer within reach.




We have also evaluated the Q-CAD model and architec- ploits routing algorithms to enable adaptation of the way
ture in terms of usability and effectiveness of the abstrac- information is disseminated and retrieved, based on a lo-
tions it offers to application designers. In particular, we cal view of the structure of the network. In peer-to-peer
assigned an MSc student the task of implementing a pro-systems, the JXTA-Seardh [23] mechanism suggests a com-
totypical tour guide application. The application is com- bination of broadcast and rendez-vous protocols to enable
posed of an interface component, that can display informa-efficient discovery both within a small group and in a wider
tion using 2 different viewer components: a component that community. A common limitation of these approaches is
is able to read and display plain ASCII text and one that canthat they concentrate on providing a communication in-
parse and display basic html (text and images) from a sen-frastructure, while supporting only primitive service match-
sor. She reported that developing the tour application on toping mechanisms, based on the exact match of simple pre-
of Q-CAD required minimum effort: in particular, using the defined attributes, or leaving the format for information
abstractions that Q-CAD provides (i.e., application profiles description and matching undefined. In pervasive envi-
and utility functions) was straightforward, while the tedious ronments, a generally-drawn service request may return a
task of querying heterogeneous sensors to gather and mainvery large number of candidate services, and it may require
tain context information was completely transparent. The an unbearable computation and/or cognitive load to select
most difficult task she was faced with was to gather end- among them. Sophisticated models and protocols have to
user preferences and to design a synthesising algorithm thabe designed, on top of this communication infrastructure,
mapped user’s preferences into application profiles. We be-that enable context and QoS aware service description and
lieve these issues are not intrinsic to our model, but apply, matching. Q-CAD advances this goal by means of applica-
in general, to scenarios where adaptation to changing contion profiles, utility functions, and a protocol that performs
texts and user requirements is needed. Further research inontext and QoS aware resource matching.
this direction that involves both middleware, as well as HCI

: WRIVE ! A technique that moves a step closer to our goal is se-
and requirement elicitation experts, is needed.

mantic routing. It uses the flooding algorithm as a basis;

however, rather than forwarding a query message to every
6 Related Work neighbour node, each node intelligently chooses a subset
of them based on the semantics of the request. This is usu-

In recent years, research has been very active in the are&lly achieved by means of an application-layer overlay, as in
of service discovery for pervasive systems. Most of the the Intentional Naming Scheme (INS) [3] and in the agent-
work has concentrated on designing protocols and archi-Pased discovery framework Allia [10]. While moving a step
tectures that could fit the mobile network topology, char- N the right direction, these approaches are only able to han-
acterised by frequent disconnections and changes. die simple descriptions; Q-CAD, instead, supports richer

Directory-based approaches, either centralised or dis-&nd more complex descriptions and queries, while keeping
tributed, have been very popular in both traditional dis- € computational overhead low.
tributed systems and nomadic scenarios. Examples include MAGNET [16] is a trading framework that has been
Sun Microsystem’s Jini 4], Microsoft’s Universal Plug and proposed to allow user-customised service matching. Dis-
Play (UPnP[[2]), the Service Location Protocol[13], the covery is based on service types, rather than on service
Salutation Architecture [19], and the Bluetooth Service Dis- names; the criteria used to select the best service provider
covery Protocol([20]. Their applicability is, however, lim- (e.g., the nearest) can be customised. Although interest-
ited in highly dynamic mobile ad-hoc networks, where the ing, this approach is limited: its tuple-space based match-
existence of a service repository may not be assumed. Toing mechanism, in fact, does not allow semantically rich
tally decentralised approaches based on flooding algorithmdanexact matching. In_[17], a QoS-aware service selection
have been suggested (e.g., the Simple Service Discoverframework for mobile ad-hoc networks is described, that
Protocol SSDP_[11]); however, their heavy consumption of takes both the user perspective and resource consumption
bandwidth and energy limits their applicability on portable into account. However, the expressiveness of QoS issues
devices. IBM DEAPspacé [18] proposes a discovery proto- is poor: for example, only a small, fixed number of re-
col for single-hop ad-hoc networks, where each node cachesources are considered; moreover, users can only prioritise
service information locally; knowledge is built by broad- among them, without the possibility of binding these pref-
casting the local cache to neighbors, while service lookup erences to context conditions. Q-CAD builds on top of our
is accomplished by searching the local cache. In mobile, previous research in the area of context-awareness [6] and
multi-hop networks, Lane$ [15] proposes protocols to effi- component-based adaptation |[24] to provide a unique re-
ciently manage the storage of service descriptions and thesource discovery model that enables pervasive computing
routing of queries, based on their semantics; RUBI [14] de- applications to efficiently discover and select the resources
scribes an efficient resource discovery framework that ex-that can best satisfy their user, based on semantically rich



descriptions of both the current context and QoS needs.

7 Conclusions

This paper has described Q-CAD, a QoS and context
aware resource discovery framework for pervasive environ-
ments. Q-CAD combines expressive specifications of user
preferences with efficient processing. In particular, users
specify the context conditions that should influence the dis-
covery and selection of resources in application profiles,
while the non-functional requirements are encoded in util-
ity functions. Q-CAD discovery and selection protocol ef-
ficiently uses the information contained in the profiles to
prune the number of matches; it then uses utility functions

(6]

(7]

(8]

9]

to select the best resource out of the pruned ones. As showrho]

in the Q-CAD evaluation section, application profiles and
utility functions allow semantically rich queries and match-
ing, imposing a low overhead on the device.

Our plans for the future point to three directions. First,
in this paper we concentrated on evaluating Q-CAD perfor-

(11]

(12]

mance; however, we realise the importance of assessing Q-

CAD usability as well. In order to do so, we plan to develop
a broader number of applications on top of our architecture,
and thus gather enough experience to provide application
developers with guidelines on how to use application pro-
files and utility functions best. Second, we plan to remove
the assumption that a universally accepted ontology is being
used, as we believe that such an ontology will never exist.
Rather, we intend to extend the Q-CAD framework so to be
able to dynamically perform semantic translations between
different ontologies. These translations will not be exact: a
new concept of ‘probable’ match will thus have to replace
that of an ‘exact’ match. Finally, in this paper, we made
the assumption that all the entities involved in the discovery
process were trustworthy; it is our plan to extend the Q-
CAD framework with a trust management model we have
developed|[b] and that enables mobile devices to dynam-
ically assess the trustworthiness of the other entities they
deal with, based on their past interactions and recommen-
dations sent by other entities in the pervasive setting.
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