Architectural Principles of the Internet

Mark Handley ACIRI

mjh@aciri.org

Aim of this Talk

To provide a high level overview of:

How the Internet actually works

How it got to be this way

The design principles that are important to the growth and evolution of the Internet, and why they’re different from traditional telephony networks.

This is intended to set the scene for discussions over the next couple of days.

Computers and Humans are Different.

Communication between machines is very bursty. Want high speed and low latency.

Most end-systems communicate rapidly for short periods and are then idle for long periods.

Most end-systems talk to a large number of other end-systems, sometimes simultaneously.

These trends are increasing as technology improves.

Human voice communication is much less bursty. Talk slowly Context-switch poorly.

Need continual feedback for acknowledgment of understanding.

Can’t cope with simultaneous conversations.

Different Systems, Different Networks?

If you design a network for human voice communication, it looks a lot like the telephone network:

Switched, low bandwidth circuits.

No simultaneous conversation requirement

Continuous transmission and feedback requirement

Very predictable service -

Should sound like communication through air

But it’s very poor for communication between machines.

It’s also pretty poor for non-voice communication between humans.

Different Systems, Different Networks?

If you design a network for machine communication, you have different priorities: Extremely low cost of communication setup. Support short high bandwidth communications. High reliability because machines are dumb No strong predictability requirement Need to be able to communicate with many end-systems more or less simultaneously.

If you only satisfy these requirements, this is pretty poor for synchronous voice communication between humans (not predictable enough). However, it’s just fine for asynchronous communication between humans.

The Internet is a Datagram Network

Datagrams carry their own addressing information

Assumes switches have enough knowledge to route the datagram to the next switch

No connection setup is required for communication to take place.

The network state can change after sending, and a datagram should still be able to arrive.

Datagrams are independent of each other

No two datagrams need to take the same route.

There’s no guarantee of when a datagram will arrive at the destination.

The network doesn’t know in advance when communication will take place.

There’s no guarantee that a datagram will arrive.

This allows the network to locally shed load.

Key Principles

Robustness Heterogeneity Ability to Evolve Administrative Autonomy Ease of Interconnection Distributed Architecture Cost Effective

Robustness

Preventing Failure vs Designing for Failure

Both of these can work.

However preventing failure only works if:

Evolution is slow.

The network is fairly homogeneous.

There are minimal feature interactions.

Standards are centralized.

Administration is fairly centralized.

Interconnection is very carefully engineered.

Network growth is carefully planned.

If any of these is untrue, careful engineering of everything will not work.

Robustness

How do you make a communications network robust? Historically, there are two examples: The telephone way: switched (virtual) circuits.

very careful engineering to keep circuits up. The Internet way: assume failures will happen. minimal fate sharing. use datagrams.

adaptive routing copes with failures. provide end-to-end reliability at the end-systems. graceful degradation

End-to-end Principle

Functionality that can be provided end-to-end (ie by the end-systems) should be provided end-to-end. The network should only provide functionality to get datagrams to the required end-system(s).

The argument is one of fate-sharing:

If a failure happens in the network, end-to-end communication should be able to continue so long as an alternative path is available.

This means that we don’t trust the network to always deliver datagrams, and don’t assume they always get there uncorrupted.

The end-systems monitor reliability, and resend when data is missing or corrupted.

Layering

The end-to-end principle gives guidance on which functionality should occur in which network elements. This in turn influences protocol design. IP is used to get packets from one end-system to another across many different heterogeneous physical networks.

TCP is used to provide end-to-end reliability (and congestion control) Routers shouldn’t need to know about TCP. UDP is used for unreliable applications Or ones that require a different concept of reliability than TCP.

Routing protocols are used between routers to convey reachability information.

Layering