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Abstract. We construct practical and efficient zero-knowledge arguments with sublinear com-
munication complexity. The arguments have perfect completeness, perfect special honest verifier
zero-knowledge and computational soundness. Our zero-knowledge arguments rely on two-tiered
homomorphic commitments for which pairing-based constructions already exist.

As a concrete application of our new zero-knowledge techniques, we look at the case of range
proofs. To demonstrate a committed value belongs to a specific N-bit integer interval we only need

to communicate O(N%) group elements.
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1 Introduction

Zero-knowledge proofs introduced by Goldwasser, Micali and Rackoff [21] are fundamental build-
ing blocks in cryptography that are used in secure multi-party computation and numerous other
protocols. Zero-knowledge proofs enable a prover to convince a verifier of the truth of a state-
ment without leaking any other information. The central properties are captured in the notions
of completeness, soundness and zero-knowledge.

Completeness: The prover can convince the verifier if the prover knows a witness testifying
to the truth of the statement.

Soundness: A malicious prover cannot convince the verifier if the statement is false. We dis-
tinguish between computational soundness that protects against polynomial time cheating
provers and statistical or perfect soundness where even an unbounded prover cannot convince
the verifier of a false statement. We will call computationally sound proofs for arguments.

Zero-knowledge: A malicious verifier learns nothing except that the statement is true. We
distinguish between computational zero-knowledge, where a polynomial time verifier learns
nothing from the proof and statistical or perfect zero-knowledge, where even a verifier with
unlimited resources learns nothing from the proof.

Recent works on zero-knowledge proofs [27] give us proofs with a communication complexity
that grows linearly in the size of the statement to be proven and [27,28] also give us proofs
where the communication complexity depends quasi-linearly on the witness-length. These works
rely on standard assumptions; if one is willing to assume the existence of fully homomorphic
encryption [17] the communication complexity can be reduced to the witness-length plus a small
additive overhead [16, 18].

For zero-knowledge arguments the communication complexity can be even lower. Kilian [29]
gave a zero-knowledge argument for circuit satisfiability with polylogarithmic communication.
His argument goes through the PCP-theorem [3,2,13] and uses a collision-free hash-function to
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build a hash-tree that includes the entire PCP though. Even with the best PCP constructions
known to date [5] Kilian’s argument has high computational complexity for practical parameters.
Goldwasser, Kalai and Rothblum [20] improve that state of affairs by constructing arguments
that have both low communication complexity and highly efficient verification.

A large body of research starting with Schnorr’s identification protocols [34] deals with zero-
knowledge proofs and arguments over prime order groups. A class of zero-knowledge proofs and
arguments known as X-protocols [9] is often used in practical applications. Groth [25] also used
prime order groups to develop practical sublinear size zero-knowledge arguments for statements
relating to linear algebra over Z, for large primes p.

One particular example of zero-knowledge arguments that has appeared in several applica-
tions, e.g., e-voting [12] and auctions [32] are range proofs. Here the prover holds a commitment
to a value w and wants to convince the verifier that the value belongs to a specific integer in-
terval [A; B). Boudot [6], Lipmaa [31] and Groth [23] have given constant size zero-knowledge
argument, for interval membership based on the strong RSA assumption.

In prime order groups the best range proof technique known was for a long time to commit
to the bits of the value and use OR-proofs [9] to show that the committed bits were 0 or
1. For N-bit integers this communicates O(N) group elements. Camenisch, Chaabouni and
Shelat [7] improved this in the bilinear group setting by giving a zero-knowledge range proof
with communication complexity O(logLN). Chaabouni, Lipmaa and Shelat [8] improved this
complexity with a factor 2.

Our contribution. We construct zero-knowledge arguments for circuit satisfiability and range
proofs that have perfect completeness and perfect zero-knowledge. For simplicity our construc-
tions are in the common reference string model, but typically the common reference string can
be chosen by the verifier at the cost of one extra round in the beginning to get zero-knowledge
arguments in the plain model; we refer to the remarks at end of Section 2.2 for further discussion.

The circuit satisfiability argument has communication complexity O(N %) group elements
when the circuit has N gates. The range proof has a size of O(NN %) group elements for N-bit
intervals. The arguments have quasi-linear computational complexity for the prover and very
efficient verification. An efficiency comparison of the arguments can be found in Tables 1 and 2.

Rounds| Comm. | Prover comp. |Verifier comp.|Assumption
Cramer et al. [9]|] 3 O(N) G O(N) E O(N) E Dlog
Groth [25] 5 |O(N2)GlO(Nlog? N) M| O(N) M DLog
This paper 7 loW3) Glo(NlogZ N) M| O(N) M DPair

Table 1. Zero-knowledge arguments for satisfiability of circuits with N NAND-gates measured in group elements
G, exponentiations E, and multiplications M.

Rounds| Comm. | Prover comp. |Verifier comp.|Assumption
Camenisch et al. [7]| 3 O(%) G| O E O(X)E g-SDH

log N log N

Chaabouni et al [§] 3 |O(gn) G O(%) E O(IOJgVN) E ¢-SDH
This paper 7 |ON%)G|O(Nlog? N) M| O(N%)M | DPair

Table 2. Range proofs in prime order groups measured in group elements G, exponentiations E, and multiplica-
tions M.



In the tables we give the conservative estimate of O(N log? N ) estimate for the prover’s
computation, but as we will discuss at the end of Section 3 it can often be reduced to O(N log N)
using Fast Fourier Transform techniques. When comparing the range proofs, we are assuming a
common reference string is available. This permits the incorporation of the initial messages in
[7,8] into the common reference string such that their range proofs only use 3 rounds instead of
4 rounds.

Our zero-knowledge arguments can be instantiated in asymmetric bilinear groups where the
computational double pairing assumption (Section 2.1) holds. In comparison, the range proofs [7,
8] are based on the ¢-SDH assumption in bilinear groups.

Techniques. Our main technical contribution is the batch product argument that can be found in
Section 3. Using homomorphic commitments to group elements [1, 25] we can in combination with
Pedersen commitments to multiple elements commit to N elements in Z, using only N 3 group
elements. Given 3N committed elements u;, v;, w; € Z, we generalize techniques from [26, 25
to develop a communication-efficient zero-knowledge argument for proving that the committed
values all satisfy u;v; = w;.

Since the commitments are homomorphic we can now do both additions and multiplications
on the committed elements. This enables the prover to commit to the wires in a circuit and
prove that they respect the NAND-gates.

For the range proof we commit to the bits wy, . . ., wy of the committed value. Using the batch
product argument we can show with a communication complexity of O(N %) group elements that
the committed bits satify w;w; = w;, which can only be true if w; € {0,1}. Once we have the
committed bits, we can then use the homomorphic properties of the commitment schemes to
compute w = ZZ]\L 1 w;2°~1. This shows that w belongs to the range [0; 2"V) and can be generalized
to a range of the form [A; B).

2 Preliminaries

We write y = A(z;7) when the algorithm A on input z and randomness r, outputs y. We write
y < A(x) for the process of picking randomness r at random and setting y = A(x;r). We also
write y <— S for sampling y uniformly at random from the set S.

We will give a security parameter A written in unary as input to all parties in our protocols.
Intuitively, the higher the security parameter the more secure the protocol. We say a function
f: N — [0,1] is negligible if f(A) = O(A™¢) for every constant ¢ > 0. We write f ~ g when
[f(N\) — g(N)] is negligible. We say f is overwhelming if f ~ 1.

2.1 Two-tiered homomorphic commitments

A commitment scheme allows Alice to compute and send a commitment to a secret message a.
Later Alice may open the commitment and reveal to Bob that she committed to a. Commitments
must be binding and hiding. Binding means that Alice cannot change her mind; a commitment
can only be opened to one message a. Hiding means that Bob does not learn which message
Alice committed to.

In the Pedersen commitment scheme [33] the public key contains the description of a group of
prime order p and group elements g, h. A commitment to a € Z,, is constructed by picking r < Z,
and computing ¢ = g*h". This commitment scheme is very useful because it is homomorphic, i.e.,
the product of two commitments is ¢ - ¢/ = (g°h")(g’h*) = g?TPh"+*, which is a commitment to
a+b. The Pedersen commitment can be generalized such that the public key contains g1, ..., gn, h
and a commitment to (a1, ...,a,) € Zy is computed as h" [],_; gpr.



Abe, Fuchsbauer, Groth, Haralambiev and Ohkubo [1, 24] proposed commitment schemes for
group elements. One of the commitment schemes uses a bilinear group with a pairing e : G x G—
T. Here G, G, T are cyclic groups of prime order p where we call G, G the base groups and T the
target group. The pairing is efficiently computable, non-trivial and bilinear, i.e., for all x,y, a,b
we have e(z?, y®) = e(z,y)?. The commitment scheme specifies non-trivial group elements
VyUly e, Uy € G and a commitment to (c1,...,¢m) € G is computed by picking at random
t € G and computing C' = e(t,v) [[j2; e(cj, uj). The commitment scheme is computationally
binding under the computational double pairing assumption, which states that given random
u,v € G it is hard to find non-trivial s,t € G such that e(s,u) = e(t,v). The hardness of the
computational double pairing assumption is implied by the decision Diffie-Hellman assumption
in G [1,24].! Furthermore, the bilinearity of the pairing means that the commitment scheme is
homomorphic in the sense that

m

C-C' = et,v)[[elciiwy) | | e v) []e(¢)uy) | =eltt',v) [] elejc,uy)
j=1 j=1

j=1

is a commitment to the entry-wise product of the messages.

Combining the two types of commitment schemes it is possible to commit to commitments.
If we compute ¢; = h'i [[}_; g’* and C = e(t,v) [/~ e(cj,uj) we have a single target group
element that is a commitment to mn values {ajk};n:’m:y Since both commitment schemes are
homomorphic the product of two commitments C - C’ is a commitment to the sums of the
messages a;jr + a;-k. In our zero-knowledge arguments both the homomorphic and the length-
reducing properties will be crucial because it allows the prover to do computations on committed
values in a verifiable manner and with little communication.

The commitment schemes described above provide an example of what we will call a two-
tiered commitment scheme. With the Pedersen commitment scheme in mind we will for simplicity
assume the randomness is drawn from 7Z, but it would be easy to generalize to other randomizer
spaces. Furthermore, in the example given above the Pedersen commitments are perfectly hiding
and we can therefore use trivial randomness ¢ = 1 in the commitments to Pedersen commitments.
This observation is incorporated in the following definition of a two-tiered commitment scheme.

A two-tiered commitment scheme consists of three polynomial time algorithms (X, com, com(z)).
K is a key generator that on security parameter A and integers m,n returns a public key ck.
The commitment key specifies cyclic groups Z,, G and T of prime order p. It also specifies how

to efficiently compute comy, : Z; x Z;, — G and comgg :G™ —>T.

Definition 1 (Homomorphic). We say the two-tiered commitment scheme is homomorphic,

2 .
when the maps comg; and com((:k) are Zy-linear.

Definition 2 (Computationally binding). The two-tiered commitment scheme (K, com, com(?))
is computationally binding if for all non-uniform polynomial time adversaries A and for all
m,n = A0

Pr [ck‘ — K1 m,n);(a,b,r,s,¢e,d) «— Alck) : a#be Zyr,s€lyc#deGm
) — : @)y — 2) ~
comei(a;r) = comeg(b;s)  or comy’ (c) =comy (d)| = 0.
! Galbraith, Paterson and Smart [14] classified bilinear groups into 3 types. The commitment scheme described

above uses type II or type III bilinear groups. In a type I bilinear group we could instead use the decisional
linear assumption based commitment scheme from [24].



Definition 3 (Perfectly hiding). The two-tiered commitment scheme (K, com,com®)) is per-
fectly hiding if for all stateful adversaries A and all m,n € X0

1
Pr [ck — K(1*,m,n); a0, a1 Zy;b = {0,1}; ¢ < comex(ap) : A(ck, ap,a1,¢) = b| = 3

The zero-knowledge arguments we describe will work over any two-tiered homomorphic com-
mitment scheme with a large prime p. When giving concrete efficiency estimates we will assume
we are using the bilinear group based scheme described earlier in this section. The public key for
this commitment scheme consists of a description of a bilinear group (p, G, @, T,e) and m+n+2
group elements in G and G. We will be looking at statements of size N and the minimal com-
munication complexity will be obtained when m = O(N %) and n = O(N %) giving a public key
size of O(N %) group elements.

2.2 Special honest verifier zero-knowledge arguments of knowledge

We will for simplicity describe how our arguments work in the common reference string model
and how to obtain zero-knowledge against honest-but-curious verifiers. Both of these restrictions
can be removed at very small cost to get full zero-knowledge in the plain model as described in
the remarks at the end.

Consider a triple of probabilistic polynomial time interactive algorithms (K, P, V) called the
common reference string generator, the prover and the verifier. The common reference string
generator takes the security parameter A as input in unary and some auxilliary input m,n that
specifies the size of the statements we are interested in and generates a common reference string.
In the zero-knowledge arguments in this paper, the common reference string will contain the
public key ck for a two-tiered commitment scheme.

Let R be a polynomial time decidable ternary relation. For a statement = we call w a witness
if (ck,z,w) € R. We define a corresponding common reference string dependent language L.
consisting of statements x that have a witness w such that (ck,z,w) € R. This is a natural
generalization of NP-languages; when R ignores ck we have the standard notion of an NP-
language.

We write tr <— (P(s),V(t)) for the public transcript produced by P and V when interacting
on inputs s and ¢. This transcript ends with V' either accepting or rejecting. We sometimes
shorten the notation by saying (P(s),V(t)) = b, where b = 0 corresponds to V rejecting and
b =1 corresponds to V accepting.

Definition 4 (Argument). The triple (KC,P,V) is an argument for relation R with perfect
completeness if for all non-uniform polynomial time interactive adversaries A and all m,n =
N0 we have

Perfect completeness:
Pr [ck — KA m,n); (z,w) « A(ck) : (ck,z,w) ¢ R or (P(ck,z,w),V(ck,z)) = 1} =1.
Computational soundness:
Pr [ck — K> m,n);x < A(ck) : x ¢ L, and (A, V(ck,z)) = 1] ~ 0.

Definition 5 (Public coin argument). An argument (K, P, V) is public coin if the verifier’s
messages are chosen uniformly at random independently of the messages sent by the prover.



We shall define an argument of knowledge through witness-extended emulation [22,30]. In-
formally, the definition says: given an adversary that produces an acceptable argument with
probability e, there exists an emulator that produces a similar argument with roughly the same
probability € and at the same time provides a witness.

Definition 6 (Witness-extended emulation). We say the public coin argument (K,P,V)
has computational witness-extended emulation if for all deterministic polynomial time P* there
exists an expected polynomial time emulator X such that for all non-uniform polynomial time
adversaries A and all m,n = \°)

Pr {ck — lC(l)‘, m,n); (z,s) < A(ck);tr < (P*(ck,z,s),V(ck,z)) : A(tr) = 1}
~ Pr {ck — KA m,n); (z, s) « A(ck); (tr,w) « XPT Rz Veka) of 1)

A(tr) = 1 and if tr is accepting then (ck, z,w) € R},

where X has access to a transcript oracle (P*(ck,x,s),V(ck,x)) that can be rewound to a par-
ticular round and run again with the verifier using fresh randomness.

We think of s as being the state of P*, including the randomness. Then we have an argument
of knowledge in the sense that the emulator can extract a witness whenever P* is able to make
a convincing argument. This shows that the definition implies soundness. We remark that the
verifier’s randomness is part of the transcript and the prover is deterministic. So combining the
emulated transcript with ck, x, s gives us the view of both the prover and the verifier and at the
same time gives us the witness.

Please note that the standard definition of proofs of knowledge by Bellare and Goldreich [4]
does not apply in our setting, since we work in the common reference string model and are
interested in arguments of knowledge; see Damgard and Fujisaki [11] for a discussion of this
issue and an alternative definition of knowledge soundness. Witness-extended emulation implies
knowledge soundness as defined by Damgard and Fujisaki [22].

We define special honest verifier zero-knowledge (SHVZK) [9] for a public coin argument as
the ability to simulate the transcript for any set of challenges without access to the witness.

Definition 7 (Perfect special honest verifier zero-knowledge). The public coin argument
(K, P, V) is a perfect special honest verifier zero-knowledge argument for R if there exists a prob-
abilistic polynomial time simulator S such that for all non-uniform polynomial time adversaries

A and all m,n = \°M)

Pr [ck — KA m,n); (z,w, p) + A(ck);tr < (P(ck,z,w), V(ck,z; p)) :
(ck,z,w) € R and A(tr) = 1}

=Pr [ck — lC(lA,m,n); (x,w,p) < A(ck);tr < S(ck,z,p) : (ck,z,w) € R and A(tr) = 1}.

The plain model. We will describe our arguments in the common reference string model where
the prover and verifier have a trusted setup. If we want to work in the plain model we can add
an initial round where the verifier picks the common reference string and sends it to the prover.
Provided it can be verified that the verifier’s initial message describes a valid common reference
string this will still be perfect SHVZK because we do not rely on the simulator knowing any
trapdoor information associated with the common reference string.



Full zero-knowledge. For simplicity, we focus on SHVZK arguments in this paper. There are very
efficient standard techniques [10, 15, 22] to convert an SHVZK argument into a public-coin full
zero-knowledge argument with a cheating verifier when a common reference string is available.

If we work in the plain model and let the verifier choose the common reference string, we
can use coin-flipping techniques (for the full zero-knowledge property the coin-flips should be
simulatable against a dishonest verifier) for the challenges to get private-coin? full zero-knowledge
arguments against a cheating verifier. Challenges in our SHVZK arguments are very short so
both in the case with and without a common reference string the overhead of getting full zero-
knowledge is insignificant compared to the cost of the SHVZK arguments.

3 Batch Product Argument

We will now present our main technical contribution, which is a batch product argument for

committed values {u; k., Vi, Wik} 0" satisfying w;;xv;ir = wyjx. More precisely, the state-
tjky Vigks Wigk Si=1 j=1 k=1 Ymg Uk Vijk = Wijk- p Y,

ment consists of commitments Cy,, Cv,, Cw,, ..., Cu,,,Cv,,,Cw,, € T. The prover will argue

knowledge of openings u;jk, 74, Vijk, Sij, Wijk,tij € Zyp such that

- ) _ (2
CUij = comck(uijl, e ,uijn, 7“@']') CUi = COIHCk (Cui17 ceey Cuim)
_ ) _ (2)
Cv;; = cOMeg(Vij1, - - -, Vijn; Sij) Cv, = comy (Cusps- -5 Copn)
. (2)
Cw,-]- = comck(wijl, <oy Wigng, tl‘j) CWz = com,, (Cw“, N ,Cwim)

UijkVijk = Wijk-

The argument will have communication complexity O(M + m + n). In order to explain the
idea behind the argument let us first focus on soundness and for now postpone the question
of how to get SHVZK. In the argument, the prover will demonstrate that she knows open-
ings of Cy,, Cy;, Cw, to cy,;,Cu,;, Cu;; and that she knows openings of cy,;, ¢y,;, Cw,; using stan-
dard techniques. She will also know openings aq, pa,bg, 03 € Zjp of intermediate commitments
Cap = €COMek(Qas Pa); Coy = comek(bg, 05) that she sends during the argument and which will be
specified later. The argument runs over 7 moves with the prover getting challenges z,y, z € Z;,
in round 2, 4 and 6. The commitments ¢,, are sent in round 3 and the commitments ¢, are
sent in round 5. This means a, may depend on x but is independent of y and z, and bg may
depend on both z and y but is independent of z.

The prover will demonstrate to the verifier that

M m n
Z Z Z(Uz'jkvijk - wijk)xi(erl)nJrjnJrk =0. (1)

i=1 j=1 k=1

Unless wu;j,vijx = w;; for all choices of 7,7, k this has negligible probability of holding over
a randomly chosen challenge z € Z;. Our main obstacle is to build up this polynomial and
convince the verifier that the equality (1) holds true using only O(M + m + n) communication.

We carefully choose appropriate linear combinations of the commitments and by the homo-
morphic property get corresponding linear combinations of the w;jx, vk, w;ji values such that
the equality (1) emerges. During this process, we will also use exponentiations of some of the
commitments to powers of z such that we get linear combinations of u;jpx*(M+1n+intk and

2 Goldreich and Krawczyk [19] have shown that only languages in BPP have constant-round public-coin argu-
ments.



i(m+1)n+jn+k

. Suppose for instance that the prover after seeing x computes and opens

wijkx
M M
Lim+1)n . (2) . Lim+1)n

H Cu, = comy (Cuys- -+ Cup) where Cu; = H Cis;

i=1 1=1

M M

2

H Cy, = com . (Cuys- -5 Cup) where Co; = H Cuy;

=1 =1

o ( ( )

l‘i m+1)n (2) xi m—+1)n
H Cw, = com,y (Cwys-- - Cuny) where Cw; = wij
i=1 i=1
and at the same time computes and opens
m _ M m
Jn . .
H cij = comeg (Ui, ..., Up;T) where up = g g uijkxl(m"’l)"ﬂ"
j=1 =1 j=1
m M m
H Cy; = oM (V1. .., Vp; S) where v = E E Vijk
J=1 i=1 j=1
m , M m
jn ; ;

cﬁj = come (Wi, ..., Wn;t) where wy, = E E wijkxz(mﬂ)"ﬂ"

j=1 i=1 j=1

Using only 3m commitments and 3m + 3 elements in Z, this tells the verifier

M m M m
k _ i(m+1)n+jn+k _
upa® =N ugpat I ve =) ) ik

i=1 j=1 i=1 j=1

M m
’wkibk _ Z Z wijkl‘z(m—i-l)n-i-jn-i-k‘

i=1 j=1
We now have that
n
E (ugvg — wk)xk
k=1
n M m M m M m
_ § : (§ :E :uijkxz(erl)nJrjnJrk)(E : § :Ui’j’k) _ E :E :wijkxz(erl)nJr]nJrk
k=1 \ i=1 j=1 i'=1j'=1 i=1 j=1

contains the desired polynomial from (1) but there are some cross-terms corresponding to i # i’
or j # 7’ so the polynomial given above may be non-zero.

We will choose the a, and bg values such that they cancel out the cross-terms. However,
we have to be careful that there are only O(M + m + n) of them and that they are feasible to
compute. We will therefore use an interactive technique that will enable the verifier to pick a,
and b, after seeing x. This introduces a second concern, namely to choose them in a way such
that they do not affect the original equality we wish to get. We accomplish this by making sure
that a, and bg are modified by factors y* and 28 for o, B # 0 while the desired equality does



not contain any such factors. To make this happen we will modify the opening process of the
commitments Cy, and C'y; described above to open

M . mo

H ngmﬂ)nyz = com((i) (Cugs s Cup) H ci;nzj = comeg (U1, ..., Up;T)

i=1 j=1

M , m '

H C‘Zi;il = COm((:i) (Culu . 7cum) H Ci;] = comck(vl, ey Ups T)

- - et

This gives us
M m M m
kak _ Z Z uijkxi(m-i-l)n-i-jn-i-kyizj vy = Z Z Uz’jky_iz_j-

i=1j=1 i=1 j=1

‘We now have

n n

g
§ :U]gZL‘kUk _ § : 2 § :uz kxz m+1)n+]n+k z 2 2 Vit kY —i' =] )
k=1

k=1 =1 j=1 i'=1j'=1
n M M m m

S S S e

k=11i=14=1j=1j'=1

By splitting the sum into three parts corresponding to the three cases j = 7,1 = ¢ and j =
§',i # 4 and j # j and subtracting the wy2*’s we get

n n M m

i(mA+1)n+jn+k
E UpVE — Wk)T E E E(uijkvijk—wijk)xl(m Jnkin
k=1 k=1 1i=1 j=1

n M M m

+§ : § :E :uijkxi(erl)nJrjnJrkUi/jkyifz
=111=14¢=175=1
i'#i
n M M m m
(e Dnd itk oy
—i—g E E E E it (mntin vy’ 2 (2)
k=1i=1i=1j=1 j/=1
j'#
n M m
_ ZZ i(m+1)n+jn+k
= ul]kvljk wijk)mz(m Jntin
k=1 i=1 j=1
M MM n
+ E E E :2 :uz kZCZ m+1)n+]n+kvl ky

=—M i=1,i/=1 k=1 j=1
a#0 i—i' =«

+ Z Z Z Zul]kxz m+1)n+]n+k i Z vy ]’ky 5

:—m] 1]_]_k 1 i=1
B#0 j—5'=p

The prover will select
MM n m
Z Z Z gyt DRIy

i=1,i'=1k=1 j=1
i—i'=«



M

'/
Z Z u; le‘l m—i—l)n-‘,—jn-‘,—k z Zyvzj’ky i
1

] 1,j'=1k=1 i=
—j'=p

and send the commitments {c,, }o before seeing y and send {cy,}s before seeing z. She will
reveal randomness R € Z, such that

n

M
H cg H cbﬁ comck(Z(ukvk—wk)xk;R).

a=—M k=1
a#0 5750

This corresponds to the values in the commitments satisfying

M m n
Z aoy® + Z bgzﬁ = Z(ukvk — wy)z"

a=—M B=—m k=1
a#0 B#£0
Keeping in mind the expansion of the right hand side (2) we get that with overwhelming prob-
ability over y, z this can only be true if equation (1) holds.

In order to make the protocol SHVZK we add some commitments and values such that
Cujs Cujy Cw; AN Uk, Vg, wg cannot reveal anything about wjg, vijk, wijk. Furthermore, we add
some dj values and ¢4, commitments to cancel out new cross-terms arising from the added
values. This gives us the full batch product argument below.

Common reference string: Two-tiered commitment key ck.
Statement: Commitments Cy,,Cv,,Cw, -..,Cuy,, Cvyys Cwy, € T
Prover’s witness: Values ui11,v111, Wi11, - - - s UMmns UMmns WMimn € Zp and randomness
T115 S115E11, - - - s "Mms SMms tim € Zyp such that for all ¢ € {1,...,M},j € {1,...,m}, k €

{1,...,n}:

. (2)
Cuy; = COMeg (Uij1, - - -5 Uign} Tij) Cy, = com . (Cuzys - - - > Cugpn)
) 2)
Cos; = COMek (Vij1, -+ - 5 Vijnj Sij) Cy, = com’ (Cu;ys -+ Copn)
) 2)
Cwy; = COMeg (Wij1, - - - Wijn; ti) Cw, = comy (Cuyys -+ - Cugy)

UijkVijk = Wijk-

1. P = V: Pick UQ0k » Vook, Wook < Zp and set Uojk = Vojk — Wojk = 0 and U0k = Viok — W0k — 0
for i # 0 and j # 0. Pick roo, S00,%00, 715 - - - s Tn ¢ Zyp and pick roj, o5, to; < Zp. Compute
for j € {0,...,m}and k € {1,...,n}

_ ) _ 2)
Cug; = COMef (U1, - - - 5 U0jn; T0;5) Cu, = com (Cugy s -+ - » Cugny )
_ ) _ (©))
Cup; = COM ek (Vo;1, - - -, Vojn} S07) Cyy = com .’ (Cogys - - - 5 Cogry )
_ : _ (2)
Cwg; = COMeg (W01, - - -, Wojn; tog) Cw, = com;/ (Cugys - - - » Cugm )

di, = UookVook — Wook  Cdy, = comieg(di; Tk)

Send: Cuo()a Cvoo; C'UJOO) CU07 CV07 CW07 {Cdk }Z:l‘
2. P+ V: x Z;.



M} pick po ¢ Z, and compute

3.P—=V: Forae{-M,...,—1,1,...,
MM m n
i 1 in+k
o = Z Z (uijk‘rZ(m+ Jnint )Ui’jk Caq = Comck(aa;pa).
i=0,i'=0 j=0 k=1
i—i'=«

Send: {Ca, }ae{-M,....—1,1,...M}-

4. P+ Vi y < Zy,.
5.P —=V: For B € {—m,...,—1,1,...,m} pick og < Z, and compute
Z Z (Zu kxz(m-f—l )n+jn+k z) (Z vy j,ky ) Chy = Comck(bﬁ’;aﬁ)-
j= Oj =0 k=1
Jj=3'=B
Compute also for j € {1,...,m}
M — M M i)
i(m+1)n,,i —1 2t m+1)n
Cuj = Hciz‘j ! Coj = Hcgu Cw; = | | Cuy
i=0 i=0 i=0
Send: {055}66{ wo—1,1..m}> {Cujycvjacwj }] 1+

6. PV 2 7.
TP =V Compute for k € {1,...,n}

m M m M
= ugok + Z Z it MO r =T + E E pijat DI i g

up =
7=1 =0 j=11i=0
m M m M
vk = vook + D > vigky 27 s=s0+ Y Y sy iz
j=11i=0 j=1i=0
m M m
wg = Wwook + Z Z wijk$1(m+1)n+]n t = too + Z z tijl,z(mﬂ)nﬂn
Jj=11=0 j=1i=0
R = Z T + Z pay™ + Z ng
a=—M B=—m
a#0 B#£0
Send: {ug, v, wr}}_q,7,8,t, R.
Verification: Accept the argument if the following holds
- (m+1)
n i gi(m+1ny, 2
Cugo Hcﬁj = comeg(Ut, ..y Up;T) HC’ = comgk)(cul,...,cum)
Jj=1
1 ' )
—3j —1 2
chOHcij = comek(V1,...,0p;S) HC"y/Z =comy (Coys-- - Cup)
J=1 i
jn 'L(m+1)n (2
chOHcﬁj = come (Wi, ..., Wn;t) HC com k)(cwl,...,cwm)

k=1

m n
8
H cdk H c H Chy = come( g (upvp — wi)z®; R)
k=1 - =

B=—m
a;éo B#0



Theorem 1. The argument given above has perfect completeness, perfect SHVZK and witness-
extended emulation if the two-tiered commitment scheme is binding.

Proof. We will first show the argument has perfect completeness. Looking at the committed
values in the last equation we need

dex + Z any™ + Z bgzﬂ—Z(ukvk—wk)xk.

k=1
a#o B;éo

To see this holds, observe that since w;or = vior = wipr = 0 for ¢ # 0 we have

m M m M m M
we= 30D w33 gy = Y0 3w
j=0 i=0 7=0 i=0 7=0 =0

n

Z(ukvk — wk)a:k

k=1
n m M
_ zm—i—ln-i—nz —i =4 k
_ ( E:Uijkx( Jntj E E vy 2 ) —wy | @
k=1 7=0 =0 3'=04=0
n m m M M
. . oy
_ § : § : § :E :uijkxz(m+1)n+]n+kvi/j,kyz i =7 —wka:k
k=1 \ j=0 j'=0 i=0 i/=0
n m M m M
_ i(m+1)n+jn+k i(m+1)n+jn+k
= > O gy IRy NN
k=1 \ j=0 =0 7=0 =0
n m M M
i(m+1)n+jin+k i—i'
D3NS gyttt Ry
k=1 7=0 =0 /=0
il i

3

M
§ : i(m+1)n+jnt+k i—i' _j—j’
Uz]kﬂf( ) J Ui’j’k‘y Z] J

i
NE
NE
M=

k=1 j=0 j'=0 i=0 ¢'=0
J'#i
n
= (UOOkUOOk — wo()k)xk (because U5k Vijk — Wijk = 0 unless ¢ = j == O)
k=1
n m M M,M
+ 2 : 2 : Uijkl'z(m+1)n+Jn+kUi’jkya
k=1 j=0 a=—M =0, z '=0
i—i'=a
n
+ § : § : 2 :u kaz(m—‘rl n+]n+k z E vy ]’ky
=1 =—m j= 0] =0 =0 i'=0
5?50 J—i'=p

n m
= dia® + Z aay® + Z bgzﬁ
1 a=-— =

k= B=—m
a;éo B#0



The remaining equalities follow by straightforward verification giving us perfect completeness.

We will now describe SHVZK simulator S. It gets as input the common reference string ck,
the statement Cys,,...,Cw,, and the challenges z,y, z. It picks at random wuy, vy, wy + Z, as
well as 7,5,t, R < Zp. It picks cy;, cyj, cu; = comeg(0,...,0) and cqy, o, , Cpy  comeg(0). It
now computes

M

m
—pdnyd . 7xi(m+1)nyi (2)

Cugo = H Cuj Coka(ulv ceey Uny T) CU@ = H CUi com ;. (Cul, o 7Cum)

j=1 i=1

. Cv. — ny—i 2)
Cogp = Hc ? comgp (U1,...,Un; ) Vo = H v comy (Coyy - Coyp )
M
zin . _gilm+1)n (2)

Cwgy = H ol comeg(wi, ..., wp;t) Cw, = HCWi com ;’ (Cuwys - - -5 Cuy )

1.—1

k

- k

cdy = | |Cd: | | Cal I | cbz comyy, g (ukvk—wk)m ; R)
k=

k=2 =
a;é(] ,8730
The simulated argument is
{Cu()j?CUOj?C’wOj };'n:Oa Can CVO’ CWoa {Cdk}z IR {Caa}ae{ M,..,—1,1,...M}>

Yy 7{Cbﬁ}['3€{—m,..., 1,1,....m}> {CUJ,CUJ,Cw]}j 1) % {ukavk‘,wk‘}k ISAERT t R.

By construction, it is a valid argument just as a real argument is valid. Both simulated argu-
ments and real arguments give uniformly random ug, vy, wg, 7, s,t, R € Z,. Furthermore, since
the commitments are perfectly hiding simulated arguments and real arguments have identical
distributions of commitments cy;, cy;, Cw;, Cdy,s Can, Cby for k # 1. Finally, both in simulated ar-
guments and in real arguments the remaining commitments ¢y, Cuyos Cwoo> Ctiy» OV Cos Cdy
are uniquely determined. This means simulated arguments and real arguments have identical
probability distributions and therefore the argument has perfect SHVZK.

Let us now describe the witness-extended emulator. It starts by running (P*,V) to get a
transcript that it will output as the emulated argument. If the verifier rejects on the transcript
the emulator has a simulated transcript and it is done. However, if the verifier accepts the emu-
lator will try to extract a witness. The emulator uses repeated rewinding until it has accepting
arguments on challenges (s, yij, ziji) fori € {1,..., (M +1)(m+1)n},j € {1,....2M +1},k €

{1,...,2m + 1}. If (P*,V) has € > 0 chance of returning an accepting transcript, then it will
(2M+1)(M+1)(2m+1)(m+1)

on average rewind times. Since the emulator only rewinds when the
transcript is accepting it uses an average of (2M + 1)(M + 1)(2m + 1)(m + 1)n rewinds so it
runs in expected polynomial time.

Since the emulator runs in expected polynomial time there is negligible probability of break-
ing the binding property of the commitment scheme, so we will in the analysis assume this
does not happen. Also, it is possible that the emulator has to rewind and that two accepting
transcripts will use the same challenge, for instance y;; = y;;. However, since the emulator runs
in expected polynomial time there is negligible probability that we encounter this event. We can
therefore in our analysis focus on the case where all the challenges x;, y;;, z;j in the accepting
transcripts differ from each other.

Consider now accepting transcripts with challenges 1, . .., ps(m1)n+1- The vectors (1,. .., x?/l(mﬂ)")
are rows in a Vandermonde matrix. Since a Vandermonde matrix is invertible when the x-values



are different, we can for any i’ find a linear combination (1, ..., Par(ms1)nt1) of the vectors
that yields (0,...,1,0,...,0) where the single 1 is in position i’. For each xz; we have the ver-

i(m+1)n .
ification equation Hl o Oy = com((i) (cgf, . cl(ul) ). By taking linear combinations of the

verification equations, we get that Cyy, is

M(m~+1)n+1 LimtDn b; M(mtln+l M(mtln+l
H <H C’ ] ) = com((:? H (cg3)¢j, ey H (cgy)n)‘ﬁf
=t =0 j=1 j=1

This gives us an opening ¢y, ;- -, Cw, of Cy,. Using similar types of calculations we obtain
openings of all the commitments, i.e., for each transcript we have openings w;;x, rij, Vijk, Sij, Wijk, tijs
dk, Tk, Ga, Pa, b, 03. The remaining question is whether the extracted w;ji, viji, wijr satisfy wjpvijn =
wijp fori e {1,...,M},je{l,...,m},ke{l,...,n}.

For each transcript, the binding property of the commitment scheme implies

M M

i xi(m+1)nyi H —1 . pi(m+1)n

C’le == H Cui]_ C’U” ij = Cwij .
i=0 1=0

Define w;or = vior = wior = 0 for ¢ # 0 to get for each transcript

m M m M m M
_ i(m+1)n+jn, i 7 _ —i.,—] _ i(m+1)n+jn
= E E Uik T (mtDntgnyizg v = g g Vijry 27 Wi = g g Wik T (m+1)n+gn,
j=0 i=0 7=0 i=0 7=0 i=0

The last verification equation now shows that for each transcript

de:r + Z aay® + Z bgz

a;éO 6750
n m M m M m M
_ i(m~+1)n+ n—l—k z —1 z m+1)n+jin+k
=2 | QU w0 iy T ) = 30D wigga
k=1 7=0 =0 7=0 =0 7=0 =0

Multiply both sides by 4™ 2™ to get a polynomial identity. Since for each transcript with chal-
lenges x,y we have 2m + 1 different z-values where the equality holds we get by polynomial
interpolation

S+ 3
a——
oe;éo
n m M
_ Z Zu kl,z(m—‘rl n+]n+k z Zvljky z _Zwijk$z(m+l)n+]n+k )
k=1 j=0 =0

For each transcript with challenge x there are 2M + 1 choices of y-values where the equality
holds so we get

n m

n M
§ :dkl'k _ 2 : 2 : § : u; kxz(m-i-l n-i-]n-i—k Vijk — wijkxi(m-i-l)n-i-jn-i-k).
k=1

k=1 j=0 =0

This equality holds for (M + 1)(m + 1)n different x-values and therefore the two polynomials
are identical so we have for each i, j, k # 0 that u;j,v;jx — wijx = 0. O



Complezity. The communication complexity of the batch product argument is 3 elements in T,
2M + 5m 4 n + 1 elements in G and 3n + 7 elements in Z,,.

Let us estimate the computation complexity assuming that we use the two-tiered commitment
scheme we described in Section 2.1 in an asymmetric bilinear group with base groups G, G and
target group T. The verifier’'s computation is 3m pairings and exponentiations in the target
group T and 5M + 2m + 4n exponentiations in the base group G. Using standard techniques for
batch verification some of the equations can be combined in a randomized manner and we may
also use multi-exponentiation techniques to reduce the complexity further to O(bg%}%)
exponentiations.

A naive implementation of the prover would require 3m pairings and O(M + m + n) expo-
nentiations and O(N (M + m)) multiplications in Z,, where N — Mmn. When M or m are large
the latter complexity dominates. However, we observe that the commitments Cy,, Cy;, Cw, are
commitments t0 ¢y, Cyy; 5 Cup,» Which themselves are commitments to 0. Therefore, each of the
latter is a power of h, and therefore we can use the bilinear properties of the pairing to rewrite
the computation to allow us to compute Cyy,, Cy;, Cw, using 3 pairings and 3m exponentiations.

We can use techniques for polynomial multiplication to reduce the prover’s computation.
Consider as an example the computation in round 3, where the prover computes

M, M m n
_ i(m+1)n+jn+k
Ga = E E E (wijr (mLints )virjk
i=0,i'=0 j=0 k=1

i—i'=a

for a = —M,...,—1,1,..., M. Define u; = (uiowi(mﬂ)"wnﬂ,---,Uimnxi(erl)nernJrn) and
vy = (Vo1 - - - » Virmn ), Which allows us to rewrite it as

M,M
Ao = g uZ'UZT,

i=0,i’=0

i—i'=a

Observe that a,, is the M + a’th coefficient of the polynomial

p(w) = (Z wiui> <Z wM_i/'v;,—> € Zplw).

/=0

The degree of the polynomial is 2M so if we evaluate it in 2M 41 different points wy, ..., wopr41 €
Z,, we can use polynomial interpolation to recover the coefficients. The evaluation of Zf\i qw'u;
and Z?’/I:O wM _i"v;.,r in 2M + 1 different points can be done using O(N log? M) multiplications.

If 2M|p — 1 and M is a power of 2 we can pick wy,...,wans as 2M-roots of unity, i.e., w,%M =1
and use the Fast Fourier Transform to reduce the cost further down to O(V log M) multiplica-
tions.? Similarly, we can compute b_,,,...,b_1,b1,..., by, using O(N log? m) multiplications or

O(N logm) multiplications if 2m|p — 1 and m is a power of 2.

Known values. Sometimes it will be useful to use publicly known values ;3 in the argument. The
trivial way to handle this is to use commitments c,,; = come(uij1, - - -, uijn; 0). Since they use
trivial randomness, the verifier can check directly that Cy,, ..., Cy,, contain the correct values.
A more careful inspection reveals that some efficiency savings can be made by abandoning the

3 Tt takes a while before the assymptotic behaviour kicks in, so for small M it may be better to use Toom-Cook
related methods for computing the coefficients a_ns, ..., anm-



commitments ¢y, altogether. Since the w;j; values are public we do not need to hide them, so
the prover may choose ug;r = 0. The verifier can now herself compute the resulting u; values
without using the commitments at all.

A similar analysis reveals that when w;;j, are known the prover does not need to communicate
any Cyy, or ¢y ; commitments since the verifier can compute wy, himself. In the special case where
wjjr = 0 this simplifies to fixing wy, = 0.

3.1 Inner product argument

A slight modification of the batch product argument allows the prover to demonstrate instead
s DL Dk WigkVigk = M > i1 > g1 Wijk- The main observation is that we can fix
x = 1 instead of letting the verifier choose it, in which case equation (1) gives us the desired
equality.

The only issue in following this idea is the cross-terms arising from wugj, vojk, wojk. We
therefore compute Cﬁo, Vor CWo s Cugo s Cooo s Cuge 81VING us commitments to wg;x, ok, WojkL-
Since z € Z,, these values will still ensure that cy;, ¢y}, cw;, Uk, vk, wg do not leak any information
about wu;jx, vijk, wijk- But since they are modified by a random factor x throughout the argument
they will not interfere with the equation S D71 Dkt UigkVigh = M D1 21 Wijk- To
get perfect completeness, we use two commitments to dy and do values to cancel out cross-terms
corresponding to = and x2.

4 Arguments for Circuit Satisfiability

Using the batch product argument from Section 3 we can give a 7-move SHVZK argument
for circuit satisfiability. Consider a boolean circuit consisting of N — 1 NAND-gates where the
prover wants to convince the verifier that there is a satisfying assignment making the circuit
output 1. If the output wire is w, we can add a new variable v and add a self-looping gate of
the form w = —=(w A u), which can only be satisfied if w = 1. The prover now has a circuit with
N NAND-gates and no output and wants to demonstrate that there is an internally consistent
assignment to the wires that respects all gates.

Let us without loss of generality consider a circuit with N = Mmn NAND-gates for which
the prover wants to demonstrate that there is a consistent assignment. The prover enumerates
the two inputs and the output of each gate as w;jx, vijr, wijx. The task is now to show that the
committed values correspond to a satisfying assignment for the circuit.

The prover first shows that all the committed values are either 0 or 1 corresponding to truth
values. This is done by using batch product arguments to show w;jruijr = Uijk, VijkVijk = Vijk
and w;;pWw;jr = Wijk, which can only be true if w;ji, viji, wijr € {0,1}.

The prover then uses the homomorphic property of the commitment scheme to compute
commitments to 1 —w;j;. Using another batch product argument it can show ;v = 1 —w;ji,
which means the committed values respect the NAND-gates.

Finally, using a technique from [25] it uses an inner product argument to show that all
committed values wu;jx, vij1. and w;j, corresponding to the same wire x, are consistent with each
other. We describe this technique in the full circuit satisfiability argument below.

Common reference string: Two-tiered commitment key ck.
Statement: N = Mmn NAND-gates x4, = —(x¢, A x4, ) over variables z,.
Prover’s witness: An assigment to {z;} respecting all NAND-gates.



Argument: Label the inputs and outputs of the gates {w;jk, vijk, wwk}zj‘inzl - Pick 75, 8ij, tij <
Z,, and compute the commitments

. (2)
Cuyy = COMeg (Uij1s - - - 5 Wign} Tij) Cy, = com . (Cuzys - - > Cupn)
_ ) _ 2)
Cuj = comey (Vij1, - - - 5 Vijn; Sij) Cy, = comy, (Cvgys---sCuip)
_ ) _ (2)
Cwy; = COMeg (Wi, - - - Wijn; tij) Cw, = com (Cuyys -+ - > Cuyy)

Send {Cy,, Cy;, Cw;, }, to the verifier.

Engage in three batch product arguments with statements {Cy,, Cy,, Cy, }24,, {Cv;, Cy;, Oy, 1M,
and {Cw,, Cw,, Cw, }M, in order to show that Wijk, Vijk, Wijk € {0,1}.

Define ¢; = comk(1,...,1;0) and C; = comgi) (c1,...,c1). Engage in a batch product proof
with statement {C’Ul,C’\/I,C'lCI/_V]iL }M | to show that the NAND-gates are respected.

There are 3N = 3Mmn committed values wu;ji, viji, wijr. Let us rename them {b; 12 and
the corresponding commitments to {CBZ.};E{. The same variable xy may appear n, times in
the circuit as b;,, . .. ,bine. Define 7 as the permutation in S5y such that for each variable x,
appearing ny times in the circuit the permutation makes a complete cycle i; — i0 — ... —
in, — 11 corresponding to those appearances.

The prover receives a challenge y from the verifier and defines a; = y* — y™®. It uses the
inner product argument? from Section 3.1 to demonstrate Zf’ivl a;b; = 0. This shows that
for random y

3N SN 4 BN
D abi =Y (0 =y b=y (bi = be1(s)) = 0.
=1 =1 i=1

With overwhelming probability over y this shows by ;) = b; for all ¢ thus proving that the
values b; and hence the values w;ji, vk, w;ji are consistent with the wires z,.
Verification: Verify the 4 batch product proofs and the inner product argument.

Theorem 2. The argument for circuit satisfiability has perfect completeness, perfect SHVZK
and witness-extended emulation.

Proof. Perfect completeness follows from the perfect completeness of the batch product argument
and the inner product argument.
The SHVZK simulator starts by generating trapdoor commitments cy,;, Cy,;, Cw;; < come(0)

2)

and setting Cy, = comg) (Cugys s Cupp ) Cvy = comgi)(cml, ey Co ), Oy = comci (Cwgys -+ s Cugy )
It then runs the SHVZK simulation to simulate the four batch product commitments and the
last inner product argument.

To see this is a perfect SHVZK simulation consider a hybrid argument where we have com-
mitments cy,;, Cy,;, Cw;; 10 a real witness w;jk, vijk, wijr and then proceed to simulate the batch
product and the inner product arguments. By the perfect hiding property of the commitment
scheme the hybrid argument is perfectly indistinguishable from a simulated argument. At the
same time, the perfect SHVZK property implies that for all choices of challenges the hybrid
argument and the real argument look identical.

The witness-extended emulator runs the batch product argument emulator and the inner
product argument emulator to extract openings of Cy,, Cy;, Cw,. The binding property of the
commitment scheme implies that the extracted openings are consistent with each other in the
four batch product arguments and the inner product argument. The first three batch product

4 The first round of the inner product argument can be run independently of y such that the total round
complexity remains 7.



arguments show that wjk, viji, wijx € {0,1} and the fourth batch product argument shows
1 — wjji, = uijkVijk, which implies w;jp = —(ujjk A vij;). Finally, the inner product argument
shows with overwhelming probability over the choice of y that all committed vaues corresponding
to the same wire x, are the same. This shows that the extracted witness satisfies the circuit. [

Arithmetic circuits. Using similar techniques as in the circuit satisfiability argument, we can also
get an argument for the satisfiability of arithmetic circuits consisting of addition and multiplica-
tion gates over Z,. The prover commits to the values and uses the homomorphic property of the
commitment scheme to show that addition gates are respected and the batch product argument
to show that multiplication gates are respected. If there are publicly known constants (without
loss of generality a multiple of mn) involved in the circuit, the prover commits to these using
randomness 0 so the verifier can check directly that they are correct. As in the circuit satisfia-
bility argument the prover also demonstrates that the committed values are consistent with the
wiring of the arithmetic circuit. This gives an arithmetic circuit argument with communication
complexity O(M + m + n).

5 Range Arguments

As a concrete application of our batch product argument we will give a communication-efficient
range proof. The prover has a commitment ¢ and wants to convince the verifier that she knows an
opening w, t such that ¢ = comg,(w;t) and w € [A4; B). Since the commitment is homomorphic,
the problem can be simplified to demonstrating that she knows an opening of ¢ - comg;(—A4;0)
in the range [0; B — A). Let N = [log(B — A)|. The prover can construct a commitment cq/; =

comg(b; s) and show that it contains 0 or 1 using standard techniques. By showing that c -
A—DB+2N

0/1 contains a value in the range [0;2") she convinces the verifier that

comx(—A;0) - ¢
w € [4; B).

We can therefore without loss of generality focus on demonstrating that a committed value w
belongs to the interval [0;2"). We will now give such a range argument that only communicates
O(N %) elements. The idea is that the prover will commit to the bit representation of w. Using
a batch product argument the prover can demonstrate that the committed bits are 0 or 1.
Furthermore, using techniques similar to the buildup of wy in the batch product argument the

prover will demonstrate that w = SM Do = w20 mnF Gtk =1 ysing O(M +m+n)
communication, where N = Mmn. If M = O(N%), m= O(Né), n= O(N%) the communication
complexity is O(N é) elements.

Common reference string: ck.
Statement: c € G.
Prover’s witness: w,t € Z, such that w € [0;2") and ¢ = com(w;t).

Argument: Let {wwk}f\iﬁzl x—1 be the bits of w. Pick r;; < Z, and compute

. (2) o(i—1)mn
Cwy; = COMeg (Wij1, -+ . Wijn; Tij) Cw, = com;’ (Cu;1s - - > Cwiypn) cw; = | ] Gy,
i=1
Pick wor, ..., won ¢ Zp and 1o, sq < Z, and compute ¢,y = come(wor, - . ., Won; o) and

ca = come (3 j_y wor2" 1 sq).
Send {Cw, }M,, {cu, }Lo and cq to the verifier and get a challenge x <— Zj; back. Compute

M m M m
wy, = wak_i_Z Zwiij(ifl)anr(j*l)n r= xT0+Z ZTijQ(ifl)mn+(jfl)n s = sgr+t
i=1 j=1 i=1 j=1



and send them to the verifier.
In parallel, engage in a batch product argument with statement {Cw,, Cw;,, Cw;, }£, to show
that each w;j;, satisfies w;jpwijr = w;ji, which implies w;;, € {0,1}.

Verification: Verify that the batch product argument is valid and

M m

9(i—1)mn (2) x 2(i—1)n .
HCWi = com (Cwys - - Cup) Cavo chj = comeg (W1, ..., Wp;T)
=1

j=1

n

chc = comgy (Z w2k s).
k=1

Theorem 3. The range argument given above has perfect completeness, perfect SHVZK and
witness-extended emulation.

Proof. Perfect completeness follows from the perfect completeness of the batch product argument
and straightforward verification.

The SHVZK simulator on challenge z € Z; generates commitments c,,; < come(0,...,0)
and picks wy, ..., wn, 7, s < Zp at random. It then computes Cy,, cy; as in the real argument
and sets

m et n z!
—2(=1)n -1 k—1

Cwy = Cw; comep (Wi, ..., Wy;T) Ccq= <c comck(z w2 8))

j=1 k=1

It runs the SHVZK simulator for the batch product argument.

To see this is a perfect simulation note that the perfect hiding property of the commitment
scheme means that the commitments c,,; are distributed just as in a real argument. Also, both
in simulated arguments and in real arguments w1, ..., wy,,r, s are uniformly random in Z,. The
remaining components are now uniquely determined by the verification equations and therefore
simulated arguments and real arguments on challenge x are perfectly indistinguishable.

The witness-extended emulator runs the emulator for the batch product argument to get w; ;.
and r;; when seeing a succesful transcript. It also rewinds and runs the argument again with fresh
challenges z’ until getting another acceptable transcript. The two transcripts with extracted wj
and 7 give us cfc = come(Sp_; w2 s) and ¢2'c = comer (3p_, wi 28 8. If @ # o' we
can take appropriate linear combinations to get openings w,t and d, sq of ¢ and ¢g. Similarly, we

. . . . . (Gi—1)
can by taking appropriate linear combinations of ¢y, [[7-, 121;]] " = comeg(wy, ..., wy;r) and
/ j—1 . . .
Co 11721 cﬁfj - comeg (wl, ..., w);r’) get an opening w1, . .., Won, 7o Of Cy,. By the binding

property of the commitment scheme the last verification equality implies

n

n M m
dr +w = Zwk2k_l — Z WoRT + Z Zwijkz(i—l)mn—l—(j—l)n 2k—1‘
k=1 k=1 i=1 j=1

Since this holds for two different z, we have w = S, D D ket w20 MG ntk=1 The

batch product argument guarantees wjj;, € {0,1} giving us w € [0; gMmn) O
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