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Abstract. In voting based on homomorphic threshold encryption, the voter en-
crypts his vote and sends it in to the authorities that tally the votes. If voters can
send in arbitrary plaintexts then they can cheat. It is therefore important that they
attach an argument of knowledge of the plaintext being a correctly formed vote.
Typically, these arguments are honest verifier zero-knowledge arguments that are
made non-interactive using the Fiat-Shamir heuristic. Security is argued in the
random oracle model.

The simplest case is where each voter has a single vote to cast. Practical solutions
have already been suggested for the single vote case. However, as we shall see
homomorphic threshold encryption can be used for a variety of elections, in par-
ticular there are many cases where voters can cast multiple votes at once. In these
cases, it remains important to bring down the cost of the NIZK argument.

We improve on state of the art in the case of limited votes, where each voter
can vote a small number of times. We also improve on the state of the art in
shareholder elections, where each voter may have a large number of votes to
spend. Moreover, we improve on the state of the art in Borda voting. Finally, we
suggest a NIZK argument for correctness of an approval vote. To the best of our
knowledge, approval voting has not been considered before in the cryptographic
literature.

1 Introduction

Voting based on homomorphic encryptioA popular paradigm for constructing e-
voting protocols is based on homomorphic threshold encryption. The homomorphic
property iSE(my + ma;r1 + r2) = E(my;r1)E(ms;r2). The authorities publish a
public key and voters send in encrypted votes. Digital signatures or other means of
authentication ensure that only eligible voters vote.

As an example consider an election where voters encode yes-votes as 1 and no-votes
as 0. Holding encrypted votds(v, ), . . ., E(v,,) the authorities can use the homomor-
phic property of the cryptosystem to comput¢>_." | v;). They jointly decrypt this
ciphertext to get out the number of yes-vot®s," | v;. It is important that they have
to cooperate to decrypt, if any single authority held the decryption key then the voters’
privacy might be at risk.

More advanced encoding methods allow elections where voters have a wide range
of options. In the paper, we treat the following possibilities:

* Part of the work done while at Cryptomathic, Denmark and BRICS, Dept. of Computer Sci-
ence, University of Aarhus, Denmark.



— Limited vote: N out of L candidates.

— Approval vote: Any number out of candidates.

— Divisible vote: A huge number of votes distributed among the candidates.

— Bordavote: A preference vote where the best candidate receivetes, the second
bestl — 1 votes, etc.

The advantage of voting based on homomorphic encryption is that it combines effi-
ciency with a reasonable amount of flexibility. In particular, in comparison with other
voting paradigms such as mix-nets, it seems like a superior choice for divisible votes
that occur quite frequently in shareholder elections.

Zero-knowledge argument&ie have to ensure that voters do not cheat. Consider for
instance in the previous example a voter that sends(in100). Effectively this voter

is taking 100 yes-votes out of the ballot box. To avoid such attacks we let each voter
submit a zero-knowledge argument of correctness of his vote.

In practice, we want to minimize interaction between voters and authorities when
casting votes. The common approach is therefore to find an efficient honest verifier
zero-knowledge argument for correctness of the vote and make it non-interactive using
the Fiat-Shamir heuristic. This yields efficient non-interactive zero-knowledge (NIZK)
arguments. Security is proved in the random oracle mbdel.

Related work.The idea of using homomaorphic encryption to construct voting protocols
was suggested by Cohen and Fischer [CF85] and further developed in [BY86,Ben87].
Cramer, Gennaro and Schoenmakers [CGS97] suggested a reasonable efficient yes/no-
voting scheme based on EIGamal encryption. Unfortunately, these schemes cannot han-
dle large elections with many candidates.

Concurrently Baudron et al. [BF®1] and Dam@rd and Jurik [DJOZ] suggest
voting schemes based on Paillier encryption [Pai99]. Their zero-knowledge arguments
involve many encryptions and are therefore close to practical but still a little expensive.

Lipmaa, Asokan and Niemi [LANO2] propose the first practical zero-knowledge
argument based on homomorphic integer commitments. Using integer commitments
means that they can take advantage of integer properties such as unique prime factor-
ization and get a practical zero-knowledge argument. Cathgsroth and Salomonsen
[DGS03] improve on this scheme and also propose a zero-knowledge argument for a
limited vote.

Ishida, Matsuo and Ogata [IMOO3] consider the case of shareholder elections and
suggest a zero-knowledge argument for correctness of a divisible vote.

Wang and Leung [WfL04] investigate the case of Borda voting. They wish to con-
struct a protocol that only reveals the winner, but not how many votes each candidate
got. At a considerable efficiency cost, they proceed to construct such a multi-party com-
putation protocol. Unlike them, we do not try to hide the number of votes candidates
receive. Because of this difference, they are satisfied with letting each voter send a ci-
phertext for each candidate containing the number of votes on that candidate. Nonethe-
less, while not the focus of their paper they do need a NIZK argument for correctness

! See Section 2 for more details.
2 Damdard, Jurik and Nielsen [DINO3] correct some flaws in this voting scheme.



of a Borda vote. They give a sketch of a NIZK argument for correctness of a Borda
vote, however, it turns out the NIZK argument is not sound as it stands [Wan05]. The
NIZK argument for correctness of a Borda vote we suggest in the paper can be adapted
to their setting and solve their problem in a simple way.

We do not know of any work addressing approval voting in connection with homo-
morphic threshold encryption based voting schemes.

Our contributions. We observe that approval voting and Borda voting can be imple-
mented efficiently using homomorphic threshold voting and offer corresponding NIZK
arguments. We improve the NIZK argument for a limited vote of [DGSO03] by simplify-
ing the protocol. We suggest a NIZK argument for a divisible vote that is a fagiay
more efficient, wheréV is the number of votes the shareholder can cast.

\ote ArgumentVerification Prior art Argument  |Verification
Limited 1 1 [DGSO03] 1 1
6N +4| 3N+3 8N +2 TN +2
Approval 1 1 No prior work
2L+ 4 L+3
Divisible 1 1 [IMOO03] (5/2)L1og N|2Llog N
10L+4| 5L+2
Borda 1 1 [WfL04] Not sound
known shuffle [Gro03] 4L +2 | 2L+ 3

For all arguments, the top line contains the number of encryptions, the bottom line the number
of exponentiations to make commitments. For all verifications, the top line contains the number
of encryptions and the number of exponentiations of ciphertexts (always identical numbers), the
bottom line the number of exponentiations to verify the commitments.

Table 1.Comparison of voting arguments

In Table 1, we list computational complexities for each NIZK argument. Since a ci-
phertext containing a vote must remain secure also some time into the future, we often
need a long security parameter for the cryptosystem. On the other hand, the NIZK ar-
guments are usually verified by interested parties right after the election, and since they
can be made statistical zero-knowledge we can use a much shorter security parameter
for the commitment scheme. For the purpose of creating this table, we have assumed
that to commit taz elements, one uses+ 1 exponentiations. In general, the expensive
operations are those that involve ciphertexts.

One should be careful when using this table. For instance, the approval vote argu-
ment uses short exponents, while the limited vote argument may use longer exponents.
The commitment exponentiations may therefore be cheaper for the approval vote argu-
ment in a setting with a similar number of voters and candidates. In the case of limited
voting one should note that our NIZK argument unlike the [DGS03] NIZK argument
is well suited for the use of multi-exponentiation techniques, so our gain is larger than
what is indicated by Table 1. Finally, the verification process for most protocols may



be sped up using batch verification techniques when verifying many votes at the same
time.

Groth [Gro04] considers security of voting in the universal composability frame-
work [Can01]. He shows that the above-mentioned schemes based on homomorphic
threshold encryption are secure against static adversaries. By twisting the cryptosystem
a little, one can also obtain security against adaptive adversaries without changing the
protocol on the voter's side.

Efficient range proof.Proving that a committed numbeiies in some intervala, b] is

useful in many protocols. Typically, we do that by proving that heth a andb — =

are non-negative. We can use either Boudot’s method [Bou02] or prove that the number
can be written as the sum of four squares [Lip03]. The two methods have comparable
efficiency. In Section 5 we suggest a little trick to speed up the latter argument. Namely,
to prove thaty is non-negative we prove thdy + 1 is the sum of three squares. We
highlight the trick here, since it may have independent interest.

2 Preliminaries

2.1 Voting Based on Homomorphic Encryption

Election parameterd/, L., N. Throughout the paper, we assume that we have a group
of voters that can choose betwekrtandidates, which may include choices such as a
blank vote or an invalid vote. A drawback of this type of election scheme is that the
number of candidates is fixed; we do not allow write-in votes. We denofd laystrict

upper bound on the number of votes any candidate can receive. In particular, if each
voter has one vote thel/ is a strict upper bound on the number of voters. As will
become apparent later, there is much to gain by seledting p?, wherep is a prime.

A third parameter characterizing the elections is the number of votes the voter can cast,
denoted by\V.

Encoding voteslIn the introduction, we sketched how to base voting protocols on ho-
momorphic encryption. Let us offer some more details. The basic ingredient is a ho-
momorphic threshold public-key cryptosystem. We will generate a public key for this
cryptosystem, and the secret key is threshold secret shared amongst the authorities.

We assume that the message space is on the Zgrnwe require thak does not
have prime factors smaller th&4, where/, is the length of the output of a suitable
hash-function, and that/~ < n. We represent candidates with numbeys. ., L — 1
and encode a vote on candidatas /.3 Summing many such encodings gives us an
M-addic representation of the I’eSLEiL:_Ol v; M, wherev; is the number of votes on
candidate.

Representing votes this way, it is straightforward to encrypt a vote on candidate
as E(M?). Having received many such encrypted votes we may by the homomorphic
property of the cryptosystem multiply all the ciphertexts and get a new ciphértext

% As an alternative Lipmaa [Lip03] has suggested to encode votes as Lucas numbers.



E(X 5, viM"). We threshold decrypt this ciphertext and now it is straightforward to
extract the result from the plaintext.

We shall see in the following sections that in a somewhat similar way it is possible
to encode limited votes, approval votes, divisible votes and Borda votes, and therefore
such types of elections can also be handled using this approach.

As mentioned in the introduction we need NIZK arguments for correctness of votes
to avoid cheating and tampering with the result. In these NIZK arguments, we make use
of homomorphic integer commitments. In the security proof of these NIZK arguments,
we make use of a property of the integer commitment scheme and of the homomorphic
cryptosystem known as root extraction. We also make use of the random oracle model.
We will explain these concepts in the following.

2.2 Setup and parameters.

Throughout the paper, we make use of a semantically secure homomorphic threshold
cryptosystem. We assume that the message spagefar a suitabler > M’ and the
randomizer space . The latter assumption is purely out of notational convenience,
there would be no problem in using a cryptosystem where the randomness is some finite
group, for instance to use threshold Paillier encryption.

We also make use of a homomorphic integer commitment scheme. We always use
randomizers fronZ. Again, there would be no problem to use other randomizer spaces
but we do not yet know any such commitment scheme. The keys for both the cryptosys-
tem and the commitment scheme are public and known to all parties.

We define the following parameteré;; = 2[L(log M)/2] is the maximal bit-
length of a vote. We assume that the distribution of the randomizer space of the cryp-
tosystem is to pick a rando#y-bit randomizer. Similarly for integer commitments we
pick a randon?,.-bit number as randomizer. Public keys are chosen with suitable secu-
rity parameters. In large elections with many candidates, we may be forced to choose a
large security parameter to accommodate this size of votes.

We need a couple of extra security parameters. We use a cryptographic hash-
function that outputs arf.-bit numbere. For instance, using SHA-256 we have
¢, = 256. Furthermore, we need a security paramétersuch that for any value
we have that + r, andr, are indistinguishable, wherg, is a random|a| + ¢,-bit
number. We suggegt = 80, this being large enough to ignore the off chance that
la + 7| > |a] + £s.

2.3 Homomorphic Integer Commitment and Homomorphic Cryptosystem

Integer commitmentWe know only few homomorphic integer commitment schemes
[FO97,DF02,Gro05], and they are all very similar in structure. As an example, we of-
fer the following variant. We choose a moduluss a product of two safe primes and

random generatog, . . ., g, h of QR,,. To commit to integersn,, . . ., my using ran-
domness = (ry,72) € {—1,1} x Z we compute: = com(my, ..., mg; (r1,72)) =
rigy™t -+ g, "h" mod n. To open the commitment we reveab,, . .., my, r). Atypi-

cal choice isy = 1,79 « {0, 1}*, wherel,. = |n|+ £, which makes the commitment
statistically hiding.



Root extraction propertyWhen proving soundness and knowledge in our protocols
we need the following root extraction property. If an adversary comes up with a com-

mitmentc, an openingny, ..., mg,r ande # 0, SO¢® = com(my,...,mg;r), then
we must haves|my,...,e|m; and be able to compute an opening, ..., ug, p SO
¢ =com(pus,...,ux; p), whereu;, = m;/e.

Root extraction property of homomorphic cryptosysteim.the voting protocol, we
use a semantically secure homomorphic threshold cryptosystem. Like the integer com-
mitment scheme, it must have a root extraction property. If we create a ciph€ttext
ande # 0sole] < £, andC*® = E(M; R), then it must be possible to find p so
M =eu, R=epandC = E(u; p).

ElGamal encryption [EIG84], Paillier encryption [Pai99] and several other homo-
morphic cryptosystems are semantically secure, have the root extraction property and
admit threshold decryption.

2.4 NIZK Arguments and The Random Oracle Model

Consider a typical 3-move honest verifier zero-knowledge argument. The prover has
some statement that he wants to prove, and he knows a witnes$ie sends an ini-

tial message:, receives a random challengeand responds with an answer Given

(z,a, e, z) the verifier can now choose whether to accept the argument or not.

Using Fiat-Shamir heuristic we let the prover compute the challergga hash-
function ofz, a. I.e., the prover computes an argumente, z), wheree = hash(x, a).*

This way we can make the argument non-interactive. Of course, the same methodology
can be applied to arguments that use more than 3 moves.

As a heuristic argument of security of such protocols Bellare and Rogaway [BR93]
suggest the random oracle model. The hash-function is modeled as a random function
that pairs inputgz, a) with a random output. Furthermore, to argue zero-knowledge
they allow the random oracle to be programmed. The simulator can choose(inpuits
and corresponding outputsand the random oracle will on such an input return the
corresponding output.

As a simple example, consider proving knowledge of the plaintext of a ciphertext
C. We will present a well-known argument for this statement. Using the notation of
[CS97] we write

SPK[(k, p) : C = E(u; p)).

We use Greek letters for the unknown variables we are proving something about and
provide the statement that we are proving. This way we can quickly describe the goal
of a NIZK argument without specifying the actual protocol. The following argument of
plaintext knowledge is used as a subprotocol in most of our protocols.

Theorem 1. In the random oracle model, the protocol in Figure 1 is a NIZK argument
of plaintext knowledge.

4 Sometimes some auxiliary information will be included in the hash-function. For instance, we
might include the identity of the prover to avoid duplication of the proof. So we would write
e = hash(z, a, auz).



NIZK Argument for Plaintext Knowledge

Common input: Ciphertex® and public keys.
Prover’s input: Message: and randomizeR soC = E(m; R).

Argument: ChooseR,, — {0, 1}/™*f+% andRp — {0, 1}¢rH*+t Set
CR = E(Rm; RR).
Compute the challenge= hash(C, Cg).
Set =em + Rm, =eR+ Rpg.
The argument i$Cr,[m |, ).
Verification: Computee as above. VeriffC*Cr = E([m |; ).

Fig. 1. Plaintext Knowledge Argument

Proof. In the above argument, it is easy to see that we have completeness.

To argue zero-knowledge we pick at random. We choos¢m| «—
{0, 1}Imlt+tetts TR] — {0,1}frttett We setCr = E((m ;| R)C~*. Finally, we
program the random oracle to outpubn input(C, Cr). We leave it to the reader to
see that this is indeed a good simulation of an argument.

To argue knowledge we consider an adversary that has made a (@uery;) to
the random oracle. If it is in a state where it has noticeable probability of using it in
a valid argument, then we can upon seeing such an argument rewind it and feed it
with different random answers to the query. In expected polynomial time, we will get
another acceptable argument. We now have two acceptable arguﬁ‘)g,

andCR7e’,',/. With overwhelming probability, we hawe # ¢’. From the ver-
ifying equations we hav€“Cr = E(; andC®Cgr = E(’;/). This

meansC¢—¢ = E(m]- ’; — /). From the root extraction property we can
extracty = ((m]—[m])/(e — ¢’) andp soC = E(u; p). 0

Remark 1.We routinely use the notatidm:| = ea + r, throughout the paper. As a
reminder one can think of it as puttimgn a box that hides. As we shall see, the ran-

dom factore allows us to make computations with the hidden variablEor instance,

if an equatio = ¢[ c| holds with non-negligible probability over, then the se-

cret variables:, b, ¢ satisfyc = ab with overwhelming probability. The box-notation is
intended to show on one hand that the variable is hidden, one the other hand indicate
that we can perform standard algebraic operations on the hidden variables and under
the hood the expected results come out. We hope this notation can serve as a helping
guide in complex zero-knowledge arguments using many hidden variables.

3 Limited Vote

In some elections, voters can vote multiple times, $agimes. It may be a require-
ment that they use all their votes on different candidates, or alternatively they may be
permitted to spend several votes on the same candidates. We will present a protocol for



the former case; it is easy to modify the protocol into one that admits multiple votes on
the same candidate.

The voter encodes his vote &= Z?’:l M, whereQ < 47 < --- < iy < L.
He then encrypts the vote and has to form a NIZK argument that the plaintext is on the
right form. In other words, we wish to make the following argument of knowledge

N
SPK[(v,p, i1, ,tn) : C = E(v;p) andU:ZM‘j and0 < < --- <y < L)

j=1
To make this argument of knowledge we actually use

SPK[(v, p,a1,...,an,B1,...,0N) :

N N
C = E(v;p) andv = Za? and /\ a1 = pagfil,

Jj=1 Jj=1

wherep is a prime saV/ = p? anday 41 = p*.

To see that the two arguments of knowledge are equivalent noticAj.hqtajH =
pa;B; impliespan|p”, ..., pai|as. l.e., we can writevy = £p'V, - a; = £p't,
forsome0 <11 < --- <ty < L. The second equation gives us

N N

N
U:Za? = Z(ip"')2 = ZM”.
j=1

j=1 j=1

The argument of knowledge is presented in Figure 2. In the protocol we argue
knowledge ofo;, pa, . 3. pv, . Aj, pa, SO[aj] = ea; + pa]., =B + pbj, —
SAj + PA;- We check th tAj =pla; bj — € aji+1 | i.e.,

e+ pa; = e (pafBi — aji1) + e(pajpy; +DBiPa; = Pasir) + PPa; Py, -
The idea is that with overwhelming probability ovethis equation can only hold if
pa;B; — aj41 = 0. Combine all these equalities to g&f’; a1 = pa;3;.

Included in the argument is an argument of plaintext knowledge pf- so =

ev+py,aswellasi, p so@ = eA+pa. We check th = Z;V:l 2—e,
giving useA + pa = (), a2 = v) +e(2 X ajpa, — pv) + XL, o2, With
overwhelming probability over this tells us that = Z;.V:l 04]2». Finally, in the process

we also argue knowledge @fso C = E(v;p) in a similar way to the argument of
plaintext knowledge in Section 2.4.

Theorem 2. In the random oracle model, the protocol in Figure 2 is a NIZK argu-
ment of knowledge far' encrypting a correctly formed limited vote. If the commitment
scheme is statistically hiding then the argument is statistical zero-knowledge.

Proof. It is straightforward to verify that the protocol is complete. It remains to argue
zero-knowledge and soundness and knowledge.



Zero-Knowledge Argument for Correctness of a Limited Vote

Common input: Ciphertex® and public keys. _
Prover'sinput) < i; < --- < iy < LandR € {0,1}"% such thatC = E(Zj.v:l M?*; R).

Letan,1 = p~. We prove correctness of the vote by producing

SPK[(U7P,061,...,O(N,Bh---,ﬂN):

N N
C = E(v; p) andv = Z o; and /\ a1 = pajF].
j=1 j=1
: _ N i Ly Hletes LR+Le+Ls
Argument: LetV =3".", M'/, choosel?y «— {0,1} ,Rr — {0,1}

and seCr = E(Rv; Rg).
Leta; =p%,b; = p+1 7% ~! whereiyy1 = L. Letra,, = 0and choose

£y )2+4Lo+0
Tatry---sTansTbis---3Toy <— {0,1} v/2Htetts et A; = pa;ry; +pbiTa; — Ta;
andA = 22;\;1 a;rq; — Ry. Setc = com(ai, b1, A1,...,an,bn, An, A;r). Set
— N 2,
er = €OM(Tay, by, PTarThys - s Tans Ton s PlayTons D jy Ta;i Tr)-

Compute the challenge as— hash(C, Cg, ¢, c¢,).

Sef V|=eV + Ry =eX N M + Ry and R|= eR + Rx.
Set =ea; +71a; = ep’i + Ta, ,H =ebj + 1, = eptitiTiiTl 4 b, and

[r]=er+mr,

The argument i§C, ¢, ¢.,| V |, R], [a1] ,- san]), 7 [r).
Verification: Computee as above. L = ep” and sem = W - ew
and@ =y, 2 - e.
Verify that C*Cr = E(; ) and
ccr = com(, , 'A—l‘, ... ,W, W, ’A—NL @% [r])-

Fig. 2. Limited Vote Argument.

Zero-knowledgeTo simulate an argument we pick a challerge- {0, 1}%- at random.
Given the challenge, we make a simulation like this. We pigk | — {0, 1}¢v+te+ts

and — {0,1}frtteHts We pick,,...,, — {0, 1}bv/2HLetls
and[r] « {0, 1} +tett We sel{A—j‘ = p’a—ij_j’ —e[a;11] using[an 41| = ept.
We setl A] = ZJNZIQ — V] we setcr = E(V][R)C*. We setc —
com(0,...,0) andc, = com(, , ’A—l‘, . ,W, W, 'A—N‘, @; [7])ce. Fi-

nally, we program the random oracle to retarwhen queried oiC, Cr, ¢, c;.).

To argue that the simulated argument is indistinguishable from a real argument,
consider the following hybrid argument. Lét ..., iy be the chosen candidates and
defineini1 = L,a; = p',b; = pli+1~%~1 We proceed as in the simulation ex-



cept when computing. We setRy = - 62;»\/:1 Mi-f,raj = —eaj, Ty, =
— eb;. We letayy1 = pl and A; = pa;ry; + pbire; — a;y1. Compute
¢ « com(ar,bi, A, ... an, by, A, 230 ajra, — Ry). The rest of the hybrid
argument is carried out as in the simulation.

The hybrid argument is statistically indistinguishable from a real argument, all that
is changed is the order in which we choose the elements. On the other hand, the only
difference from a simulated argument is in the computation of the commitendiie
commitment scheme’s hiding property shows that the hybrid argument is indistinguish-
able from a simulated argument of knowledge. Moreover, if the commitment scheme is
statistically hiding then the hybrid argument is statistically indistinguishable from the
simulated argument of knowledge.

Soundness and knowledgeSuppose an adversary produces a valid argument
for ciphertext C' containing a valid limited vote. We wish to extract a witness
(v,p,t1,...,tn). To do so we rewind the adversary to the point where it queries
the random oracle withC, Cg, ¢, c,.. We then give it random challenges until we
get a new acceptable argument. This takes expected polynomial time. Let us call

the two acceptable argumen(s?R,c,cr,e,,,,,...,,,)
and (Cr, ¢, cr,e',/,/,/,/, . ,',/,'). We compute the cor-
respondin, e ,, @ and/, e ,/, @/ as in the verification.

Since the arguments are acceptable we @€ = E(; ) andC¢' Cp =
E(/;/). This gives uCe~ = E( V|- /; - /). With overwhelming
probability we have: # ¢’ and using the root extraction property of the cryptosystem
we can extractv, p) soC = E(v; p).

It remains to argue thatv is a message on the forrrzé\[:1 M*'i for

0 < n < o <oy < L Fome™ = com(a] - [a]|b] -
[0].[41]-[A1].....[an]~[an].[on ]~ [on |.[An ] - [4n [ [A] - [A]:[7] -
[r]) we get an openinga,B1, Ay, ..., an, Bn, An, A, pe) of c. From ¢, =
com(,,m,...,w,m,m;)c*e we then get an opening
(Pays Poys PAys- -y Pans Pons PAns PA, Pr) OF ¢.. Moreover, definepy = -

ev, pr = —ep and we hav&€®'r = E(pv; pRr)-
Consider now an adversary having noticeable probability of making an acceptable

argument of knowledge usin@, Cg, ¢, ¢,.. It must us = eq; + P, =efB; +
pbj, = ed; + pa,. We have equatiorﬂﬂj = pla; | b; | — €[a;j+1], where by
definition = eant1 = ep”. This means?(pa;3; — ajr1) + e(pojpy, +

BjPa; = Pajii — Aj) + ppa;pv; — pa; = 0. With overwhelming probability over the
choice ofe we then havq’\é\’:1 aj+1 = pa;B;. This meanga|as, ..., pay|p”, so

there exist®) < 1 < -+ <y < L SOoq; = £pi.

Likewise, if the adversary has noticeable probability of making an acceptable argu-

ment of knowledge witlC’, Cg, c, ¢, it must us@ =eA+pa and =ev + py.

/
/
)




. N 2 . N N
We verify tha@ =2 =1 —e, l-e-7€2(2j:1 a?—v)+€(2j:1 &jPa; =PV —
A) + Z;vﬂ pﬁj — pa = 0. With overwhelming probability ove¢ we must therefore
have

4 Approval Vote

In approval voting the voter can vote for as many different candidates as he likes. The
advantage of this kind of voting system is that the voter does not risk wasting votes by
selecting his preferred candidate. Compare this to other voting systems where it may be
foolish to cast a vote for a candidate who has little chance of winning. In this kind of
election the number of votes cast by the voter may be anywhere betvaaety..

Definea; = 1 if the voter wishes to vote for candidateanda; = 0 if he does

not. The plaintext vote i¥ = Zf:_ol a; M. The voter encrypts this to get a ciphertext

C = E(Ef:_ol a;M*; R). He now needs to prove that indeed the plaintext is on the
right form.

We commit toao, . . .,ar—1. In order to prove that the hidden < {0,1} we use
the fact thatz? > x for any integer, obtaining only equality if = 0 or z = 1. This
means that if we can pro@fzj)l(af —a;) = 0, then alla;'s belong to{0, 1}.

Using standard techniques, we get out hidden vari& ea; + rq; aswell as

@ = eA + ra, WhereA is a committed value. In the verification, we end up with an
equatiof A| = > (2 — e[a;)). The left hand side is a degree 1 polynomial in
e and the right hand side is a degree 2 polynomial. iWith overwhelming probability
overe, the equation implies"""' (a? — a;) = 0 as we wanted.

The other parts of the NIZK argument are a proof of knowledge of the plaifitext
as well as an argument that this plaintext is constructed as described above using the
a;'s that we committed to.

Theorem 3. In the random oracle model, the protocol in Figure 3 is a NIZK argument
of knowledge foiC' containing a correctly formed approval vote. If the commitment
scheme is statistically hiding then the argument is statistical zero-knowledge.

Proof. It is straightforward to verify completeness. Left is to argue zero-knowledge as
well as soundness and knowledge.

Zero-knowledge. The simulator picks a challenge < {0,1}% at random. Given
challengee, we simulate an argument of knowledge as follows. We @ —

{O,l}“”e*fs,,..., — {0,1}1+4+4 and[r] « {0, 1}5++4 at ran-
dom and computeA| = Y (@]’ — dai]) and[V] = 7 [a M7 We

setCr = E(V][R)C~*. We form ¢ — com(0,...,0) and computec, =



Zero-Knowledge Argument for Correctness of an Approval Vote

Common input: Ciphertex® and public keys.
Private inputao, . ..,ar—1 € {0,1} andR € {0, 1}*% such thaC' = E(Zf:_ol a;M% R).

We prove correctness of the vote by producing

L—1 L—1
SPK[(v, p, a0, . ..,ar—1) : C = E(v; p) andv = Z a;M" and Z(af —a;) =0]
i=0 i=0
Argument: Chooserag, .. .,7a;, , < {0,1}' T+ andletA = S5 ' (2a; — )7,
Chooser « {0,1}* and set = com(ao, . ..,ar_1, A;r). Choose
7 {0, 1} et and set, = com(Tag, -y Tay 1y Sorig T3 7). Let

Ry = Y5 ra, M", chooseRg « {0,1} 7+t and seCr = E(Rv; Rr).
Compute a challenge < hash(C, Cr, ¢, ¢).

Set =eR + Rg. Set =ea; +Ta; and =er+r,.
The argument i$Ck, c, ch, [ao] ... ,, [r]).

Verification: Computee as above. Defin =y M" and
[4]= = (@] - dai).
Verify C°Cr = E(; ) andc®c, = com(, . ,, @; )

Fig. 3. Approval Vote Argument.

Com(, . ,, @; [r])c™¢. The simulator now programs the random oracle
to returne when queried ofiC, Ck, ¢, ¢;.).

To argue that the simulated argument is indistinguishable from a real argument,
consider the following hybrid argument. We proceed as in the simulation except

when generating. Here we use the real;’s and setr,, = — ea;. We set
¢ « com(ag, - . .,aL_l,Zf:_Ol(Zai — 1)r,,). We generate the rest of the hybrid ar-

gument as in the simulation.

The hybrid argument is statistically indistinguishable from a real argument. On the
other hand, the only difference from a simulated argument is in the generation of the
commitmente. By the hiding property of the commitment scheme, we get indistin-
guishability between the hybrid argument and the simulated argument. Moreover, if
the commitment scheme is statistically hiding then the hybrid argument is statistically
indistinguishable from a simulated argument.

Soundness and knowledgeConsider an adversary that produces an acceptable
argument for a ciphertexC' containing an approval vote. We wish to extract
a witness (v, p, g, ...,ar—1). We rewind the adversary to the point where it
queries the random oracle with, Cg, ¢, ¢, and feed it with different challenges
e’ until we get another acceptable argument. This takes expected polynomial



time. Call the two acceptable argumeiitsy, c, c,,.,e,,, . ,,) and
(Cr, ¢, cr, e’,/7/, .. ,',/). We comput¢ A |,[ V] and@/7/ asin
the verification. We have— = E( - I; - /). With overwhelming

probabilitye # ¢’ and we can use the root extraction property of the cryptosystem to
find (v, p) soC = E(v; p).
The remaining question is whether = >/~ " a; M?, whereay, ...,z €

’ / 7 i/
{0,1}. Fromc¢c™¢ = com( — M,..., ar_1|—lar_1 ,@ — @ s[r] -
’) we can extract an openinQx,...,ar_1,4,p.) of c. Thenp,, = —
€Y,y -y Pap_y = —eaL,l,pA = @—eA,pT = [ ]—ep. constitute an open-

ing of ¢,.. We also havey = —ev,pr = — ep satisfyingCr = E(pv; pr)-
If the adversary has noticeable chance of producing an acceptable argument from
query C,Cg, ¢, ¢, it must therefore on a random chaIIengeuse = eq; +

pans Al = €A+ pa[V] = eV + pr. We verify[A] = S0 (@ — Jai)). 1t

can be rewritten as

L-1 L-1 L-1
eA+pa=e? Z(af —a;)+e Z(2aipai — Pa;) + Z pe..
=0 i=0 i=0

Only if the two polynomials ire are identical can the adversary have noticeable chance
of success, so in particul@f:’ol(af — ay) = 0. This impliese; € {0,1}. The sec-

ond equation says/ | = Y°;' [a; ]M?, which meansv + py = e (") i M* +
Zf:_ol pa, M'. We conclude) = Zf:_ol a; M*. 0

Limited vote with largéeV. Itis possible to modify the protocol into an NIZK argument

of correctness of an approval vote with the additional conditionﬂjfﬁ:fo1 a; = N for

some knownN. The addition can be made at low computational cost. This variation

can be used as an alternative to the limited vote argument from the previous section.
The’s are of small size, while the limited vote argument may use very large

exponents in large elections with many candidates. The limited vote argument is thus

suitable whenV is small in comparison witlk, while for largeN it is better to use the

variation of the approval vote argument.

5 Divisible Vote

Consider a shareholder election where each share gives the right to cast one vote. It
may be impractical for large shareholders to cast multiple single votes, or even to use
the limited vote technique, since it forces them to make a huge number of encryptions.
We prefer proving in a direct manner that the ciphertext contains a vote on the form
Zf:’ol v; M*, wherev; is the number of votes on candidate

In [IMOO03] they call this divisible voting and offer zero-knowledge arguments for
correctness of a divisible vote. We suggest an alternative NIZK argument that takes full
advantage of integer commitments. In comparison with [IMO03] we save a fagtdr



in complexity, whereV is the number of votes the voter has, and we benefit from using
integer commitments instead of encryptions.

The idea is the following. We commit tay, ..., v;_,. We prove that indeed the
ciphertext contain§jf:_01 v; M*. We also prove that all these elements. .., v _;
are non-negative. Finally, we prove that their sunvis

To prove that an element is positive we could use Boudot’s argument [Bou02] or we
could use [LANO2]'s argument whetg is proven to be a sum of four squares. We offer
a variation over the latter idea. It is a well-known fact from number theory that the only
numbers that cannot be written as the sum of three squares are on th&'{@im- 7).

This meanglv; + 1 can be written as a sum of three squares. Obviously, writing- 1
as the sum of three squares implies thas non-negative.

Rabin and Shallit [RS86] offer an efficient and simple algorithm for finding three
such squares, for sufficiently large numbers. In our case, the numbers are relatively
small though; in few elections do voters have more than a million votes. It is not hard to
change their algorithm into something that is suitable for small numbers though, since
for small numbers factorization is easy. Wishing to widte + 1 = a? + b? + d? the
strategy is to guess an evepat random, selv; + 1 — a? is a product of primes on
the form 1 mod 4. We then write each such prime as the sum of two squares, using
Cornacchia’s algorithm, see Section 1.5.2 of [Coh95]. Finally, we use the fact that if
X =a?+v? andY = 2 + d?, thenXY = (ac + bd)? + (ad — be)? to build upb;, d;
so4v; + 1 —a? = b? + d2.

Theorem 4. In the random oracle model, the protocol in Figure 4 is a NIZK argument
of knowledge for a ciphertext containing a specified numbenotes. If the commitment
scheme is statistically hiding then the argument is statistical zero-knowledge.

Proof. Itis straightforward to verify completeness. Left is to argue zero-knowledge and
soundness and knowledge.

Zero-knowledge.The simulator picks: «— {O,l}‘c at random. Given challenge
we simulate as follows. We pidk; | m, « {0, 1}los N+Le+£s and compute

—e4+ —m — — Set- S vZML Setc «
com(0,...,0). Letry = 317 o] — eN. Plck- — {0,1} +1’ s and —
{0, 1}ttt Sete, = com([vp | m, . 7- ~¢andCgr = \C—e.

To argue that the simulated argument is indistinguishable from a real argument, we
consider the following hybrid argument. We compute everything as in the simulation
except when forming the commitmentHere we findu;, b;, d; S04v; +1 = a? +b? +d?
in the same manner as we do in a real argument. We compute — eV, Tg, =

— €a;, Ty, = — eb;,rq, = — ed;. LetA; = 4r,, —2a;14, — 2b;ry, — 2d;74, .

We setc «— COHl(’Uo, ag, by, do, Ao, e,V 1,a5_1,br_1,dp_1, AL—l)- We proceed
as when creating a simulated argument. Finally, we program the random oracle to return
eonquery(C,Cr, ¢, cp, 5 ).

The hybrid argument is statistically indistinguishable from a real argument, since
the only difference is in the order in which we pick the elements. On the other hand,



Zero-Knowledge Argument for Correctness of a Divisible Vote

Common input: Ciphertex®, a number of vote®v and public keys.
Private input0 < wo, ...,vr—1 andR € {0, 1}*% such thatV = Zf:_ol v; and
C =B viM,R).

We prove correctness of the vote by producing

SPK][(v, p, vo, ao, Bo, b0, - - - ,VL—1,@L—1, Br—1,01-1) : C = E(v; p) and

L-1 L-1 L-1
v = ZviMiand /\ dv; +1=a? + B2 + 6% andN = ZU’]
i=0 i=0 i=0

Argument: Finda;, b;, d; such thatlv; + 1 = a? + b7 + d?. Choose
TuwssTag, Toys Tdy < {0, 1}log Ntletls | ot A, = Ary;, — 2aiTq; — 2biry, — 2d;74g; .
Chooser « {0,1}* and set: = com(vo, ag, bo, do, Ao, - . -,
VL—1,05-1,bp_1,dr_1, Ap_1;7). Chooser,. «— {0, 1} Tf+¢ and set
cr = com(Tvg, Tag, Tho s Tdo> —Tag — Thy —
Tags - sTop_1sTag_15Tbr_1sTdy 1> —Tay_y — rfLﬂ — T3L71 ).
Let Ry = S.1 7' ro, M* and choos&Rr « {0, 1} 7t SetCr = E(Rv; Rg).

Setrs = S,

Compute the challenge as— hash(C, Cr, ¢, ¢, 7y).

Let[ R|= eR + Rx. Let
[vi] = evi + 10, [ai ]| = eai + 1o, bi | = ebs + 1, | di | = ed; + 4, and
: er + 7.

The argument is

(CR7C,CT,7’Z7,7,7,---, VL-1 || aL—-1 |, bLfl s dL71 ,).

Verification: Compute the challengeas in the argument. Define
— e(vi]+e)—[a ~[b:] ~[di]-se{V]= Sk [o .
Verify C°Cr = E(; ), e = com(, ... ,; [r]) and
ZiL:_Ol =eN +ry.

Fig. 4. Divisible Vote Argument.

the only difference between the hybrid argument and the simulated argument is in the
formation ofc. By the hiding property of the commitment scheme, we therefore get that
the hybrid argument is indistinguishable from a simulated argument. If the commitment
scheme is statistically hiding then the hybrid argument and the simulated argument are
statistically indistinguishable.

Soundness and knowledgeSuppose the adversary outputs an acceptable ar-
gument for C containing a divisible vote. We want to extract a witness
(v, p,vo,...,0r—1). We start by rewinding the adversary to the point where it queries
(C,Cr,c,cryry ). We then repeatedly feed it with random challenges and run it



until we get another acceptable argument. This takes expected polynomial time.

We call the two accepting argumer{t’s‘R,c Cry Ty €, E m, . ,- ) and
(CRycycryTy s - m,.. ,. Compute,-,n as in

the verification. Since the arguments are acceptable we B4vé = - -

/; — /). With overwhelming probability we have # ¢’ and we can use
the root extraction property of the cryptosystem to exttacp) soC = E(v; p).

From ¢&¢ = com( - /, e _ ‘ — ’AL,l "; -
') we can use the root extraction property to get an opening
(vo, o, Bo, 00, Ao, - - -, vL—1,00-1,80-1,0L-1,Ar-1,pc)  of c.  Defining
Pv;, = — €Uy PAL_, = —eAr_1,pr = — ep., wWe get an
opening ofc,.. Settingpy = —ev,pr = —epwe getCr = E(pv; pr).

For any randomly chosen challengen which the adversary has noticeable chance
of creating a successful argument we therefore : evo + Pug) - - - , =
eAL 1 + pa,_, and = ev + pv. Consider first the equality N + ry- =

—eX ZZ o P~ With overwhelming probability oves this does
not hoId unlessV = Z 0 v; as we wanted.

Next, consider the equalm =e( 4 vz +e) m wh|ch can

be rewritten as

& (dv+1)+edpy, = € (F+0]+07)+e(20ipa,+2Bipy, +26:pa, +Ai)+p5, +05, 405, +0A,-

This has negligible chance of being true unless the two polynomialsie identical,
in particulardv; + 1 = a? + 52 + 52

Finally, we hav = [vi [M*, which can be rewritten asv + py =
e E oM+ S p, M. With overwhelming probability ovee this can only
happen ifv = S5 o, M 0

6 Borda Vote

In Borda voting, voters cast weighted votes. The worst candidate gets 1 vote, the second
worst 2 votes, and so forth. A valid vote is therefore on the fﬂrﬁll n(i)Mi=1 for

some permutatiomr € .. We will suggest an efficient argument for correctness of
such a voté.

To prove correctness of a Borda vote corresponding to permutatiwa form a
commitmentc « com(x(1),...,m(L)). Using the Fiat-Shamir heuristic on an argu-
ment for correctness of a shuffle [Gro03,Fur04a] we can demonstrate tiaatbeen
correctly formed. In [Gro03] there is a shuffle argument for known messages. This

5 Interestingly, it turns out that in Borda voting we do not need an integer commitment scheme;
we can use a commitment scheme based on a group of knownrdés just need to take
care thatg is large enough to avoid overflows, t’s in the protocol should come out as
unreduced integers.



means we can take advantage of the fact that we know that the messages are known to
bel,..., L to obtain greater efficiency. Once we have formed the commitment and
demonstrated that the content is indeed a permutatioh of. , L, then it is pretty
straightforward to prove knowledge of the plaintext of the encrypted vote as well as

show that the content is on the form described above.

Zero-Knowledge Argument for Correctness of a Borda Vote

Common input: Ciphertext' and public keys. _
Private input:t € 21, andR € {0,1}% such thaC' = E(Y." | #(i)M'~*; R).

We argue correctness of the vote by making the following signature of knowledge

SPK[(v,p,m € X, 01,...,aL):

L L
C = E(v; p) andv = Z a;M*~" and /\ a; = 7(i)]

i=1 i=1

Argument: Definea; = (i), choose — {0,1}" and set = com(a, ..., ar;r).
In addition make a signature of knowledgecdfeing a commitment to a permutation g
1,...,L.le., set

p — SPK|(pe, m € X1) : ¢ = com(n(1),...,7(L); pc)]-

Choosery,, . .., Ta;, «— {0,1}°8 Lttt andr, « {0,1}% T and set
cr =com(Tay, ... Tap ;T r)-

DefineRy = 31| ro, M. ChooseRr « {0, 1}*R e and set

Cr = E(Rv;RR).

Compute a challenge as— hash(C, Cr, ¢, ¢, p).
Set =eR+ Rr. Sefa; | = eai +ra, = en(i) + 1o, and[r | = er +r;.
The argument i$Cr, c, cr,, , ... ,, [7]p).

Verification: Verify the shuffle argumeni. Computee as in the argument. Set

= Zz‘L:1 MFl

Verify C°Cr = E(; ) andc®c, = com([a1 ... ,[ar [[r]).

Fig. 5. Borda Vote Argument.

=

Theorem 5. In the random oracle model, the protocol in Figure 5 is a NIZK argument
of knowledge of’ containing a correctly formed Borda vote. If the commitment scheme
is statistically hiding and the shuffle argument is statistical zero-knowledge then the

argument is statistical zero-knowledge.

Proof. It is straightforward to verify that the protocol is complete. Remaining is to

argue zero-knowledge and soundness and knowledge.



Zero-knowledge.We pick a challenge « {0,1}% at random. Given challenge
we simulate an argument as follows. We plak],...,[ar] « {0,1}lo8fHtette,

— {0, 1)+t and[R| «— {0,1}¢n+ et We sete — com(0,...,0). We
computec, = com(, . [arf[r])e e andCr = E(ZleMifl;)Cfe.
We simulate the shuffle-argumenfor ¢ containing a permutation df . . ., L. Finally,
we program the random oracle to returon query(C, Cg, ¢, ¢;, D).

To argue that the simulated argument is indistinguishable from a real argument, con-
sider the following hybrid argument. We set— com(x(1),...,7(L)) and generate
the rest of the hybrid argument as in the simulation.

By the zero-knowledge property of the shuffle argument, the hybrid argument is
indistinguishable from a real argument. If the shuffle argument is statistical zero-
knowledge, then the hybrid argument is statistically indistinguishable from a real ar-
gument. On the other hand, the only difference between a hybrid argument and a simu-
lated argument is in the generation of the commitmel®y the hiding property of the
commitment scheme, we get indistinguishability between the hybrid argument and the
simulated argument. Moreover, if the commitment scheme is statistically hiding then
the hybrid argument is statistically indistinguishable from a simulated argument.

Soundness and knowledge&Suppose an adversary produces an acceptable ar-
gument. We wish to extract a witnes&,p, 7, a1,...,ar). We rewind the
adversary to the queryC,Cg,c,c.,p and give it random challenges un-
tii we get an acceptable argument. This takes expected polynomial time.

Call the two acceptable argument&’g,ec,c,, e,, , .. ,, [r],p) and
(CRa ¢, Cr, elal7/7 e 7/,/7p)'
We comput, / as in the verification. We havg®—¢ = E(—/; —

/). With overwhelming probability # ¢’ and we can use the root extraction prop-
erty of the cryptosystem to find, p soC' = E(v; p).

From the shuffle-argument we extract a permutatioand a randomizep,. such
that ¢ = com(nw(1),...,7(L);p.). Correspondingly we get an opening of =
com(Pay ;- - - Pay; r)- We thus havea, | = em(1)+pay .- [ar | = em(L)+pa, . We
also hav = ev+py. Thismeansv+py = e S5 w(i) M=+ 5 | ry M1,
This leads us to conclude that= Y~ | 7 (i) M. 0
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