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Abstract—Separation logic has proven an effective formalism
for the analysis of memory-manipulating programs.

We show that the purely propositional fragment of separa-
tion logic is undecidable. In fact, for any choice of concrete
heap-like model of separation logic, validity in that model
remains undecidable. Besides its intrinsic technical interest, this
result also provides new insights into the nature of decidable
fragments of separation logic.

In addition, we show that a number of propositional systems
which approximate separation logic are undecidable as well.
In particular, these include both Boolean BI and Classical BI.

All of our undecidability results are obtained by means of
a single direct encoding of Minsky machines.

1. INTRODUCTION, MOTIVATIONS, SUMMARY

Separation logic has become well-established in the last
decade as an effective formalism for reasoning about pro-
grams that manipulate memory (in the form of heaps, stacks,
etc.) [24], [14]. Automated shape analysis tools based upon
separation logic are capable of verifying properties of large
industrial programs [25], [5], and have been adapted to
a variety of paradigms such as object-oriented program-
ming [21], [8], and concurrent programming [9], [13].

Separation logic is usually based on a mathematical model
of heap partitioning. In addition to the standard connectives,
which are read in the usual way, an important feature of sep-
aration logic is its ‘multiplicative’ separating conjunction *,
which generally denotes a partial operator for composing
heaps whose domains are disjoint: A; * A denotes the set
of heaps which can be split into two disjoint heaps satisfying
respectively A; and As. The separating conjunction * comes
along with its unit I, which denotes the empty heap, and its
adjoint implication A1 — As, denoting those heaps whose
extension with any heap satisfying A;, satisfies As. As a
proof system, separation logic invokes a first-order extension
of the propositional bunched logic Boolean BI [14]. Bunched
logics, originating in the “logic of bunched implications”
BI [20], are substructural logics that combine a standard
propositional logic with a multiplicative linear logic, and
admit a Kripke-style truth interpretation in which “worlds”
are understood as resources [14], [4].

Practical applications of separation logic are based upon
concrete heap-like models. Our main contribution in this
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paper is that, whichever such model of separation logic we
choose, propositional validity in that model is undecidable.
Along the way, we also establish the undecidability of
validity in various classes of separation models, and of
provability in several closely related propositional systems,
including both Boolean BI [14] and Classical BI [4].

Comment 1.1. Validity in a fixed heap-like model of prac-
tical interest is a much more subtle problem than validity in
general classes of models.

Traditionally, to show that a formula F has a property Q)
given that F is valid in a class of models, one constructs
some model in the class such that validity of F in this
specially designed model implies @. (In our case, () reads
that a certain computation described by F terminates).

Here, however, we have to deal with a specific model
given in advance, so we have no such freedom. Instead,
we have to show () given that F is valid in this concrete
model. The models we consider are taken from the literature
on separation logic and its applications. The most common
heap-like models used in practice are listed in Example 1.1.

Since existing decidable fragments of separation logic are
based on concrete models, an additional advantage of our
approach is that our undecidability results for these models
illuminate the restrictions on these fragments.

Example 1.1. Examples of commonly-used separation mod-
els which employ a heap memory concept (cf. [6]):

(a) Heap models (H,o,{e}), where H = L —;, RV is
the set of heaps, i.e. finite partial functions from an infinite L
to RV. The unit e is the function with empty domain, and
hi1 o hy is the union of h; and hs when their domains are
disjoint (and undefined otherwise) [1], [14], [24].

(b) Heap-with-permission models (H,o,{e}) [3] given
with an underlying permission algebra (P,e,1), ie. a
set P equipped with a partial commutative and associative
operation e, and a distinguished element 1 such that 1 e 7
is undefined for all 7 € P. Then H = L —, (RV x P)
is the set of heaps-with-permissions, and hy o ho is again
the union of disjoint h; and h,. However, some over-
lap is allowed: if hqi(¢) = (v,m1), ha(f) = (v,m2) and
w1 @ o is defined then hy, and hso are compatible at {.
When h; and ho are compatible at all common /¢, then
(hy 0 ho)(¢) = (v, e mg), rather than being undefined.

(¢) Stack-and-heap models (S x H,o, E) [22], where H



is a set of heaps or heaps-with-permissions as above and
S = Var —, Val is the set of stacks, partially mapping Var
to Val. Here F consists of all pairs (s, e) in which e is the
empty heap, and (s1,hi1) o (s2, ho) = (s1,h1 o he) if and
only if s; = s5 and hj o hy is defined in accordance with
the previous items, and is undefined otherwise.

(d) Petri-net (or finite multiset) models, (H,o,{e}),
where H = L —, N is the set of markings, i.e. finite partial
functions from places L to N, with the o being a toral
operation of multiset union. O

In Section 2, we give the semantics of propositional
separation logic and a number of propositional systems that
arise naturally in developing towards an axiomatisation of
separation logic.

In Section 3, we encode two-counter Minsky machines so
that, whenever machine M terminates from configuration C,
the corresponding sequent Fjs ¢ is provable in a minimal
version of Boolean BI, in which negation and falsum are
disallowed. (This “Minimal BBI”, given by Figure 1, is ex-
tremely simple but undecidable.) By soundness, the sequent
Fu,c is then valid in all separation models, including any
from Example 1.1.

Then, in Section 4, we show that whenever F s ¢ is valid
in one of the models in Example 1.1, machine M terminates
from configuration C'. Thus it follows that any property
between provability of Fr,c in Minimal BBI and validity
of Fu,c in a heap-like model is undecidable (cf. Figure 2).
We state our undecidability results in Section 5.

In Section 6, we examine the limitations on decidable
fragments of separation logic imposed by our undecidability
results. Oddly enough, it happens that validity under all finite
valuations for atomic propositions in a heap-like model does
not imply general validity in that model.

In Section 7, we consider “dualising” separation models
and related propositional systems based on Classical BI [4].
We show that our encoding of Minsky machines also yields
undecidability of these systems and of validity in associated
classes of models.

2. SEMANTICS AND SYNTAX OF SEPARATION LOGIC

Here we present the propositional language of separation
logic, its interpretation in separation models and a number
of related bunched logic proof systems.

We abstract from the concrete separation models found in
the literature by the following definition (cf. [6], [14]):

Definition 2.1. A separation model is a cancellative partial
commutative monoid (H, o, E). That is, o is a partial binary
operation on H which is associative and commutative, where
the equality o = 3 means that either o and (3 are both
undefined, or a and ( are defined and equal. Cancellativity
of o means that if z oz is defined and zox = z oy then
x =1y. The set of units E is a subset of H such that
E -{h} = {h} for all he H, where we define X -Y as:

X Y =y{zoy|zeX, yeY and z oy is defined}.

Comment 2.1. The set of units £ in a separation model
forms a ‘unit matrix’. That is, for any e;, e; € £ we have:

if €;=¢j,

€i,
e;o0e; = )
to { undefined, otherwise.

In particular, if o is total then E is forced to be a single-
ton {e}. We allow a set of units E rather than a single unit e
in order to cover the whole spectrum of heap-like models
(cf. Example 1.1(c)).

Definition 2.2. A separation model (H, o, F) is said to have
indivisible units if hyohy € E implies hy € F and ho € B
for all hi,hy € H. (In fact, in this case hi = hs.)

Notice that all of the models (H,o, E) in Example 1.1
have indivisible units — “the empty heap cannot be split into
two non-empty heaps”.

Definition 2.3. Formulas are built from atomic proposi-
tions p and constants T, 1, and I by a unary operator —
and binary connectives A, V, —, %, and —.

For the sake of readability, we often write a formula of
the form (A — B) as the ‘sequent’ A+ B.

Definition 2.4. A valuation for a separation model (H, o, E)
is a function p that assigns to each atomic proposition p a
set p(p) C H. Given any h € H and formula A, we define
the forcing relation h =, A by induction on A:

hi=,p < hep(p)
hiE, T < always
hl, L < never
h':p AiNAy & h':p Aq andh|:,) As
h':pAl\/AQ == h|:pA10rh|:pA2
h':pA1—>A2 = 1fh':pA1 thenh'szg
h ):p -A & h b&p A
hiE=,1 & heFE
h':/) Al*AQ = th,hg. hzhlohg and h1 'ZI) A1
and hg ':p AQ
hi, A —+ Ay < VR'.if hoh' defined and 1/ =, A;

then ho h' |=, Ay

The intended meaning of any formula A under p is given
by [A], =« {h | h =, A}. In particular, we have:
[, = E
[AAB], = [Al,n[B],

[A«B], = [A]l,-[Bl, M
[A— B], = largest ZC H. [A],NZ C[B],
[A—B], = largest ZC H.[A],-Z C[B],

Definition 2.5. A formula A is valid in (H, o, F) if for any
valuation p, we have [A], = H. A sequent A+ B is valid
in (H,0,E), if [A], C [B], for any valuation p.

Comment 2.2. Separation models with total and non-
total compositions behave differently. E.g., the sequent



(Ax B)F (Bx* A) (AxD)F A AF (B — A) A+ (B— (AAB))
(Ax (BxC))F((AxB)«C) AF (Ax]) A-B—-C)F{(A-=B)—-(A—=C)) (AANB)FA
(Ax(A—=B))F B ((A— B) - A)F A (Peirce’s law) (ANB)F B
AFB (AxB)FC A AFB (ANB)FC
(AxC)F (B*C) AF(B—C) B A+ (B—C0C)

(a) Axioms and rules for %, —« and I.

Figure 1.

(pA(p—L))F L is valid in any separation model in
which o is total. But, let (H,o, E) be a typical heap-like
model in which & o h is undefined for some he H, and p
be a valuation with p(p) = {h}. Then h |=, (p A (p —+ 1))
while h £, L, so this sequent is invalid in (H,0,E). [

Core proof systems for propositional separation logic are
provided by various bunched logics, a class of substructural
logics pioneered by O’Hearn and Pym [20].

Definition 2.6. We consider a chain of logics as follows:

e The logic of bunched implications, BI (cf. [20], [23],
[12]) is given by (A) all instances of intuitionistically
valid propositional formulas and inference rules, and
(B) the axioms and inference rules for %, —« and I given
in section (a) of Figure 1.

e Boolean BI, or BBI (see [14]) is obtained from BI by
expanding (A) above to include all instances of classically
valid propositional formulas and inference rules.

e Since negation — and falsum L tend to complicate things,
we introduce a positive fragment of BBI, called Mini-
mal BBI, in which the formula connectives are restricted
to A, —, I, * and —. Minimal BBI is given by Figure 1.

e We prove (Lemma 2.2) that the restricted x-contraction
(INA)F (A A) holds in (Minimal) BBI, whereas the
analogous restricted x-weakening (1N (A x B)) - A does
not. Thus we introduce the system BBI+eW by enriching
BBI with (IA (A« B)) - A.

e Having considered restricted *-weakening, it is also natu-
ral to consider BBI+W, obtained by enriching BBI with
the unrestricted x-weakening (A x B) F A.

Proposition 2.1. If A is provable in BBI then A is valid in
all separation models. If A is provable in BBI+eW then A
is valid in all separation models with indivisible units.

The connection between provability in the systems above
and validity in separation models is not exact. E.g., BBI is
not complete even for partial commutative monoids [11].

Corollary 2.1. Using Proposition 2.1, we have:

BI € BBI € BBI+-eW C BBI4+W

where C is interpreted as strict inclusion between the sets
of sequents provable in each system.

(b) Axioms and rules for — and A.

Minimal Boolean BI, which employs only A, —, %, —« and I.

Comment 2.3. Both ends of the chain of logics in Corol-
lary 2.1 are in fact decidable. BI was shown decidable
in [12], and BBI4+W is decidable because it collapses into
ordinary classical logic (see Prop. 2.3). Since the ‘Boolean
component’ of BBI appears much simpler than the ‘intu-
itionistic component’ of BI, it was expected for a long time
that BBI might be decidable as well. As for BBI+-eW, it is
even closer to classical logic (i.e. BBI4+W), since it enjoys
both x-contraction and *-weakening in a restricted form.
Therefore, technically speaking, it is relatively surprising
that both BBI and BBI+eW become undecidable.

Proposition 2.2. The following forms of the deduction
theorem hold for Minimal BBI:

(@) AN BFE C is provable iff A+ (B — C) is provable;
(b) Ax BF C is provable iff A+ (B — C) is provable;
(¢) BF C is provable iff 1t (B - C') is provable.

Lemma 2.1. With the help of Peirce’s law, we derive the
following rules in Minimal BBI:

A-C BFC AFC (A-DB)FC
AVBFC FC

where AV B is an abbreviation for (B — A) — A).

One of the important features of separation logic is that
the *-contraction, AF (A x A), is not generally valid, and
hence not provable in BBI by Prop. 2.1. Surprisingly, how-
ever, BBI enjoys the restricted *x-contraction which holds
only at the multiplicative unit I.

Lemma 2.2. The following is provable in Minimal BBI:
(INA)F (AxA)

Proof. Using weakening for A, we can easily derive
(INA)«(INA)F (A% A), whence by parts (b) and (a)
of Proposition 2.2 we obtain:

AFI— (IANA) = (AxA) 2)

Now using weakening for A and the axiom (B xI) - B, we

can derive each of the following:
IANA—-(AxA))«INAFA
(IN(A—-(AxA))*xINAFA— (AxA)

Thus we derive (IA (A — (Ax A))) x (IANA) - (A * A) by

modus ponens, whence by Proposition 2.2 (b) and (a) we



obtain:
A— (AxA)FT1— ((INA) = (Ax A)) 3)

By combining (2) and (3) the second derived rule of
Lemma 2.1 yields FI— ((INA)—(AxA)), which
isequal to Ik (IAA)—«(AxA). From this we obtain
(INA)F (A% A) by Proposition 2.2(c). O

In the case of BBI+eW, its restricted x-weakening with
the restricted *x-contraction of Lemma 2.2 induces a collapse
of A and * at the level of the unit I as follows:

Corollary 2.2. The following hold in BBI+eW:
IAN(AxB)=(INAAB)=(IANA)x(IAB))
( F' = G means that both F + G and G + F are provable.)

Proposition 2.3. BBI+W is ordinary classical logic.

Proof. Easily, A= (AA(AxI))=(AAI) in BBI+W.
Thus by Corollary 2.2, we have (A« B) = (A A B). O

3. FROM COMPUTATIONS TO MINIMAL BBI PROOFS

In this section we encode terminating computations of
two-counter Minsky machines in Minimal BBIL.

Definition 3.1. A non-deterministic, two-counter Minsky
machine M [19] with non-negative counters cj, co is given
by a finite set of labelled instructions of the form:

“increment ci by 17
“decrement c; by 1”
“zero-test on c”
“goto”

L;: ci++;goto Lj;
L;:c,——;goto Lj;
L;:if ¢, =0 goto L;;
L;:goto Lj;

“

where k € {1,2}, i > 1 and j > 0. Each L; may label
multiple instructions. The labels Ly and L; are reserved
for the final and initial states of M, respectively. To cope
with zero-tests, we also add the special labels L_; and L_o
which come equipped with the following four instructions:

L_1:co——;goto L_q;
L_s:c1——;goto L_o;

L_;:goto Ly;

L_s:goto Lg; )

A configuration of M is given by (L,ni,n2), where the
label L is the current state of M, and n; and no are the
current values of counters c; and co, resp.. We write ~» s
for one step of M, and write (L, n1, ng) ~%, (L', n},nb) if
M can go from (L, n1,n9) to (L', n’,nb) in a finite number
of steps. We say that M terminates from (L,n1, no), written
<L7 ni, n2>»U]\1, if <L, ni, ’I’LQ) MR{ <LQ7 0, O>

The specific role of L_; and L_o is explained by:
Lemma 3.1. (L_j,n1,ne)ln if and only if ni, = 0.

Proof. The only instructions applicable to the configuration
(L_j,n1,n2) are those from the group (5). O

Definition 3.2. In our encoding we use the following
abbreviation. We fix an atomic proposition b, and henceforth
define a “relative negation” by: —A =, (A —+b).

Lemma 3.2. The following are derivable in Minimal BBI:

(@ AF--A and ---AF-A

(b) Ax(-B-+=A)F=-=B

(© AxBFC

Ax==BF-=C

AxBFD AxC+HD

Ax——=(BVC)F==D

Definition 3.3 (Machine encoding). We encode each instruc-

tion v from (4) by the following formula x(7):
K(Lgep++;g0to L) = (=l *pr) = =1;)
k(L ck——;80t0 Lj;)  =w  (=lj = =(l; % pg))

K(Litif cx =0 goto Lj;) et (— (Z] \/l_k) —*—lz)
k(Ligoto Lj;)  =u (=lj —+=1;)

(d)

where p1, po, 1_o, I_1, lg, l1, I3, ... are distinct atomic
propositions (p; and p, are used to represent the counters
c1 and cg, respectively). For a Minsky machine M given by
instructions 7y1,72,..,7+ define its encoding formula k(M) by:

R(M) = (LA Ny(70))-
Lemma 3.3. For each instruction vy of a machine M, the se-
quent k(M) (k(M) * k(7)) is derivable in Minimal BBL

Proof. Follows from Lemma 2.2. O

Theorem 3.1. Suppose that (L;,n1,n2){nr for some M.
Then the following sequent is derivable in Minimal BBI:

R(M) 1« pit +py?x (IA=1g) F b
Here pi; denotes the formula py, * py, * - - - x pg, with pg =L
—_———

n times

Proof. Since Ax (IA=Ily)F b is easily derivable from
A F ==l it suffices to prove the stronger sequent:

K(M) x 1; % pi't = py? = ==1

We proceed by induction on the length m of the computation
of (Lj,n1,n2) ~%; (Lo,0,0). In the base case m = 0 we
have n; = ng = 0, and we derive by Lemma 3.2(a):

R(M) xlgxIx1F==1

Next, we assume that the result holds for all computations
of length m—1, and show that it holds for any computation
of length m. We then proceed by case distinction on the
instruction y which yields the first step of the computation.
We show the cases for an increment instruction and for a
zero-test with k=1; the other cases are treated similarly.
Case y = (L;: c1++; goto L;;). By the case assumption we
have (L;,n1,n2) ~am (Lj, n1 + 1,n2), and we are required
to show that the following is derivable:

K(M) * 1; * pi* * ph? = ==1g



This derivation is produced roughly by the following chain
of backward reasoning. Since x(y) = (=(l; * p1) —«=1;),
we can apply Lemma 3.3 to generate the obligation:
K(M) % (=(lj % p1) = =1;) % l; x p* % ph? F==1I
We can use part (b) of Lemma 3.2 to reduce this to:
K(M) % (== (1 % p1)) * P xpy* E==lo

Using part (a) of Lemma 3.2 this reduces again to:

R(M) % (==(1; * p1)) * py* % ph? b ====Ig
which further reduces by part (c¢) of Lemma 3.2 to:

w(M) * 1+ p s ph> ==l

which is provable by the induction hypothesis.
Case v = (L;:if ¢; =0 goto L;;). By the case assumption
we have (L;,0,n2) ~nr (L;,0,n2), and must derive:

R(M) xl; % T« py? ==l

By the equivalence AxI= A and using Lemma 3.3 to
duplicate k() as in the previous case, it suffices to show:

K(M) # (= (I3 VI_1) = =1;) * 1; % py> ===l
By employing part (b) of Lemma 3.2 we can reduce this to:
R(M) % ==(1; V1_1) % p3* F ==l

which further reduces by parts (a) and (d) of the same lemma
to the pair of proof obligations:

K(M)*lj *p;w F ==y and ,‘Q(M) xl_q *p;lz (Sp—

The first of these is immediate by induction hypothesis and
A 1= A. For the second, note that by Lemma 3.1 we have
(L_1,0,n2){ . Taking into account that L_; labels only
decrement and goto instructions by definition, the sequent
required is derived by induction on ng, applying an argument
similar to the corresponding cases in the present theorem.
This completes the case, and the proof. O

4. FROM VALIDITY TO TERMINATING COMPUTATIONS

In this section, our goal is to show that for each of the
concrete models in Example 1.1, we have (L;,n1,n2){m
whenever the following sequent is valid:

R(M) *1; % pt s py? « (IA=1p) Fb

For the sake of perspicuity we establish this property first for
the RAM-domain model, which can be seen as the simplest
heap model from Example 1.1(a), obtained by taking L = N
and RV a singleton set. Then, we extend our approach to the
most general stack-and-heap models from Example 1.1(c), of
which all the other models can be seen as special instances,
obtained by choosing appropriate L, RV, set of stacks S
and permission algebra P.

Definition 4.1. The RAM-domain model is (D,o, {ep})
where D is the class of finite subsets of N, and d; o ds is the
union of the disjoint sets dy and ds (with d; o do undefined
if dy and dy are not disjoint). The unit eg is .

Definition 4.2. We introduce the following valuation py for
the RAM-domain model (D, o, {eg}):

PO(pl) = { {2}a {4}7 {8}7 ceey {Qm}a }
po(pQ) - { {3}5 {9}7 {27}7 RER {3m}7 }
po(li) = { {5%}a {5127}{53}a B {5zm}v }

where each §; is taken as a fresh prime number for each of
the atomic propositions [_s, I_1, lg, l1, l2, ..., and:

1

po(b) = U(Li,nl,nzﬂjM [[l’L *p? *pQLQ]]PO

Lemma 4.1. Definition 4.2 guarantees that for any n, a
finite set d belongs to [p}],, if and only if d consists of
exactly n distinct powers of the corresponding prime. Thus
any element of [p}],, uniquely determines the number n.

Proof. By induction on n. E.g., by definition, [p1 * p1],,
consists of two-element sets of the form {2*,2™2}.  [J

Comment 4.1. Our choice of po(p1) and po(p2) to have
infinitely many disjoint elements is dictated by peculiarities
of composition o in the heap model.

Moreover, for any finite choice of po(py), we must have

[[p;cl]]l?o = [[p;cnﬂpo

for all sufficiently large n and m, which obstructs us in
uniquely representing the contents n of counter c; by the
formula p7.

(We discuss decidability consequences in Section 6.)

Lemma 4.2. ¢y |=,, k(M) for any machine M.
Proof. Writing M = {71, ...

€0 Fpy K(M) & g F=po TA NIy (%)
& eo € {eo} and Vi(i<;<y). €0 Fp, K(7i)

,7t}, we have by Defn. 2.4:

Thus it suffices to show that ey =), k(7) for any instruction
~. We present the cases for an increment instruction and for
a zero-test instruction with k£ =1; the other cases are similar.
Case v = (L;: c1++;goto Lj;).

We have k() = (= (I; * p1) =+ =1;). To show eg |=p, £(7),
we must show that x =,, —(I; * p1) implies z |=,, —{; for
any x € D. First note that we have for all x € D:

T ':Po _(lj * 1)
& Vo', zoa’ defined and 2’ |=,, 1 * p1 yields z oz’ }=,, b
& Vo', x o2’ defined and (2’ =yozand y k=, [; and
z =p, p1) implies z oz’ =, b
& Vy,z. zoyoz defined and y € po(l;) and z € po(p1)
implies x oy o z =, b
& Ing,ne. x € [pt *py?],, and (Lj,ny + 1, na)las



The last equivalence follows because, since the elements
of D are finite sets whereas po(l;) and po(p1) contain
infinitely many disjoint sets, x oy o z must be defined for
some y € po(l;), z € po(p1), in which case xoyoz =, b
must hold. By the same token, we also have for all x € D:

& py ~li & @ € [py" Pyl and (Liyna, no)dar

Since (L;,n1,n2) ~nr (Lj,n1 + 1,n2) by applying the
increment instruction v, we have that (L;,n1 + 1,n2)das
implies (L;,n1,n2)dar, so that z |=,, —({; * p1) implies
x |=p, —l; as required.

Case v = (L;:if ¢; =0 goto L;;). In this case, we have
k(y) = (=(; VI_1) = =1;). To show ey |=p, k(7), we must
show that z |=,, =(l; VI_1) implies z }=,, =I; for any
x € D. As in the previous case, we have for all x € D:

1

T
We also have, for all z € D:

 =po = (1 Vi)
& Vo', xoa’ defined and 2’ € po(l;) U po(l—1) implies
zod Ep b
&z € [Pyt * 05 pes (Ljsna,ma)dar, (Lo1,m1,m2)bm
<z € [p32],, and (L;,0,n2)yarr (by Lemma 3.1)

* ] and (L, 1, no)lbar

The penultimate equivalence above requires reasoning sim-
ilar to that employed in the previous case: x oz’ must be
defined for some 2’ € po(l;) and for some 2’ € po(l—1).
Since (L;,0,n2) ~ar (L;,0,n2) by applying the zero-
test v, we have: (L;,0,n2){a implies (L;,0,n2){ s, ie.
x =p, = (1 VI_1) implies x |=,, =I; as required. O

Lemma 4.3. ¢y |=,, (IA=lp).

Proof. We trivially have ey =, L. Since (Lo, 0,0){as, we
have po(lp) € po(b) by construction of pg, which straight-
forwardly entails eq =,, —=lo. O

Theorem 4.1. If (k(M) *l; xpi* «p3? x (LA=1lp)) Fb is
valid in (D, o, {eg}) then (L; ni,n2)du.

Proof. By the definition of validity and using the equa-
tions (1) we have:

[(M) 1% py* * p5* x (LA =10)[py < po(b)
ie. [w(M)]po - [l * 0" *p5%]po - [TA =10l  po(b)

Since eg € [k(M)],, by Lemma 4.2 and eg € [I A=1g],,
by Lemma 4.3 we have in particular:

[l % pT" * P55y < po(b)

By Lemma 4.1 and (1), the set [I; * p]* * p52],, uniquely
determines the numbers n; and ny, whence our construction
of po(b) yields <Li, ni, n2>l}M ]

Having established our Theorem 4.1 for the basic RAM-
domain model, we now extend it to the most sophisticated
stack-and-heap models from Example 1.1(c), in which the
heaps are heaps-with-permissions. All the models from

Example 1.1 can be seen as special instances of such models
by taking appropriate L, RV, S and P.

Definition 4.3. Let (SxH,o,F) be a stack-and-heap
model from Example 1.1(c), where S is a set of stacks,
H =N —g, (RVxP) is a set of heaps-with-permissions
and (P,e,1) is a permission algebra. (Recall that 1 e 7 is
undefined for all 7 € P.)

Based on our valuation pg for the RAM-domain model in
Definition 4.2, we introduce a valuation p; for (Sx H, o, F)
as follows. First, we fix an arbitrary stack so € S, and for
each finite set dCN we define the set [d] C Sx H by:

[d] = {(so, h) | domain(h) = d and Vled. h(¢) = (_,1)}.

Then for any atomic p we define its valuation by:
pl(p) = UdEpO(p) [d]

Lemma 4.4. For any atomic propositions p and q:

[[p* Qle = [[pﬂpl ’ [[QHM = Ude[[p*q]]ﬂo [d]

Proof. It suffices to show that [d; o d3] = [d1] - [d2].

For disjoint d; and ds this is given by construction.

For overlapping d; and ds, assume that ¢ €d;Nds, and
(s0,h1) © (S0, he) is defined for some (sg,h1) € [d1] and
(s0, h2) € [dz2]. By construction of [d;] and [d], this implies
h1(€) = ha(€) = (_,1). But then since (sg, h1) o (sg, ha) is
defined, we must have 1 e 1 defined, which is a contradic-
tion. Thus [d;] - [do] is empty when d; o d is undefined.

Lemma 4.5. For any formula A of the form l;, (I; * py),
or (I;V1;), we have that [A],, -{(so,h)} C [b], holds
if and only if (s, h)€[d] with [A],,-{d} C [b],, where
d = domain(h).

Proof. Follows from Lemma 4.4. O
Lemma 4.6. (so,eo) |=p, k(M) for any machine M.

Proof. As in Lemma 4.2, we show that (so, eo) F=p, k(7)
for any + in the group (4). Recalling that — A = (A—«b), each
k(%) is of the form ((A—b) — (B—+b)), so it suffices to
prove [A—+b],, C [B—b],,. Using the equations (1), this
amounts to showing, for any (s, h):

[Alp {(s, 1)} S [blpn = [Blpy-{(s: )} S [ (6)

If s7#so then [Al,, -{(s,h)} = [Bl, {(s;h)} =0, in
which case (6) holds trivially. For the case s = sg, as-
sume [A],, -{(s0,h)} C[b],,, and let d = domain(h). By
Lemma 4.5 we have (s, h)€|[d], and [A],, -{d} C [b] -
Lemma 4.2 shows that ey |=,, x(y) and thus we have
[A—+b],, C [B—#b],,, so that [B],,-{d} C [b],,, whence
Lemma 4.5 yields [B],, -{{s0, )} C [b],,- O

Lemma 4.7. (s, e0) F=p, IA=1p).

Proof. Similar to Lemma 4.3. O
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Figure 2. Diagrammatic proof of undecidability. The arrows are implications, and Fjs c is a sequent built from machine M and configuration C': For C'
of the form (L1,n1,n2), by Far,c we abbreviate the sequent (k(M) * 1 * pI't * p52 % (IA=1lo)) - b. The problems at each node are all undecidable.

Theorem 4.2. If a sequent Fyr 1, n, n, Of the form
(K(M) x1; * p* xpy? x (IA=1p)) F b

is valid in some concrete model listed in Example 1.1 then
(Liyna,n2)ar.

Proof. The case of Petri nets with their fotal o can be
covered by the original valuation py from Definition 4.2.
For other models, by taking appropriate L, RV, set of
stacks S and permission algebra P, we may assume that
FM,i;nimo is valid in a stack-and-heap model given in
Definition 4.3. Thus we have by definition of validity:

[R(M) s 1% py* * p5® + (LA =10)]p, < [0]
Taking into account Lemmas 4.6 and 4.7, we get:
[l 0" % P31 S P1(B)-

According to Lemmas 4.4 and 4.1, the set [I; * pi* *p52],,
uniquely determines the numbers n; and ng, so that our
construction of pq(b) yields (L;,n1, n2) . O

5. UNDECIDABILITY OF SEPARATION LOGIC
Now, based upon Figure 2, we may state the following:

Corollary 5.1. The following problems are undecidable:'

(a) provability in Minimal BBI;

(b) provability in BBI;

(¢) provability in BBI4+eW;

(d) validity in the class of all separation models;

(e) validity in the class of all separation models with
indivisible units;

() validity in the class of all total separation models;

(g) validity in the class of all total separation models with
indivisible units;

'In fact, we prove undecidability for a family of formulas F, M,c» Which
have a very simple structure of restricted depth.

(h) validity in any of the concrete models in Example 1.1,
for arbitrarily chosen locations L, values RV, stacks S,
and permission algebra P (note L must be infinite).”

Proof. The termination problem for Minsky machines,
which is undecidable [19], reduces to each of the problems
above by the diagram in Figure 2. O

Corollary 5.2. Neither Minimal BBI nor BBI nor
BBI+eW has the finite model property.

Proof. A recursive enumeration of proofs and finite counter-
models for any of the logics above would yield a decision
procedure for provability, which is impossible. O

6. FINITE APPROXIMATIONS IN INFINITE MODELS

Our undecidability results for propositional separation
logic seem to be at odds with the decidability of the
quantifier-free fragment of a certain separation theory over
an infinite heap model, due to Calcagno et al. [7]. The
crucial difference is that their decidability result is restricted
to finite valuations p such that p(p) is finite for every atomic
proposition p. Namely, in [7] each p represents one cell, i.e. a
heap whose domain is a singleton. Their decidability result is
highly non-trivial because their language contains —« and the
underlying separation model employs a non-total o, so that,
e.g., whenever [A], is finite, [A — B], becomes infinite.
Below we investigate this phenomenon.

Theorem 6.1. Let (H,o,{eg}) be a heap model (cf. Exam-

ple 1.1(a)). Then there is an algorithm that, for any finite

valuation p, and any sequent Fiy 1, n, n, Of the form:
(M) 1« pit +py? « (IA=1g) F b

decides whether this sequent is valid under the valuation p.

Proof. In principle, this can be deduced from [7]. Our

direct construction in Lemma 6.1 illustrates subtleties of the
problem, caused by non-totality of the composition o .

2In the case of total Petri-net models even sufficiently large finite L
provide undecidability.



Lemma 6.1. There is an algorithm that, for any finite
valuation p, decides whether ey =, k(M) holds or not.

Proof. As in Lemmas 4.2 and 4.6 (cf. (6)), for any k(v) of
the form ((A—«b) — (B—xb)), we have to check whether
eo =, #(7), which means checking whether the sentence:

vz(([Al,-{z} € [b],) = ([Blo-{z} < [0],))

is true or not (here [A],, [B], and [b], are finite).

We consider two cases depending on the domain of z:

e Take all z with [A],-{z} # 0. The list of all these z such
that, in addition, [A],-{z} C [b], must be finite (recall
our o is a kind of disjoint union). Then it remains to check
for each of these z whether [B],-{z} C [b], holds or not.
o If [A],-{z} =0, then trivially [A],-{z} C [b],, so we
have to check whether the following sentence is true or not:

V2(([Al,{z}=0) = ([Bl,{z} < Dl,) D

Let [A], = {f1, f2, .., fm} and «; = domain(f;) for all 1,
and [B], ={¢1,..,9:} and §; = domain(g;) for all j.
For each choice of /1, {s,.., £,, from a1, as,.., @y, respec-
tively, we write dg, ¢,,.. ¢, for the set {£1, £z, .., n}.
In the following we rely upon the fact that, although
[A],-{z}=0 for infinitely many z, the domain of each of
these z must be a superset of some dy, .. ¢, .
Case 1. Assume (;Ndy, . ¢, # 0 for all 3; and dy,, s
Since, for each z in question, domain(z) is a superset of
some dg, ¢, . we have [B],-{z} =0. So, in this case, (7) is
true.
Case 2. Assume 3;Ndy, ¢, = 0 for some §; and dy, . ¢,
Let n be an element of L such that n does not oc-
cur in 3;, dy,,.e,., and [b],, and let Z be a heap such
that domain(z) = {n} Udy, ., . Then g;0% is defined but
gjoz & [b],, and, in this case, (7) is false. O
We complete the proof for Theorem 6.1 as follows. Given
an Fas 1,y ,n, We first use Lemma 6.1 to compute [x(M)],
and [IA=1[o], (both are subsets of {eg}). If either of these
sets is empty then trivially Fas i, n, n. is valid under the p.
Otherwise, [k(M)], = [IA=lo], = [I],, and it only
remains to check if the finite set [I; * p}'* * p52], is a subset
of the finite set [b],, which is straightforward. O

m*

Corollary 6.1. There is a sequent Firi, no,0 of the form
(K(M) x 1y xp° « (IA=1p)) F b

such that, for each separation model from Example 1.1,
FM iy no,0 IS not valid in this model (and hence the cor-
responding computation does not terminate), but F 1, ng,0
is valid in this model under all finite valuations p.

Proof. Take M such that Ky; = {n|(L1,n,0){s} is un-
decidable. Let W), be the set of all n such that Fas i, n0
is not valid in some model from Example 1.1 under some
finite valuation p. By Theorem 6.1, Wy, is recursively
enumerable. According to Theorem 3.1 and Proposition 2.1,

Ky and W), are disjoint. Moreover, since Kj; is recur-
sively enumerable but undecidable, W}, is not the whole
complement of K ;. Therefore, we can find a number ng
such that ng & Ky UWyy,. Since ng &€ Ky, Theorem 4.2
implies that Fas, ny,0 is not valid in any model from
Example 1.1. However, ng ¢ W), implies that, in every such
model, Far,1, ,n0,0 1 valid under all finite valuations p. [J

7. EXTENSION TO CLASSICAL BI

In this section, we extend our undecidability results to
the class of “dualising separation models”, whose proof-
theoretical basis is given by Classical BI, or CBI [4].

Definition 7.1. A CBI-model is given by (H,o,e,-~1),
where (H, o, {e}) is a separation model (with a single unit e)
and -~!': H— H satisfies hoh ™' = eoe™! = e~ for all
h € H. (As a corollary, (h=1)~! = h.)

The CBI-models we consider here form a subclass of the
more general relational CBI-models given in [4].

Example 7.1. Examples of CBI-models (cf. [4]):

(@) ([0,1],0,0,-71), where 21 o x5 is x1 + 2 but unde-
fined when 1 + x5 > 1. The inverse z~! is 1 — z.

(b) (X,0,e,~) where ¥ is any class of languages con-
taining the empty language and closed under union U
and complement ~. Here dj ods is the union of disjoint
languages d; and dy (in the overlapping case, dy ods is
undefined). E.g., 3 may be the class of regular languages,
or the class of finite and co-finite sets.

(¢) Effect algebras [10], which arise in the foundations
of quantum mechanics, can be considered as CBI-models
with indivisible units.

(d) Permission algebras (P,e,1) [3] enriched with a
‘formal unit’ e and ‘formal equalities’ eeh = hee = ¢
can be shown to be exactly non-degenerate CBI-models with
indivisible units.

Definition 7.2. Following Definition 2.6, we introduce a
second chain of logics as follows:

e CBI [4] is obtained from BBI by extending its language
with a constant I, and adding the axiom _ ~~AF A,
where ~A is an abbreviation for (A —«1).

e CBI+eW is obtained by extending CBI with the re-
stricted *-weakening (IA (A * B)) - A;

e CBI+W is obtained by extending CBI with the unre-
stricted x-weakening (A * B) F A.

Validity of CBI-formulas with respect to CBI-models
(H,o,e,-~1) is defined as in Definition 2.5 once we extend
the forcing relation i =, A given in Definition 2.4 with the
clause: hl=,1 e h#e L.

Proposition 7.1. If A is provable in CBI then A is valid in
all CBl-models, and if A is provable in CBI+eW then A
is valid in all CBI-models with indivisible units.



Corollary 7.1. Using Proposition 7.1 we have:
BBI ¢ CBI € CBI+eW C CBI+W

where the inclusions hold even for the original language
without 1 (the inclusion BBI C CBI was established in [4]).

Proposition 7.2. CBI+W collapses into classical logic.

Proof. As in Proposition 2.3, Ax B=AABand I=T.
Then T=~I=~T= 1, which forces ~A = —A. O

Since Minimal BBI-provability implies CBI-provability,
to establish undecidability for CBI it suffices (see Figure 2)
to prove the analogue of Theorem 4.1 for a CBI-model.

Definition 7.3. We introduce the model (D7, o0,¢,-71),
where D is the class of finite and co-finite subsets of N, o
is disjoint union, the unit eq is () and -~! is set complement.

Definition 7.4. By extending the valuation pg in Defini-
tion 4.2, we define a valuation pc for (Dt o, e, 71) as
follows: pc coincides with py on all atomic propositions
except b, and pc(b) = po(b) U {d € DT | d is cofinite }.

Lemma 7.1. ¢y =, k(M) for any machine M.

Proof. As in Lemma 4.2, we must show ey =, x(7) for
any instruction ~. Here we only examine the case of an in-
crement instruction v = (L;: ¢x++; goto L;;) for k=1. As
in the corresponding case of Lemma 4.2, we must show that
[ (4 *p1)]pe € [~li]pe- Assuming that x =, = (I; * p1),
we have:

Vy,z. ((x oy o z defined and y € pc(l;) and z € pe(p1))

implies z o y o z € pc (b))
We need to show z |=,, —[;, for which we have two
cases. First, in the case that x is finite then the reason-
ing from the analogous case of Lemma 4.2 applies since
pc coincides with py on all variables except b. That is,
for some y € pc(l;) and z € pc(p1), xoyo z is defined
and thus z oy o z € pc(b), whence z € [p]* * p5?],. and
(Lj,n1 + 1,n2){a. By applying the instruction +y, we have
(L;,n1,n2)dpr, which implies that z oz’ € pc(b) when-
ever x o z/ is defined and 2’ € pc(l;), ie. ==, =l
as required. In the case that = is cofinite then, by the
same token, z oz’ is either undefined or cofinite for any
x' € pc(l;), in which case z =, —1; as required because
pc(b) contains all cofinite sets. O

€o ':/)C (I /\—lo).

Theorem 7.1. If (M) *l; xp?* xp3? « (IA=lg) b s
valid in the model (D ,0,eq,-~ 1), then (L; ni,na)ln.

Lemma 7.2. Similar to Lemma 4.3,

Proof. By the definition of validity we have:
[R(M) s 1% py* * p5* * (LA =10)[pe € po(b)
By Lemmas 7.1 and 7.2 we have in particular:

[l * py* * p5]pe C pc(b)

Since pc coincides with pg on all atomic propositions
except b, the set [l; * pi'* * py?],. is finite, and uniquely
determines n; and ne by Lemma 4.1 and equations (1). Our
construction of pc(b) then yields (L;, ni,n2){ . O
Again, based on Figure 2, we can assert the following:

Corollary 7.2. The following problems are undecidable:

(a) provability in CBI;

(b) provability in CBI+eW;

(¢) validity in the class of all CBI-models;

(d) validity in the class of all CBl-models with indivisible
units;

(e) validity in the concrete CBl-model (D% o, eg,-1).

Proof. Similar to Corollary 5.1. O

8. CONCLUDING REMARKS

Our main contribution is that separation logic is undecid-
able even at the purely propositional level. Specifically, we
have established undecidability of validity in any particular
heap-like model drawn from the literature on separation
logic and its applications. Corollary 5.1(h) provides an
infinite number of concrete undecidable models of practical
and theoretical importance. That is, however we choose L,
RV, S and P in Example 1.1 (with L infinite and RV, S, P
possibly degenerate), we always get an undecidable model.

We also have established the undecidability of validity
in various classes of separation models, and of provability
in BBI and CBI and their siblings. In fact, to obtain a
new exhibit for the ‘Undecidability Zoo’, we need add only
classical conjunction and implication to the multiplicatives,
without invoking negation and falsum (see Figure 1).

One of the above problems, namely the decidability of
BBI, was widely considered to be open for quite a long
time. Undecidability of BBI is a corollary of our main
results on separation logic. However, immediately prior to
publication of this paper, we discovered that undecidability
of BBI can in fact be deduced from the undecidability of
equational theories over certain algebras stated in [17]. An
alternative proof of BBI undecidability has also been given
independently in [11]. However, our paper overlaps with [17]
and [11] only with respect to undecidability of BBI (which
is obtained by very different techniques in all cases). In this
paper, we give a direct proof not only of undecidability of
BBI, but also of Minimal BBI, BBI+eW, CBI, CBI+eW,
and of validity in various classes of separation models,
as well as validity in any particular heap-like model of
practical interest. There is no ad hoc connection between
the latter problems and BBI.

Our undecidability results also shed new light on the
correlations between separation logic and linear logic.

From the point of view of logical principles, there are
clear differences between separation logic and linear logic.
E.g., distributivity of additive conjunction over disjunction:

ANBVC)=(AANB)V(ANC)



holds even in BI but fails in linear logic. More specific to
Boolean BI, the restricted x-contraction:

(LA A) F (A A)

holds even in Minimal BBI as shown by our Lemma 2.2,
but this too fails in linear logic. Finally, while adding the
unrestricted *-weakening (A * B) F A to linear logic gives
us affine logic, adding it to BBI forces a collapse into
classical logic (Proposition 2.3).

From a semantic perspective, the precise expression of
properties of memory in separation logic is based on the
fact that we have:

[A = B], =[A], - [Bl,

i.e. the interpretation of A x B is exactly the product of
the interpretations of A and B. (This fact is also of crucial
importance to its undecidability.) Linear logic interpreta-
tions deal only with sets that are closed with respect to a
certain closure operator C!, which, in particular, violates
the above exact equality. Indeed, the same is true of BI
interpretations [20]. Not only is this less precise, it admits
no possibility of finite valuations in these logics since, e.g.,
in linear logic even CI(0) is always infinite.

From a technical point of view, we kill all our ‘undecid-
able birds’ with one stone — a direct encoding of Minsky
machines, which single encoding suffices to cover all cases
of interest (see Figure 2). A direct adaptation of the encoding
of Minsky machines developed for full linear logic in [15]
does not work properly for separation logic due to the
differences between the two mentioned above, so we have
had to develop a new encoding. Roughly speaking, in the
linear logic encoding, each step in the derivation corresponds
to a single forward step in the computation. In contrast, in
our encoding, each step in the derivation corresponds to a
‘backward move’ from a class of terminating computations
to a class of shorter terminating computations. An additional
twist is that we require a much more complicated inter-
pretation in heap-like models because of the way partial
composition is defined in these models.

Finally, our undecidability results for concrete heap-like
models give new insights into the nature of decidable
fragments of separation logic such as those given in [2], [7],
as well as imposing boundaries on decidability. E.g., we can
deduce that to obtain decidability in a heap-like model, one
should either give up infinite valuations (as in [7]) or restrict
the formula language (as in [2]).
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