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&XUUHQW�6WDWH

� ,QFUHDVLQJ�UHOLDQFH�RQ�VRIWZDUH�LQ�VDIHW\�
FULWLFDO�V\VWHPV��6&6�
� 3URFHVVLQJ�LPSURYHPHQWV

� 0LQLDWXUL]DWLRQ

� 9LUWXDO�HQYLURQPHQWV

� 0DUNHW�IRUFHV

� 6RIWZDUH�FDQ�FRQWULEXWH�WR�D�V\VWHP·V
VDIHW\

� 6RIWZDUH�FDQ�FRPSURPLVH�D�V\VWHP·V
VDIHW\

� :KHUH�GR�ZH�VWDQG�LQ�EXLOGLQJ�DQG
XQGHUVWDQGLQJ�VRIWZDUH�LQ�6&6"���:KHUH�GR
ZH�IDOO"�
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5RDGPDS

� 7DON�GHVFULEHV�VHYHQ�GLUHFWLRQV�IRU�QHHGHG
ZRUN�LQ�VRIWZDUH�HQJLQHHULQJ�IRU�VDIHW\
� &KDOOHQJH���SHUFHLYHG�GLVWDQFH�EHWZHHQ�FXUUHQW
VWDWH�	�WKH�JRDO

� $SSURDFK���SURSRVHG�SDWK�WR�UHGXFH�GLVWDQFH

� &ULWHULD�
� ,PSRUWDQW�IRU�DFWXDOO\�EXLOGLQJ�VDIHU�V\VWHPV

� $SSURDFKHV�WR�VROXWLRQV�DUH�LQGLFDWHG�LQ�WKH
OLWHUDWXUH

� 6LJQLILFDQW�SURJUHVV�DSSHDUV�IHDVLEOH�LQ�QH[W
GHFDGH
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'LUHFWLRQV
����)XUWKHU�LQWHJUDWLRQ�RI�LQIRUPDO�DQG�IRUPDO�PHWKRGV

� &KDOOHQJH���3URYLGH�UHDGLHU�DFFHVV�WR
IRUPDO�PHWKRGV�IRU�GHYHORSHUV�RI�6&6

� $SSURDFKHV�
� $XWRPDWLF�WUDQVODWLRQ�RI�LQIRUPDO�QRWDWLRQV
�GHYHORSHUV·�GHVFULSWLRQV��LQWR�IRUPDO�QRWDWLRQV
�WR�VXSSRUW�DQDO\VLV�

� H�J��JUDSKLFDO�DQG�WDEXODU�UHSUHVHQWDWLRQV�
IDXOW�WUHHV��80/��YLVXDO�SURJUDPPLQJ
HQYLURQPHQWV

� H�J���PRGHO�FKHFNLQJ��WKHRUHP�SURYLQJ�
H[HFXWDEOH�VSHFLILFDWLRQV��ULJRURXV�UHDVRQLQJ
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'LUHFWLRQV
����)XUWKHU�LQWHJUDWLRQ�RI�LQIRUPDO�DQG�IRUPDO�PHWKRGV

� /LJKWZHLJKW�IRUPDO�PHWKRGV
� ,QYROYHV�DXWRPDWHG�DQDO\VLV�DSSURDFKHV�XVLQJ
UDSLG��ORZ�FRVW�DSSOLFDWLRQ�RI�)0�WDLORUHG�WR
LPPHGLDWH�SURMHFW�QHHGV�>(DVWHUEURRN��/XW]�
&RYLQJWRQ��.HOO\��$PSR��	�+DPLOWRQ��)HDWKHU@

� +LJKO\�VHOHFWLYH�VFRSH

� /LPLWHG�PRGHOLQJ

� )OH[LEOH�XVH

� %XLOGLQJ�RQ�H[LVWLQJ�SURGXFWV

NASA
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'LUHFWLRQV
����)XUWKHU�LQWHJUDWLRQ�RI�LQIRUPDO�DQG�IRUPDO�PHWKRGV

� 0HWKRGRORJ\�IRU�DSSURSULDWH�XVH�	
DSSOLFDWLRQ�RI�UHVXOWV�WR�GHYHORSPHQW
� *XLGHOLQHV�IRU�VXSSRUW�RI�VDIHW\�DQDO\VHV�
LQFOXGLQJ�RI�HYROYLQJ�UHTXLUHPHQWV��PDLQWHQDQFH

� +RZ�OLJKWZHLJKW"

� 5HXVH�ZLWKLQ�D�GRPDLQ

� ,QWHJUDWLRQ�RI�SUHYLRXVO\�GLVWLQFW�IRUPDO
PHWKRGV�>&ODUNH��:LQJ��HW�DO�@
� 'LIIHUHQW�PHWKRGV�KDYH�GLIIHUHQW�VWUHQJWKV�
XVHIXO�IRU�GLIIHUHQW�DVSHFWV�RU�SKDVHV

� 'HYHORSHUV�FDQ�FKRRVH�OHYHO�RI�ULJRU�IRU�DQDO\VLV
RI�VDIHW\�FULWLFDO�FRPSRQHQWV
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'LUHFWLRQV
����6DIH�UHXVH���6DIHW\�DQDO\VLV�RI�SURGXFW�OLQHV

� &DQ�DQ\�VDIHW\�DQDO\VLV�DSSO\�WR�DOO�GHULYHG
LQVWDQFHV"
� 6DIHW\�LV�D�SURSHUW\�RI�D�VSHFLILF�V\VWHP
>/HYHVRQ@

� ([SORLWLQJ�SUHYLRXV�DQDO\VHV�UHTXLUHV
DFFXUDWH�PRGHOLQJ�RI�GHSHQGHQFLHV�DPRQJ
GHVLJQ�RSWLRQV
² 0LQRU�YDULDWLRQV�DPRQJ�V\VWHPV�KDUG�WR
FDSWXUH��IRUPDOL]H��YHULI\�>$UGLV�	�:HLVV��/XW]@

² ,QFRUUHFW�DVVXPSWLRQV�WKUHDWHQ�VDIHW\�
HQYLURQPHQW��XVHU��RSHUDWLRQV

NASA
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'LUHFWLRQV
����6DIH�UHXVH���6DIHW\�DQDO\VLV�RI�SURGXFW�OLQHV

� 5HODWLRQVKLSV�EHWZHHQ�VRIWZDUH
DUFKLWHFWXUH�DQG�VDIHW\�VWLOO�EHLQJ�GHILQHG
>H�J���6WDYULGRX��5XVKE\��1HXPDQQ@

� 6DIHW\�FRQVHTXHQFHV�RI�DUFKLWHFWXUDO�VW\OHV�
IHDWXUHV

� $UFKLWHFWXUDO�VROXWLRQV�WKDW�DGG�UREXVWQHVV

� $UFKLWHFWXUDO�DQDO\VLV�FDQ�VXSSRUW�VDIHW\
DQDO\VLV�RI�SURGXFW�OLQH�LQVWDQWLDWLRQ�>*DQQRG�	
/XW]@
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'LUHFWLRQV
����6DIH�UHXVH��6DIHW\�DQDO\VLV�RI�&276

� 'RHV�VRIWZDUH�GR�ZKDW�LW�VKRXOG"
� %HWWHU�XQGHUVWDQGLQJ�RI�FRQVWUDLQWV�RQ�VDIH
UHXVH

� $VVHVVPHQW�RI�H[LVWLQJ�SURGXFW�WR�GHWHUPLQH
ILWQHVV�LQ�QHZ�´RSHUDWLRQDO�HQYHORSHµ
>0F'HUPLG@�LV�RIWHQ�GLIILFXOW�DQG�LQIRUPDO

� 'RHV�VRIWZDUH�GR�ZKDW�LW�VKRXOGQ·W"
� &276�PD\�KDYH�DGGLWLRQDO��XQH[SHFWHG�EHKDYLRU

� )RUPDO�YHULILFDWLRQ�PD\�EH�XVHG�WR�VXSSRUW
FHUWLILFDWLRQ�RI�LQWHUDFWLRQV
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'LUHFWLRQV
����7HVWLQJ�DQG�HYDOXDWLRQ�RI�6&6

� 7LJKWHU�LQWHJUDWLRQ�RI�WHVWLQJ�WRROV
ZLWK�VDIHW\�UHTXLUHPHQWV�DQG�DQDO\VHV
>.QLJKW�	�1DNDQR@

� ,QFRUSRUDWH�ILHOG�GDWD�RI�GHSOR\HG�V\VWHPV�LQWR
XVH�FDVHV�DQG�WHVW�FDVHV�>7VDL��0RMGHKEDNKVK�
DQG�5D\DGXUJDP@

� %HWWHU�VXSSRUW�RI�XQFRQYHQWLRQDO
GHYHORSPHQW�SURFHVVHV�>)LQNHOVWHLQ@
� &RQWUDU\�WR�WKH�WH[WERRNV��VDIHW\�UHTXLUHPHQWV
RIWHQ�GHULYHG�IURP�WHVWLQJ�RI�SURWRW\SHV

� +RZ�WR�SURSDJDWH�QHZ�UHTXLUHPHQWV�LQWR�VDIHW\
DQDO\VLV�DQG�YHULILFDWLRQ"
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'LUHFWLRQV
����7HVWLQJ�DQG�HYDOXDWLRQ�RI�6&6

� (YDOXDWLRQ�IURP�PXOWLSOH�VRXUFHV
� H�J���7HVWLQJ��0DWKHPDWLFDO�UHYLHZ�
&HUWLILFDWLRQ�>3DUQDV��YDQ�6FKRXZHQ��.ZDQ@

� +RZ�WR�FRPELQH�HYLGHQFH�LV�DQ�RSHQ�SUREOHP

� 7HVWLQJ�IRU�FRQVLVWHQF\�EHWZHHQ�DFWXDO
EHKDYLRU�DQG�RSHUDWRU·V�H[SHFWDWLRQ
� 0RGHO�FKHFNLQJ�IRU�PRGH�FRQIXVLRQ�>5XVKE\@

� 9LUWXDO�HQYLURQPHQWV
� 6LPXODWLRQV�XVHG�IRU�GHVLJQ��WHVWLQJ

� 7RRO�FHUWLILFDWLRQ�ODJV�XVDJH

� +XPDQ�IDFWRUV�FRPSOLFDWH�XQGHUVWDQGLQJ�RI
ILGHOLW\��>&UX]�1HLUD�DQG�/XW]@

?

RRL-FSE/ICSE00 12

'LUHFWLRQV
����7HVWLQJ�DQG�HYDOXDWLRQ�RI�6&6

� $VVXPSWLRQV�DERXW�HQYLURQPHQW
� 'LIILFXOW�WR�FRUUHFWO\�LGHQWLI\�WULJJHU�SRLQW�DW
ZKLFK�KD]DUGRXV�VWDWH�LV�HQWHUHG��VDIH��QRW
WULJJHU�KDSS\

� 3UHFLVH�HQYLURQPHQWDO�PRGHOLQJ�HVVHQWLDO

� $VVXPSWLRQV�DERXW�XVHUV
� 7HVWLQJ�XQFRYHUV�VRPH�PLVPDWFKHV

� +XPDQ�IDFWRUV�EHQFKPDUNV�PD\�SUHFOXGH�VRPH
PLVPDWFKHV

� $VVXPSWLRQV�DERXW�RSHUDWLRQV
� ´7HVW�OLNH�\RX�IO\��IO\�OLNH�\RX�WHVWµ

� 7HVWLQJ�UHTXLUHV�GHHS�NQRZOHGJH

� 2SHUDWLRQV��DQG�UHXVH��FRQVWUDLQHG�E\�WHVWV
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'LUHFWLRQV
����5XQWLPH�0RQLWRULQJ

� 'HWHFWLRQ�RI�KD]DUGRXV�VWDWHV
� :HOO�VXLWHG�WR�PRQLWRULQJ�IRU�NQRZQ��KD]DUGRXV
FRQGLWLRQV

� 5HPRWH�DJHQW�VRIWZDUH�FDQ�GLDJQRVH�EURDGHU
PLVPDWFKHV�EHWZHHQ�H[SHFWHG�DQG�DFWXDO
EHKDYLRU�DQG�UHFRPPHQG�UHFRYHU\�DFWLRQ

Planned 
activities

Sensor 
Inputs

Models of behaviors
in various situations

Diagnosis &
recovery plan

Actual state is
expected state

or
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'LUHFWLRQV
����5XQWLPH�0RQLWRULQJ

� 3URILOLQJ�RI�V\VWHP�XVDJH�WR�VXSSRUW�VDIHW\
DQDO\VHV
� 2SHUDWLRQDO�XVDJH�LQFRQVLVWHQW�ZLWK�VDIHW\
DVVXPSWLRQV

� (YROYLQJ�FRQGLWLRQV�WKDW�WKUHDWHQ�V\VWHP
�VXUYLYDELOLW\�

� 'HYLDWLRQV�IURP��VDIHW\��UHTXLUHPHQWV�DQG
VWUDWHJLHV�IRU�UHFRQFLOLDWLRQ�>)HDWKHU��)LFNDV�
YDQ�/DPVZHHUGH��DQG�3RQVDUG@
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'LUHFWLRQV
����(GXFDWLRQ

� )HZ�XQLYHUVLW\�FRXUVHV�DYDLODEOH��!�PRUH
FRXUVHV��WH[WERRNV

� /LPLWHG�VWXGHQW�H[SRVXUH�WR�6&6��!�PRUH
FDVH�VWXGLHV��PRGHO�SUREOHPV��UHDGLQJ�RQ
DFFLGHQWV�	�WKHLU�FDXVHV

� )RFXV�WHQGV�WR�EH�PHWKRGRORJLFDO��KRZ�WR�
UDWKHU�WKDQ�VFLHQWLILF��!�EXLOG�RQ�UHODWHG
ZRUN�LQ�IDXOW�WROHUDQFH��VHFXULW\��IRUPDO
PHWKRGV��V\VWHPV�HQJLQHHULQJ
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'LUHFWLRQV
����&HUWLILFDWLRQ�DQG�6WDQGDUGV

� 0RUH�FRPSOLFDWHG�DQG�OHVV�ZHOO�GHILQHG�IRU
6&6�V\VWHPV

� ����VWDQGDUGV�IRU�6&6�LQ������>0F'HUPLG@

� ,VVXHV�LQFOXGH�>5RGULJXH]�'DSHQD@�
� 0XOWLQDWLRQDO�RULJLQ�DQG�XVH

� &RPSRVLWLRQ�IURP�PDQ\�GRPDLQV

� &276�DQG�OHJDF\�FRPSRQHQWV

� %XUGHQ�RI�VDIHW\�FDVH

� *XLGDQFH�IRU�LPSOHPHQWDWLRQ�ODFNLQJ

NASA
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'LUHFWLRQV
����&ROODERUDWLRQ�ZLWK�5HODWHG�)LHOGV

� 6HFXULW\�DQG�VXUYLYDELOLW\
� H�J���WHFKQLTXHV�IRU�LQWUXVLRQ�GHWHFWLRQ�
QRQLQWHUIHUHQFH��FRRUGLQDWHG�UHVSRQVHV

� 6RIWZDUH�DUFKLWHFWXUH
� H�J���VDIHW\�FRQVHTXHQFHV�RI�SURGXFW�OLQHV��RI
DGDSWDEOH�DUFKLWHFWXUHV��RI�SDUWLWLRQLQJ

� 7KHRUHWLFDO�FRPSXWHU�VFLHQFH
� H�J���PRGHO�FKHFNLQJ��ORJLFV�RI�SURJUDPV

� +XPDQ�IDFWRUV
� H�J���IRUPDO�VSHFLILFDWLRQ�RI�PHQWDO�PRGHOV�
FKHFNOLVWV�RI�GHVLJQ�IHDWXUHV�FDXVLQJ�PRGH
FRQIXVLRQ�>/HYHVRQ@
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&RQFOXVLRQV

� 6RIWZDUH�HQJLQHHULQJ�PXVW�FRQWLQXH�WR
H[SORLW�DGYDQFHV�LQ�UHODWHG�ILHOGV�WR�EXLOG
VDIHU�V\VWHPV

� :LGHU�XVH�RI�VDIHW\�WHFKQLTXHV�DZDLWV
EHWWHU�LQWHJUDWLRQ�ZLWK�LQGXVWULDO
GHYHORSPHQW�HQYLURQPHQWV


