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Abstract. We present a methodology for verifying epistemic and real-time tem-
poral properties of multi-agent systems. We introduce an interpreted systems se-
mantics based on diagonal timed automata and use a real-time temporal epistemic
language to describe properties of multi-agent systems. We develop a bounded
model checking algorithm for this setting and present experimental results for a
real-time version of the alternating bit-transmission problem obtained by means
of a preliminary implementation of the technique.

1 Introduction

Reasoning about knowledge has always been a core concern in Al and in multi-agent
systems. This is no surprise given that knowledge is a key concept to model intelligent,
rational activities, human or artificial. A plethora of formalisms have been proposed and
refined over the years, many of them based on logic. One of the most widely studied is
based on variants of modal logics and is commonly referred to as epistemic logic [7].
Rather than providing a computational engine for artificial agents’ reasoning, epistemic
logic, at least in this line, is seen as a specification language for modelling and reasoning
about systems, much in common with formal methods in computer science.

Specification languages are most useful when they can be verified automatically. In
this effort both theorem proving and model checking techniques and tools have been
made available for epistemic logic. In particular, model checking techniques based on
BDD [14, 16], bounded model checking [12], unbounded model checking [8] have been
developed and their implementation either publicly released [14, 1] or made available
via a web-interface [11].

While, given the above, one may be forgiven for thinking that verification via model
checking of temporal epistemic logic has now become of age, in many respects the area
is still lacking support for many essential functionalities. One of these is real-time.
While the formalisms above deal with discrete sequence of events, it is often of both
theoretical and practical interest to refer to a temporal model that assumes a dense se-
quence of events and use operators able to represent dense temporal intervals. The only
work in this line we are aware of is [17], where a bounded model checking algorithm
for TECTLK was suggested. In this paper we aim to extend two key limitations of that
work in that: 1) we assume an underlying computationally more expressive semanti-
cal model (diagonal timed automata), 2) we report on an in-house implementation of
this technique and discuss experimental results. Further, to exemplify the use of the
techniques described in the paper we present a real-time version of the alternating bit



transmission problem — a key requirement of this example is the expressive power of
a semantics based on diagonal timed automata as the one presented here.

The rest of the paper is organised as follows. In Section2 we present real-time inter-
preted systems, a semantics for knowledge and real-time, based on diagonal timed au-
tomata. In Section 3 we present syntax and semantics for TECTLK, the logic for which
the verification method is defined. In Section 4 we define a bounded model checking al-
gorithm for the logic; given the state-spaces in question are infinite the method involves
a tailored discretisation process. Finally we test these techniques on a novel real-time
variant of the alternating bit protocol.

2 Diagonal real-time interpreted systems

In [17] a semantics for real-time and knowledge based on non-diagonal timed automata
was proposed. Automata are given as the finer grained semantics on which real-time
interpreted systems are defined. In that framework the only clock conditions that can be
used are of the form x ~ ¢ where x is a clock, ¢ a constant and ~ an equality/inequality
relation. While this is appropriate for some scenarios (like the “railroad crossing sys-
tem” discussed in that article), it is well known that in others more expressive tests are
required. Crucially, we may need to compare two clocks of the system as an enabling
condition for a transition. Introducing more expressive clock comparisons is known to
generate considerable complications in the verification methodology [3], including a
loss of completeness in the resulting bounded model checking technique [10]; aim of
this paper is to analyse this setting for the case of real-time and epistemic properties.

To define diagonal real-time interpreted systems we first recall the definitions of
diagonal timed automata and their composition. We refer to [15] for discussion and
more details.

We assume a finite set X of real variables, called clocks, and for x, y € X, ~€ {<, <,
=, >, >}, c € N, where N = {0, 1,...} is a set of natural numbers, we define a set of
clock constraints over X, denoted by C(X), by means of the following grammar:

= true|x ~clx—y~clecAce

A clock valuation v is a total function from X into the set of non-negative real
numbers R. R¥ denotes the set of all the clock valuations, and the satisfaction relation
= for a clock constraint cc € X and v € IRX is defined inductively as follows:

v E true,

vE(x~c¢) iff v(x) ~ ¢,

vE (x—y~o)iff o(x) - v(y) ~c,
vE (ccAncd) iffvk ccand svE o

For cc € C(X), [cc] denotes the set of all the clock valuations that satisfy cc. The
clock valuation that assigns the value O to all clocks is denoted by v°. For v € IRX and
60 € R, v + ¢ is the clock valuation that assigns the value v(x) + d to each clock x. For
veR¥and Y C X, v[Y] denotes the clock valuation of X that assigns the value 0 to
each clock in Y and leaves the values of the other clocks unchanged.



Definition 1 (Diagonal timed automaton). Let PV be a set of propositional vari-
ables. A diagonal timed automaton is a tuple A = (X2, L, X, I,R,V), where

— 2’ is a nonempty finite set of actions,

— L is a nonempty finite set of locations,

— I° € L is an initial location,

— X is a finite set of clocks,

— I : L C(X) is a state invariant function, and

— R C LxXxC(X)x2X x L is a transition relation,

- V : L 2"V is a function assigning to each location a set of atomic propositions

true in that location.

An element (I, o, cc, Y, I') € R represents a transition from location / to location /'
labelled with an action ¢o-. The invariant condition states that the automaton is allowed
to remain in location / only as long as the constraint 7 (/) is satisfied. The guard cc has
to be satisfied to enable the transition. The transition resets all clocks in the set Y to the
value 0.

As usual, the semantics of diagonal timed automata is defined by associating dense
models to them.

Definition 2 (Dense Model). Let A = (X, L, 1°, X, I,R,V) be a diagonal timed au-
tomaton, and C(A) € C(X) a set of all the clock constrains occurring in any enabling
condition used in the transition relation R or in a state invariant of A. A dense model
for Ais a tuple G(A) = (T UR, Q,4°, =, V), where
— 2 UR s a set of labels,
-Q0=Lx RX is a set of states,
- qo = (I, ") is an initial state,
- > C O X UR) x Q is a time/action transition relation defined by:
e Time transition: (1,v) KA Lov+8)iff VO<d <o) v+ €[[ZD]
e Action transition: (I,v) 5 ', iff Aec € C(A)@AY C X) such that v’ = v[Y],
(o, ') €R, ve e, andv € [T()].
- V:0-2Yisa valuation function such that V((l,v)) = V()

Lemma 1. Let cc € C(X), v € RY, and § € R. Ifv e [[cc] and v+ 6 € [[cc]l, then for each
O<d <oHv+6 €[ecl.

Proof Straightforward by induction on clock constraints. O

As the above lemma shows, for the considered set of clock constraints C(X), in

the semantics of diagonal timed automata the condition of a time transition (/, v) LN
(I,v + 9) can be replaced by the following: v € [[cc]l and v + 6 € [cc].

In this paper we take diagonal timed automata to provide the lower level, fine-
grained description for the agents; the composition of these defines a multi-agent sys-
tems. So, in this paper, the computations of a multi-agent system are simply the traces
generated by the executions of a network of diagonal timed automata that communicate
through shared actions. We model this communication via the standard notion of the
parallel composition [15], as defined below.



Consider a network of m diagonal timed automata A; = (2}, L;, l?,X,-,I i»Ri, V),
fori =1,...,m,such that L, " L; = @ for all i,j € {1,...,m} and i # j, and denote
by 2(0) = {1 <i < m | o € 2} the set of indexes of the automata performing
action o. The parallel composition of m diagonal timed automata ‘A; is a diagonal
timed automaton A = (X, L,1° X, T,R,V), where X = 2 L= TI%, Ly, P =
B 0 X = U X I b)) = N T, Vo) = UL Vil
and a transition ((/, ..., ln), 0, ¢, Y, (I, ..., [))) € Riff (Vi € 2(0)) (I;, 0, ¢c;, Y3, [)) € R;,
¢ = Niez(o) ¢ ¥ = Uses(oy Yi-and (Yj € {1,...,m}\ 2(0)) l;. =1

Observe that, given the above, transitions in which actions are not shared are inter-
leaved, whereas the transitions caused by shared action are synchronised.

To give a definition of real-time interpreted systems that supports clock constraints
of the form x — y ~ ¢, we define the notion of weak region equivalence [19].

Definition 3 (Weak Region Equivalence). Assume a set of clocks X, and for any t € R
let (t) denote the fractional (respectively integral) part of t (respectively |t]). The weak
region equivalence is a relation =C RX x R defined as follows (see Figure 1 for an
intuition). For two clock valuations u and v in RX, u = v iff all the following conditions
hold:

El. |u(x)] = lv(x)], forall x € X,

E2. (u(x)) =0 iff (u(x)) =0, for all x € X,

E3. (u(0) < u()) iff (o)) < (o)), for all x, y € X.

0 1 2 3 4 X

Fig. 1. Weak Region Equivalence of clock valuations for two clocks.

We will use Z, Z’, and so on to denote the equivalence classes induced by the relation
=, As customary, we call these classes zones, and the set of all the zones we denote by
Z(1XD).

A diagonal real-time interpreted system is defined as follows.

Definition 4 (Diagonal real-time interpreted system). Consider m diagonal timed
automata and their parallel composition. A diagonal real-time interpreted system (or a
model) is a tuple M = (X UR,Q, qo, =, ~1 s ~m V) such that

-2 UR, Q, qo, —, and ‘V are defined as in Definition 2, and



— for each agent i, ~; C Q X Q is a relation defined by: (I,v) ~; (I',v") iff [;}((l,v)) =
L((',v)) and v = V', where l; : Qv L; is a function returning the location of agent
i from a global state.

As in [7] we consider two (global) states to be epistemically indistinguishable for
agent i if its local state (i.e., its location) is the same in the two global states. Addi-
tionally we assume the agents’ clocks to be globally visible, although only privately
resettable. For two states to be indistinguishable we further assume the clocks of the
states belong to the same zone, i.e., the agents are aware of their own clocks’ discreti-
sations. This is not dissimilar from [17].

3 TECTLK

In this section we introduce TECTLK a logic for knowledge and real time. While the
logic is the same as the one described in [17], satisfaction is here defined on diagonal
real-time interpreted systems.

Syntax. Let PV be a set of propositional variables containing the symbol T, AG a
set of m agents, and / an interval in IR with integer bounds of the form [n,n’], [n,n’),
(n,n’], (n,n’), (n,), and [n, ), for n,n’ € N. For p € PV, i € AG, and I' C AG, the
set of TECTLK formulas is defined by the following grammar:

e=ploApleVelE@Up) | E@Rp) | Kig|Dre | CrolErg

The other temporal modalities are defined as usual: L = =T, EGyp = E(LR;p),

EF,0 ¢ E(TU,¢). Moreover, @ = 8 —a v B. N
Semantics. Let M = (X UR, Q, qo, =, ~1, .. ~m, V) be a model. We define a g-

run p as a sequence of states: gg o qo + 0o 3 q1 9, q1 + 01 3 q2 Rt ..., where g; € O,
o; € 2 and §; € R, for each i € IN, and by f#(qo) we denote the set of all such go-runs.

We say that a state ¢ € Q is reachable if there is a ¢°—run p such that there exists a
state in p equal to g. Finally, in order to give a semantics to TECTLK, we introduce the
notation of a dense path r, corresponding to a run p. A dense path n, corresponding to
p is a mapping from IR to a set of states Q such that n,(r) = g; + 6 for r = 25:06]‘ +0
with i € IN and 0 < 6 < §;. Moreover, we define the following epistemic relations:
~E= Ujer ~i» and ~6= (~E)* (the transitive closure of ~£), and ~2= .y ~;, where
I'cAG.

Definition 5. Let M = X UR, Q, qo, S~y ™~y (T/) be a model such that the set
O contains reachable states only. M, q |= a denotes that « is true at state q in M. The
satisfaction relation |= is defined inductively as follows:

M.qF p iff p e Vi),

M,qE -p iffp &V,

MgqEaVvp iffqEaorqkEp,

M,gEanpB iffqEaandqEp,

M’ q ’: E(QU1ﬂ) Wapefﬂ(q)HrEI[Ms ﬂp(r) ': B and (vr’<r)M’ ”p(r’) |: a];
M, q ': E(aRlﬂ) i]fape‘ﬂq(q)erI[Ms ﬂp(r) ': B or (Hr’<r)M» ”p(r/) ': G,’],
M.qEKia  iff(3q' € O)g ~i ¢ and M.q' [ a),
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M.qEDra  iff Q¢ € Qg ~7 ¢ and M.q' F o),
M.qFEre  iff Q¢ € Qg ~ ¢ and M.q F a),
M,qECra  iff 3¢ € O)g ~f ¢ and M,q' F ).

We say a TECTLK formula ¢ is valid in M (denoted by M [ ¢) iff M, q° k= ¢, i.e.,
@ is true at the initial state of the model M. In the rest of the paper we are concerned
with devising and implementing an automatic model checking algorithm for checking
whether a formula ¢ is valid in a given model M.

4 Bounded Model Checking for TECTLK

Bounded model checking (BMC) is a popular model checking technique for the verifi-
cation of reactive systems [2, 5]. On discrete-time, it is supported by nuSMV [4] and in
its epistemic extension by Verics [11]. Verifying whether a system S satisfies a property
P amounts to checking Mg E ¢p, where My is a model capturing S and ¢p is a prop-
erty representing P. In BMC this check is turned into the propositional satisfiability test
(ultimately performed by ad-hoc highly-efficient SAT solvers) of [Mg] A [¢p], where
[Ms], [¢p] are appropriate Boolean formulas representing a truncated portion of the
model Mg and the modal formula ¢p. We refer to [12] for a description of the technique
for the case of discrete-time epistemic properties.

To define a BMC method for diagonal real-time interpreted systems, we adapt the
BMC technique for TECTLK and non-diagonal automata presented in [17]. We first
translate the BMC problem from TECTLK into the BMC problem for ECTLK,, (a dis-
cretised version), and then we define BMC for ECTLK,,.

4.1 Translation from TECTLK to ECTLK,

When dealing with real-time it is customary to discretise the state space. We use the
scheme introduced in [19], which we shortly describe. Let Q be a set of rational num-
bers. For every m € IN, we define D,, ={d € Q | (GkeN)d-2" =k},E, ={ecQ |
(Tk € N) e - 2™ = k and e > 0}, and we choose D = |J;,_, D, as the set of discretised
clock’s values, and E = |,._, E, as the set of labels.

Definition 6 (Discretised model). Let A = (X, L,I°, X, I,R,V) be a diagonal timed
automaton resulting from the parallel composition of m diagonal timed automata (agents).
A discretised model for A is a tuple M; = (XUE, S, 0, >y, ~‘11, e, ~§1, V), where S =
Lx DX is a set of states, §9 = (10, 00) is the initial state, ~§1 C S XS is an relation defined
by (I,v) ~fl ) iff L1, v) = L, v)) and v = V', for each agent i, (T/d 1§ 2PV
is a valuation function defined by (T/d((l, v)) = V), and -, S X Q UE)X S isa
time/action transition relation defined by:
— Time transition: for any 6 € E, (I,v) i)d (Lv+90)iff (L,v) i> (l,v+9) in G(A) and
Vo <O)v+d6 =vorv+8 =v+96,
— Action transition: for any o € X, (I,v) id ', v") iff A5)(A”) such that (1,v) —6>d
(Lv") and (I,v") 5 ", v) in G(A).



The general idea of the translation is the same as the one in [17], but obviously
given the different capabilities there are differences. In particular, the discretised model
used here is infinite; so while the procedure in [17] is sound and complete, the one here
is only sound’.

Specifically, given a multi-agent system modelled by a network of diagonal timed
automata A; = (2, Li,l?,X;,Ii,R[, V;) and a TECTLK formula ¢, we extend each
automaton A; by a new clock y, an action o, and transitions to obtain a new automaton
ﬂf = (2;U{oy,} L, l?,Xl.’,I,-,Rl'.,(V,-) with X! = X;U{y} and R} = R;U{(l, o, true, {y}, D) |
I € L}. The clock y corresponds to all the timing intervals appearing in ¢, and special
transitions are used to reset the new clock. We then construct the discretised model for
the parallel composition of ﬂ‘f, denoted by A, and augment its valuation function with
the set of propositional variables containing a new proposition p,¢; for every interval /
appearing in ¢, and a new proposition p;, representing that a state s is boundary, i.e., the
fractional part of the clock’s valuation in s is zero. Finally, we translate the TECTLK
formula ¢ into an ECTLK,, formula ¢y = cr(¢) such that model checking of ¢ over the
model for the parallel composition of A; can be reduced to the model checking of
over the discretised model for A,.

Before we define the final part of the above construction, we will first introduce the
syntax and semantics for ECTLK,.

Let p € PV' = PV U{py} U{pyes | I is an interval in ¢}. Then, the set of ECTLK,
formulae is defined by the following grammar:

a=pl|l-planalaVal|E(aUa)|E, (aRa) Iiialﬁralaralﬁra
ECTLK, is interpreted over the discretised model M, for A,.

Definition 7 (Satisfaction for ECTLK,). Let a, B be formulae of ECTLK,, My =

(ZUE,S,s% -, ~‘11, ey ~f1,(T/d) a discretised model for A, —x denotes the part
of =4, where transitions are labelled with elements of X U E, and —, denotes the
transitions that reset the clock y. A path win M, is a sequence (so, 1, .. .) of States such
that s; —# siv1 for each i € IN, and I1(s) denotes the set of all the paths starting at s in

M. The satisfaction relation = is defined inductively as follows:

Ma,s &= p iffp € Vals),

Mgy, s —p iffp & Va(s),

My, sEaVvp iffMg,sEa or My,s EpB,

My, sEaANB  iffMg,sEa and My, s E B,

My, s E E (aUpB)iff (As” € S)(s —, s" and (Am € T1(s"))(dm > 0)

[Ma,n(m) | B and (Vj < m) Mq,n(j) E al),

Mg, s E Ey(aRp) iff As" € S)(s —, " and Ar € II(s"))(¥m = 0)
_ (Mg, n(m) = B or (3] <m) My, n(j) E al),

My, s = Kia iff Anen0)Ajz0(Ma, 7(j) E a and s ~; n())),

My, s EDra iff Juenz0ydjz0(Ma, 7(j) £ @ and s ~P 7())),

! Note though that because of the complexity in the SAT translation and satisfiability checks,

BMC is never complete in practice when the system is sufficiently complex, so this is not a
real concern.



My s EEre  iff B ppo(Ma, () F @ and s ~F 7(j),
My, s ECra  iff Aren03j20(My, 7(j) E e and s ~& ().

Definition 8 (Validity). An ECTLK,, formula ¢ is valid in My (denoted My & ¢) iff
My, s° = @, i.e., @ is true at the initial state of M.

We can now translate inductively a TECTLK formula ¢ into the ECTLK, formula
cr(¢y). The translation is defined inductively as follows:
e cr(p) = p for p € PV,

e cr(=p) = —cr(p) for p € PV’,

o cr(a Vv p) =cr(a)V cr(B),

o cr(a A B) = cr(a) A cr(B),

o cr(E(@UB)) = E,(cr(@U(Ccr(B) A pyer A (py V cr(@)))),

o cI(E(aR;B) = E,(ct(@R(~pye;, V (c1(B) A (py V cr{@))))
. cr(Ka) = Kicr(a),

. cr(ﬁ,—a) = ﬁpcr(a/),

. cr(Epa/) = Epcr(a),

e cr(Cra) = Crer(a).

4.2 Correctness of the translation from TECTLK to ECTLK,

In the section we will show that validity of a TECTLK formula ¢ over the model for
A=, LIO,X,T,RYV)is equivalent to the validity of cr(¢) over the discretised model
for A, with the extended valuation function.

We begin by proving the fact that states belonging to the same region, i.e., to the
pair (I,Z) with [ € L and Z € Z(|X]), satisfies the same set of TECTLK formulae. To do
this, we will first prove Lemmas 2-5.

Lemma 2. Let X be a set of clocks, and u,v € R¥ be clock valuations such that u = v.
For any clock constraint cc € C(X), u € [cc] iff v € [cc]l.

Proof  Straightforward induction on clock constraints. O

Lemma 3. Let u, v be clock valuations such that u = v. For every 6 € R there exists
0 € Rsuchthatu+dé=v+¢.

Proof We omit the proof as it is analogous to the proof of the Lemma 4.3 of [18] O

Further, we extend the equivalence relation = to an equivalence relation over the
set of states of the model M = (X2 UR, Q, qo, =, ~1, .5 ~m, V). Namely, for any (/, u)
and (',;u’)in Q, (lLu) = (I',u’) iff ] = " and u = u’. Then, we can prove the following
lemmas.

Lemma 4. Let o € 2, and let q1, q» be states such that q, = q». Then, for each state g3
such that q, 5 q3, there exists a state q4 such that q; RN g4 and g3 = qg.



Proof Straightforward, by using Lemma 2. 0O
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Lemma 5. Let qo, q; be two states such that qo = q;. Moreover, let p be a run qo 5
(ox) (51

o
go + 60 = q1 — q1 + 6, 7 9 3 ... of M. There exists a run p’ such that n,(0) = gy,
and for every r € R, m,(r) = my (1))

Proof Straightforward, by using Lemmas 3 and4. O

We can now prove the lemma showing that states belonging to the same region
satisfies the same set of TECTLK formulae.

Lemma 6. Let M be a model, ¢ a TECTLK formula, and g = (l,u) and q' = (I,v)
states of M such that u = v. Then, M, (l,u) E ¢ iff M,(l,v) E ¢

Proof [Induction on the length of TECTLK formulae]

It is easy to see that the thesis holds for all the propositional variables and for all the
negations of propositional variables. If ¢ is of the form a V 8 or @ A B, then the proof
of the thesis is straightforward. If ¢ is of the form Kioz, Broz, Era', and Era/, then the
proof of the thesis follows directly from Definition 5 and the definition of the relations
~i, ~2, ~€, and ~F respectively.

It remains to prove that the thesis holds for formulas of the form E(aU;8), and
E(aR,B).

Consider a formula of the form E(eU;B) and suppose that M,q E E(aU;B). By
Definition 5 we have that for some run p € f#(qg) there exists r € I such that

M,7,(r) EB and (V7' <r) M,7,(r') E @

By Lemma 5 there exists a run p’ € fiz(q’) such that for every r € R, m,(r) = 7y (7).
Thus, by the induction hypotheses M, 7,/ (r) E 8 and (Vr' <r) M,n, (") E . Hence it
follows that M, ¢' E E(aU,;B).

The proof of the case E(aR;f) is analogous. O

Lemma 7 ([19]). For every state (I,v) in M with v € RX there exists at least one state
(L, u) in My with u € DX such that u = v.

The following two lemmas guarantee that for each run in M we can construct an
equivalent run (path) in M,.

Lemma 8 ([19]). Let v € RX be a clock valuation, § € R, and m € N. Then for each
u e Dﬁ such that u = v there exists 8’ € E,,.1 such that v+ 6 = u + ¢6’. Moreover,
u+d6 eDX .

We are now ready to show that validity of the TECTLK formula ¢ over the model
for A is equivalent to the validity of cr(¢) over the discretised model for A, with the
extended valuation function.



Lemma 9. Let ¢ be a TECTLK formula, M a model, and M, the discretised version of

M. Further, let (I,v)| X = (I,vX). For any state g = (I,v) € Q there exists s = (Lv') € §
such that (I,v")|X = (l,v) and M, q = ¢ iff My, s E cr(e).

Proof [Induction on the length of formulae]

(“Left-to-right”) It is obvious that the thesis holds for all the propositional variables and
their negations. Next, assume that the hypothesis holds for all the proper sub-formulae
of ¢. If p is equal to either @ A B or @ V (3, then it is easy to check that the lemma holds.
Consider ¢ to be of the following forms:

e ¢ = E(aU,B). By Definition 5, we have that M, g | E(aU,B) if
(Ap € fal@)@r € DIM,m,(r) E B and (Vr' < r) M,7,(r') E a] (D

By the definition of run we have that p must be of the following form:

S o S oy 9
(lo, v0) = (I, v0) + 8o = (L1, v1) = (L, 01) + 61 = (L, v2) = ... ()

where_(lo,vo) = ¢q, 0; € Ry, for all i > 0. Since p is progressive, we have that
r= le_:l() 0; + 0 for some 0 < 0 < §; and i > 0. Consider the following “augmented
run” p*:

Uouvl) S (Uoutt) +60 2 (o) S (o) +61 S (o) 3., ()

where (Vi > 0)(Yx € X"\ {y}) vj(x) = v;(x), and vj(y) = 0 and (Yi > 0), vi(y) =
ij;}) 0. p" isarun of A, (i.e., arun of the model for A,). Further, since the clock y
cannot be reset along p*, it is easy to observe that r = v} (y) + 6 for some 0 < 6 < §;

and i > 0, which implies that p,e; € V(7 ().
By lemma 8 and lemma 4 we have that there exists run p’

% T 6" , y 91 ’ %
(o, vf) = (Lo, vp) + 8 = (h,v) = (1, 0]) + 67 = (I, v5) = ... )

equivalent to p* such that for each i > 0, v = v}, v} + 0] = v} + 0;, and (/;,v}) and
(l;,v}) +0; are states in M. This implies that for 7 = Zi,;}) 0. +0¢", where 0 < 6" < ¢
and ¢’ € E, we have n,-(r) = m,(7'). Further, by Lemma 6 and (1) we have that
Dyet € V(y (r)), M,my(r') E Sand V¢ <7') M,y (r") E a.

Take now the following path 7:

(Lo, 0)), (o, 0) + &g . (o, U) + &0, (11,0}, )
UL V) + 8, (1,0 + 87 (b)),

1 i
Gict V) + 8 iy Ui, ) + 677 (L)),

(lis U;) + 6/1'1, e (li’ U:) + 6,?6/ sy (lis U:) + 6/?’ (li+19 Ul/‘+])a e
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with 57 = 3% 6], 8" € (0,1), and for all j € {0,...,n; — 1} cither (I;, v} + &}) =
/+1 6”

(v, + 8Ty or (v, +6) "= 'y Uiyu) + 7, and n(k) = 7, (1) for

i—1 /
k= 10”1’ 60 =0
Z]:()nj+n5/,5’ >0

By the construction of the path 7, we have that r is a valid path of My and p,¢; €
(T/d(ﬂ'(k)) (note that p,; € (T/(np/(r’))). Now consider two cases: 7,(r’) is boundary
and 7, (7) is not.
Let first assume that 7, (+') is boundary Then, by the definition of the valuation
function (Vd we have that p;, € (Vd(n(k)) Further, since (1) holds, by the induction
assumption, the construction of 7 and Lemma 6, we have that M,, n(k) E cr(B)
and My, n(j) E cr(a) for all j < k. We have to now show that there exists state
s € § such that s —, 7(0). It is enough to take s = (ly,v") such that v | X = v | X.
Therefore, by the definition of the satisfaction relation for ECTLK, formulae, we
conclude that My, s = cr(p).
Assume now that 7, (#’) is not boundary. Since interval [ is of the form [a, b],
[a, b), (a,b], (a,b), [a, ), or (a, o) for a, b € IN, we have that there exists r”’ < r’
such that 7,y (r"”) = 7, (r'). Further, since (1) holds, by Lemma 6 we have that
M,n,(r') F a. Further, by the induction assumption and the construction of 7 we
have that My, n(k) = cr(B8) and My, n(j) E cr(a) for all j < k. We have to now show
that there exists state s € S such that s —, 7(0). It is enough to take s = (lo,v")
such that v' | X = vE) | X. Therefore, by the definition of the satisfaction relation for
ECTLK, formulae, we conclude that My, s | cr(y).

¢ ¢ = E(aRp). The proof is similar to the above case.

e ¢ = K. By Definition 5, we have that M, q K iff

(g € O)g ~i ¢ and M.q' [ @) (6)

Let s = (I,v") € S be a state such that 5’| X = ¢’. By Lemma 6 and (6) we have that
M, s'|X | a. Thus, by induction we have that

My, s E cr(a) @)

Now, let s = (I,v) € S be a state such that s| X = ¢ and v(y) = v'(y). It is easy to
see that s ~; s’. Thus by Definition 7, the definition of cr, and (7) we have that
My, skE cr(K ).

e ¢ = Dya. The proof is similar to the case for K.

e ¢ = Era. The proof is similar to the case for K;.

e ¢ = Cra. The proof is similar to the case for K;.

(“Right-to-left”) It is obvious that the thesis holds for all the propositional vari-
ables and their negations. Next, assume that the hypothesis holds for all the proper
sub-formulae of ¢. If ¢ is equal to either @ A 8 or @ V 3, then it is easy to check that the
lemma holds. Consider ¢ to be of the following forms:

11



e ¢ = cr(E(aUiB)). Let g = (l,v) €e Qand s = ([,v') € S and (/,v') | X = (I,v). Let
assume that My, s F E,(cr(a)U(cr(B) A pyer, A (pp V cr(a@)))). By the definition of
the satisfaction relation for ECTLK, formulae, we have that

3s" € S)(s =, s" and (Ar € [1(s"))(dm > 0) ®)
(Mg, n(m) k= (cr(B) A pyer A (pp V cr(a)))and (Y j < m) Mg, n(j)  cr(e)])

Observe that 7 is of the following form:

(Lo, v)). (Lo, V) + &g - . (Lo, ) + &', (11,01, )
V) + 01 (o) + 8 (b h),

1 i
(ll‘,l,Ul{_l) + 6,[719 cee 3(157190;‘_1) + 6’” ' (ll"vl,')’ e

i-1°

(ll" U;) + 6/,‘1, ey (li, U:) + 6’?’5/ PRI (ll" U;) + 6/?i’ (li+13 v;+l)’ oo

such that 6/ € (0, 1), for all j € {0, ..., n; — 1} either (I, v} + &')) = (I;, v} +&"/*") or
A ] . .

Unoj 6D = Ut + 87, o) = 0, (i > 0), 0 (y) = Sh 50 &,

Consider the following “augmented” run p’:

’

[ oo 4 eal %
(lo, vp) = (lo, vp) + 6y = (L, vp) = (L,v)) + 6y = (b, ) = ... (10)

where 0] = Z;‘zo 6’{ for i > 0. Next, take the following run p:

& fog [ o A
(lo, v0) = (I, v0) + & = (L1, v1) = (1, 01) + 6} = (L) = ... (11)

where forall i > 0, v; = v} | X, and associate with p a dense path 7, : R — Q such
that 7,(r) = (l;,v7) + 6,0 <5 < &), and r = 32 & + 6.

Moreover, assume that (m) = m,(r,,) for some r,, = Z;}) & +6and0 <6 <.
Since (8) holds, by the construction of the run p, the inductive assumption, and
Lemma 6 we have that

M’ ﬂ'p(rm) IZIB A Pyel A (Pb 4 a) (12)
and for all v < 7,y with 7,(r;—1) = 7(m — 1)
M,7,(r") E « (13)

Since (12) holds, we have that p,¢; € ;l}(np(rm)). This implies that r,, € I. So, to

conclude that M,q E E(aU;B), it remains to show that for all r,,-; < "’ < ry,

M,n,(r") E a holds.

Consider the following two cases:

— Let M, n,(r,,) E . Then, by the construction of the run p, we have that for all

Fm—1 < " < 1y either m, (1) = m,(r'") of m,(ry—1) = m,(r"). Since M, 7y (r)
a and Condition (13) and Lemma 6 hold, we have that for all r,,_; < 1"’ < ry,
M,n,(r") E a.
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— Let M, n,(r,n) E pp- Then, by the construction of the run p, we have that for all
Fme1 < 17" < ¥y, mo(rne1) = mp(r”"). Since Condition (13) and Lemma 6 hold,
we have that for all r,,,_; < 7" <7y, M,n,(r"") E a.
Therefore, we conclude that M, g = E(aU;p).
o ¢ = cr(E(aR;B)). The proof is similar to the EU; case.
° o= cr(K;@). Let g=(U,v)eQands = (,vV) e S and (,v')|X = (I,v). Let assume
that My, s E cr(Ka). By the definition of the satisfaction relation for ECTLK,
formulae, we have that

Ar € 1I(s°))3j = 0)(My, 7(j) E cr(@) and s ~¢ (), (14)

By induction we have that M, n(j)| X F a. Since s ~l‘.’ n(j), we have that s|X ~;
n(j) | X. Next, since s | X = ¢, we have that s | X ~; g. Therefore, we have that
q ~; n(j)|X. Thus, we conclude that M, g = K,-a/.

e The cases for ¢ = cr(Bpa), @ = cr(Epa/), and ¢ = cr(apa) can be proven similarly
to the case K-.

4.3 ECTLK, Bounded Model Checking

All the known BMC techniques are based on so called k—bounded semantics. In particu-
lar, BMC for ECTLK, is based on the k—bounded semantics for ECTLK, the definition
of which we present below.

Bounded Se}}lantics We start with some auxiliary notions. Let M; = (X UE, S, 0,5y,
~4 . ~4,V,) be a discretised model, and k € IN, a bound. As before, we denote by
— a4 the part of —4, where transitions are labelled with elements of X' U E, and by —,
the transitions that reset the clock y. A k—path 7 in M, is a finite sequence of states
(80, - .., S¢) such that s; =4 5,4 for each 0 < i < k, and I1;(s) denotes the set of all the
k-paths starting at s in M. A k-model for M, is a structure My = (JUE., S, s°, Py, P, ~‘11
,...,~i,(T/d), where Py = (Jes IIk(s) and P, = {(s,5") | s =, s" and s, 5" € S}.

The satisfaction of the temporal operator E,R on a k-path in the bounded case de-
pends on whether or not r represents a loop. To indicate k-paths that can simulate loops,
we define a function loop : Py + 2N by loop(r) = {i | 0 < i < k and n(k) — 5 7(i)}.

We can now define a bounded semantics for ECTLK,, formulae. Let k € IN,, M, be
a discretised model, M, its k-model, and a, 8 ECTLK,, formulae. Further, let My, s E o
denote that « is true at the state s of M. The (bounded) satisfaction relation | is defined
as follows:

M sEp iff p € Va(s),

My, s E —p iff p & Va(s),

My, sEavp it Mi,sEaor My, s =B,

My, sEaAnB it My, s Eaand My, s E S,

My, s E Kia i (Arerr(0))(Fo<j<t)(Mi, n(j) E @ and s ~; 7(j)),
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My s EDra iff (Jrepi0)Gosja) My 7(j) F @ and s ~P 7i(j),

MisEEra iff Gre0)Qosjs) My 7(j) F @ and s ~F 7())),

My, sk Cra iff (Gre)Gosjs)(Mi, 7(j) F @ and s ~ 7)),

My, s E E,(aUpB) iff (As” € S)((s,5") € P, and (A € ITi(s")(To<j<k)
(M, 7(j) = Band (Vosic)) My, 7(0) [ @),

My, s E Ey(aRp) iff (As” € S)((s,s") € P, and (Ar € ITi(s")[(Jo<j<k)
(Mg, 7(j) £ @ and (Yo<i) )My, 7(0) F B) o
(Yosj<) (Mg, 7(j) [ B and loop(r) # 0))).

Definition 9. An ECTLK,, formula ¢ is valid in a k-model My (denoted My =i @) iff
M, s E @, L.e., @ is true at the initial state of the k-model M.

We can now describe how the model checking problem (M, | ¢) can be reduced to
the bounded model checking problem (M, ;. ¢).

Theorem 1. Letk € IN,, M; be a discretised model, My its k-model, and ¢ an ECTLK,,
formula. For any s in My, My, s |= ¢ implies My, s = ¢.
Proof By straightforward induction on the length of ¢. O

Note that both the discretised model and its k-model are infinite. So, to perform
bounded model checking we have to consider a finite submodels of a k-model such that
an ECTLK,, formula ¢ holds in M, if and only if ¢ holds in a finite submodel of M.

Definition 10. A s-submodel of k-model My = (X U E, S, s°, Py, P,,~9, o~ Ay s
a tuple M'(s) = (X UE,S’,s, P;(,P:j,~’1,...,~,’n,(V;), such that P,’( CP,S ={re
S| @r e PY(Ei < kni) = r}U{s}, P, € P,N (S’ XS’), ~lf=~;.i NS’ x S’ for each

ie(l,...,m), and V=V, | S".

The bounded semantics for ECTLK,, over a submodel M’(s) is defined as for M.
Moreover, the following theorem holds.

We will now introduce a definition of a function f; that gives a bound on the number
of k-paths in the submodel M’(s), and a function f , that gives a bound on the number
of elements of the set P, in the submodel M’(s). We will show later that these bound
guarantee that the validity of ¢ in M’(s) is equivalent to the validity of ¢ in M}. The
function f; : ECTLK, — IN is defined by:

* fi(p) = fi(-p) = 0, where p € PV,

* fila v B) = max{fi(a), fi(B)},

o fila AB) = fila) + fi(B),

¢ fu(Ey(aUp)) = k- fia) + fi(B) + 1,

o fiEy(aRp)) = (k+ 1) fi(B) + fila) + 1,
o fiYa) = fa) + 1, for Y € {K;, Dr, Er),
¢ fi(Cra) = fil@) + k.

The function f;, : ECTLK, — IN is defined by:

® fiy(P) = fiy(=p) = 0, where p € PV,
o fis@Vp) = maxife,(@). fiyB).
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o fiyl@AB) = fiy(@)+ fi,(B),

o fiy(Ey(@UP)) = k- fiy (@) + fiy(B) + 1,

o Fiu(E(@RB) = (k* 1) iy (B) + fiyle) + 1.
o fi,(Ya) = fi,(@),forY € {K;,Dr,Er,Cr}.

Lemma 10. Let M’(s) and M" (s) be two submodels of My with P, C P}/, P, C P/, and
W an ECTLK,, formula. If M'(s) ¢ b, then M"' () ¢ .

Proof By straightforward induction on the length of . O

Lemma 11. My, s & ¢ iff there is a submodel M'(s) of My with |P/| < fi(y) and
IPy| < fiy(W) such that M'(s), s E .

Proof The ’right-to-left” implication is straightforward. To prove ’left-to-right” impli-
cation, we will use induction on the length of .

The ’left-to-right’ implication follows directly for the propositional variables and
their negations. Assume that the hypothesis holds for all the proper sub-formulae of i,
and consider the following cases:

o lety = aVpBand My,s = a Vv B. By the definition of the bounded semantics
we have that My, s E @ or My, s | 8. Hence, by induction we have that there is a
submodel M'(s) of My such that M’(s), s F a and |P}| < fi(@) and [P)| < fi,(a@)
, or there is a submodel M"”(s) of M such that M"(s),s E B and |P/| < fi(B)
and |P]/| < fiy(B). Now, consider a submodel M"'(s) of My such that P} = P
and P = P, if M'(s),s E @, P;” = P and P;” = P, otherwise. Thus, |[P}’| <
max{ fi(@), fi(@} and |P)’| < max{fi (@), fiy,(B)}. It is obvious that M"’(s), s E «
or M"'(s), s E B. Therefore, by the definition of the bounded semantics we have
that M"”(s),s E a V B.

o Lety = aAfand My, s E aAB. By the definition of the bounded semantics we have
that M, s E @ and My, s = 8. Hence, by induction we have that there is a submodel
M’ (s) of My such that M'(s), s E @ and |P;| < fi(@) and |P)| < fi (@), and there is a
submodel M”(s) of My such that M"(s), s | g and |P]/| < fi(B) and |P}/| < fiy(B).
Now, consider the submodel M"’(s) of M such that P = P, U P}/ and P =
P, U P/ Itis easy to observe that |P)”| < fi(@) + fi(B) and |P)’| < fi (@) + fiy(B).
So, by Lemma 10, we have that M"’(s), s = @ and M"”(s), s £ 8. Therefore, by the
definition of the bounded semantics we have that M""'(s), s E a A B.

e Lety = E, (aUpB) and My, s = E,(aUpB). By the definition of the bounded semantics,
there is a state s” € S such that (s, s") € P, and there is a k—path 7 € I1;(s") such
that

(30 < m < k) (M, n(m) E B and (VO < i < m)My, n(i) E @) (15)

Hence, by the inductive assumption, for all i such that 0 < i < m there are submod-
els M'(n(i)) of My with |P}| < fi(@) and |P}| < fi, () and

M (n(i)), n(i) E a (16)
and there is a submodel M™ (r(m)) of My with |P]’| < fi(B) and |P| < fi,(B) and
M"(n(m)), n(m) E B (I7)
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Consider a submodel M’(s) of My such that P}, = U}, P} U {x} and P, = 7, P}, U
{(s, s")}. Thus, by the construction of M’(s), we have that (s,s’) € P’y and 7 €
P,.. Therefore, since conditions (15), (16), and (17) hold, by the definition of the
bounded semantics, we have that M’, s | E,(aUp) and |P}| < k- fi(a) + fi(B) + 1
and |P)| < k- fiy(@) + fiy(B) + 1.

Lety = E,(aRp) and My, s = E,(aRB). By the definition of the bounded semantics,
there is a state s’ € S such that (s, s") € P, and there is a k—path 7 € I1i(s") such
that

A0 < j < k)M, n(j) E aand (VO < i < j)My, n(i) E B) or (18)
(YO < j < k) (Mg, n(j) E B and loop(r) # 0) (19)

Let us consider the two cases. First, assume that condition (18) holds. Then, by the
inductive assumption, for all i such that 0 < i < j there are submodels M'(n(i)) of
M with |P;| < fi(B) and |P,| < fi,(B) and

M'(n(i)), n(i) E B (20)
and there is a submodel M" (n(m)) of My with |P,| < fi(@) and |P,| < fi,(@) and

M (x(m)), n(m) E « (21)

Consider the submodel M’(s) of M, such that P, = {=0 Pj{ U P; U {m} and P; =
{=o P; U P{j’ U {(s, s)}. Thus, by the construction of M’(s), we have that (s, s") €

P’y and m € P). Therefore, since the conditions (18), (20) and (21) hold, by the

definition of the bounded semantics we have that M’(s), s E E,(aRp) and |P}| <

(k+ 1) fiB) + file) + 1 and [Py < (k+ 1) - fiy(B) + fiy(@) + 1.

Assume now that condition (19) holds. Then, by the inductive assumption, for all

j such that 0 < j < k there are submodels M/(n(j)) of M, with |P£| < fi(B) and

|P)| < fi,(B) and
(M (z(j)), n(j) E B) (22)

Consider the submodel M’(s) of M such that P, = U§:0 PiU{ﬂ'} and P = f:o P;U
{(s, s")}. Thus, by the construction of M’(s), we have that (s, s") € P’y and 7 € P,.
Therefore, since conditions (18) and (22) hold, by the definition of the bounded
semantics we have that M’(s), s | E,(aRB) and |P| < (k+1) - fi(B) + fi(a) + 1 and
Pl < (k+ 1)+ fiy(B) + fiy(@) + 1.

Lety = K, and My, s E Kia. By the definition of the bounded semantics, we have
that there exists 7 € IT,(s°) such that

(30 < j < k)(s ~i n(j) and 7()) F @) (23)

By the inductive assumption there is a submodel M’(x(j)) of M; with |P;| < fi(a)
and IP;II < fiy(@) such that M’ (n(j)), 7(j) F . Consider a submodel M" (s) of My
such that P/ = P; U {r} and P/ = P,. Since 7 € P/, s € §”, and condition (23)
holds, by the construction of M"(s) and the definition of the bounded semantics,

we have that M”, s £ K, and IP{1 < fil@) + 1 and |P]| < fiy(@).
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o Lety = Epa and My, s E E—a. By the definition of the bounded semantics, we
have that there exists 7 € ITi(s°) such that

(30 < j < (Mg, 7(j) F @ and s ~7 71(j)) (24)

By the inductive assumption there is a submodel M’(n()) of M with |P;| < fi(a)
and |P)| < fiy(a) such that M’ (n(j)), n(j) F «a. Consider a submodel M”(s) of My
such that P;(' = P;( U {n} and P;’ = P;. Since € P;{’, s € §”, and condition (24)
holds, by the construction of M"(s) and the definition of the bounded semantics,
we have that M”(s), s E Era and IP{1 < fil@) + 1 and |P]| < ficy(@).
o Lety = ﬁpa and My, s E 5pa. This case can be proven similarly to the two above.
o Lety = Era and My, s E E,—cx. Below, we only prove that fk(arcy) = fila) +kis
a sufficient number of paths in a submodel M’(s) validating ¢ and that fk,y(apa) =
Jiy(@). The actual construction of M’(s) can be given similarly to the case = Kia
andy = a V.
Note that Cra = Vi (Er)'a, il D' @) = fiBra) = fi@)+1,and fi,(Ep)'e) =
fiy(Era) = fi (). It is easy to show, by induction on i, that fi(Er)a@) = fi(a) + i
and fk,y((lir)"a/) = fk,y(a)_,fori e{l,.. ._,k}. Therefore, fi(¥) = fi(\V1<i<x(EBr)ia) =
max{fi((Ep)' @), ..., f(Erfa) = fi(Epfa) = fi(a) + k and _
Jew@) = fiy(V1<iaeEr)@) = max{ fe,(Bp)'@),. .., fi,(Er)‘@)} = fi,(Er)a) =
fk,y(a')~

O

From Lemma 11 we can now derive the following.

Corollary 1. My,s" E v iff there is a submodel M'(s°) of My with |P}| < fi(¥) and
IP,| < fiy(W) such that M'(s°), s° E .

Proof It follows from the definition of bounded semantics and Lemma 11, by using
s=s5% o

Theorem 2. Let M, be a discretised model, and  an ECTLK,, formula. If there exist
k € IN, and s°-submodel M'(s°) of k-model My with P, < fi(¥) and IP;,yI < SiyW)

such that M'(s°) e ¢, then My k= .
Proof Follows from Theorem 1 and Lemma 11. O

Having defined the bounded semantics, we can easily translate the model checking
problem for ECTLK, to the problem of satisfiability of a Boolean formula that encodes
all the discretised model for an ECTLK,, formula under consideration and an appropri-
ate fragments of the considered discretised models. The translation is presented in the
next section.
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4.4 Translation to Boolean formulae

The main idea of BMC for ECTLK,, consists in translating the model checking problem
for ECTLK,, into the satisfiability problem of a propositional formula. Namely, given an
ECTLK, formula i, a discretised model My, and a bound k € IN,, this proposition for-

mula, denoted by [M, Y], if of the form: [Mf’xo] « A1y, . The first conjunct represents
possible s°—submodels of M, that consist of f;(¢) k—paths of M,, whereas the second
conjunct encodes a number of constraints that must hold on these submodels for ¢ to be
satisfied. Once this translation is defined, checking satisfiability of an ECTLK,, formula
can be done by means of a SAT-checker. In order to define [M,, Y], we proceed as
follows.

Let us assume that each state s of the discretised model M, is encoded by a bit-
vector whose length, say b, depends on the number of locations, the number of clocks,
and the bound k € IN,. So, each state s of M; can be represented by a vector w =
(w[1],...,w[b]) (called global state variable), where each w[i], fori = 1,...,b, is a
propositional variable (called state variable). Notice that we distinguish between states
s encoded as sequences of 0’s and 1’s and their representations in terms of proposi-
tional variables w[i]. A finite sequence (wy, ..., wy) of global state variables is called a
symbolic k-path. In general, we need to consider not just one but a number of symbolic
k-paths. This number depends on the formula i under investigation, and it is returned as
the value f; (i) of the function f;. The j-th symbolic k-path is denoted by wy j, . .., wy j,
where w; ; are global state variables for 1 < j < fi(¥), 0 < i < k. For two global state
variables w, w’, we define the following propositional formulae:

I;(w) is a formula over w, which is true for a valuation s, of w iff s, = s.

p(w) is a formula over w, which is true for a valuation s, of w iff p € V,(s,), where
p PV,

H;(w,w") is a formula over two global state variables w = (I, ), w’ = (', v"), which
is true for valuations s; of [, sy of U, s, of v, and s, of v iff [;(s;) = Li(sy) and
sy = sy (encodes equivalence of local states of agent 7).

R(w,w") is a formula over w, w’, which is true for two valuations s,, of w and s,, of
w’ iff s, =4 s, (encodes the non-resetting transition relation of M),

Ry(w,w") is a formula over w, w’, which is true for two valuations s, of w and s,
of w’ iff 5, —, 5. (encodes the transitions resetting the clock y).

The propositional formula [M,, ], is defined over state variables wgg, Wy, for
0<m<kand 1 < n < fi(y). We start off with a definition of its first conjunct, i.e.,

[Mj"fo] x» Which constrains the f; (i) symbolic k-paths to be valid k-path of Mj. Namely,

. Ji@) k=1
My T = Lowo) A J\ [\ Rns Wni1.)

n=1 m=0

The second conjunct, i.e., the formula [y]y, = [l//],EO’O]

lows:

, is inductively defined as fol-
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p][mn] = p(wm,n)a

- ][mn] = _'p(wmn)
a/\ﬁ][mn] — [mn] A [ﬁ][mn]’
@ Vﬁ][m 1) [m n) v [ﬁ][m n]’

E,(aUB)I" o vf“”(R (Wi Wo1) A \/, oIBI A N )
E (aRﬁ)J[’"’” \/W)(R (wmn,wo,M(v, ol A /\ o[ﬁ]”’]
vV ASLIBI A Vg R(wgi wy),

[
[
[
[
[
[

Kol = VED oo A VA (@l A Hi(wpm wi),
Drall™ = VED oo A VAUl A Aser HiWnn wi),
[Eral" = vﬂ(‘”uso(wo,) AVE @V AN e Hi@is w;))),
[Crat™ = Ve, Ep)al™,

Lemma 12. Let M, be discretised model, My its k-model, and y an ECTLK,, formula.

For each state s of My, the following holds: [MZ’S]k A [¥lum, is satisfiable iff there is a
submodel M'(s) of My with |P;| < fi() and |P)| < fi, () such that M'(s), s k= .

Proof (=>) Let [MZ’S]k A [Y]um, be satisfiable. By the definition of the translation, the
propositional formula [],, encodes all the sets of k—paths of size fi() which satisfy
the formula ¢ and all the sets of transitions resetting the clock y of size f;, () . By the
definition of the unfolding of the transition relation, the propositional formula [MY*];
encodes fi() symbolic k-paths to be valid k—paths of M. Hence, there is a set of
k—paths in M, which satisfies the formula r of size smaller or equal to f;(¢), and there
is a set of transitions resetting the clock y of size f;,(¢). Thus, we conclude that there
is a submodel M’(s) of My with |P}| < fi(y) and |P)| < fi,(¢) such that M'(s), s | ¢.

(<=) The proof is by induction on the length of . The lemma follows directly for
the propositional variables and their negations. Consider the following cases:

e Fory = a V B,a A B, or the temporal operators the proof is like in [13].

o Let y = K. If M'(s),s £ K with [P}| < fi(K) and |P;| < fi.,(Kj), then
by the deﬁnition of bounded semantics we have that there is a k—path & such that
7(0) = s%and (37 < k) s ~; n(j)) and M’(s), 7(j) E . Hence, by induction we
obtain that for some j < k the propositional formula [a], (001 [M@™D], is satisfi-
able. Let ii = fi(a) + 1 be the index of a new symbolic k—path which satisfies the
formula 7 (wy ;). Therefore, by the construction above, it follows that the proposi-
tional formula Jo(wo.)) A /o (Il A Hywog, wyir) A (MK, is satisfiable.
Therefore, the following propositional formula is satisfiable:

k
\/ (Is“(wo,i) A \/ ([CY],Ej’i] A H(wo,p, wj,i)) A [ME’Q’S]k)-

1<i<fi(Ki@) J=0

Hence, by the definition of the translation of an ECTLK, formula, the above for-
mula is equal to the propositional formula [K,a],EO’O] A [ME@s],,
o The other proofs are similar.
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Theorem 3. Let My be a discretised model, and y an ECTLK, formula. If there exists
k € N, such that [y, A (MY, is satisfiable, then My E .

Proof Follows from Theorem 2 and Lemma 12. O

5 A real-time alternating bit transmission problem

To exemplify the theoretical concepts of the previous sections we analyse a real-time
version of one of the variants of the alternating bit protocol. In the original formula-
tion [7] two agents attempt to transmit information over an unreliable communication
channel, which they have access to. Sender S starts sending the bit to receiver R. R
is initially silent but as soon as it receives the bit from S, it starts sending acknowl-
edgments back to S. As soon as S receives one of these acknowledgments, it stops
sending the bit, the system is reset and a new bit is sent. Under these conditions it can
be checked automatically [14] that whenever S receives an acknowledgment it then
knows (in the formal epistemic sense) that R knows the value of the bit. Consider now
one of the variants analysed in [9] where R may (erroneously) send acknowledgments
without having received the bit first. Intuitively in this case, given that the protocol of
execution is commonly known in interpreted systems, the property above will no longer
hold; indeed this can also be checked automatically [14].

We extend the scenario above by adding the clock expressions. Assume that each
agent has two possibly faulty communication channels to choose from to send bits
or acknowledgments. In order to optimise the performance of the transmission both
agents concurrently run a channel monitoring service in the background. To this aim
they regularly send each other control bits and keep track of the time elapsed since the
receipt of a control bit from the other party. The agents send the information bit on the
channel that has demonstrated to be in the better working condition, i.e., the one that
has recently been able to transmit the control bit from the other party.

To formalise the above we use a network of diagonal timed automata consisting
of an automaton for S (see Figure 2) and an automaton for R (see Figure 3). S can
be in 11 different local states: Decide (“S selects which bit will be sent”), 0-ctr-bit
and 1-ctr-bit (“S sends a control bit and listens to R’s control bit”), 0-select and 1-
select (“S selects the channel to use to send bit O (1), or he sends a control bit”), 0-
channel-1 and 0-channel-2 (“S sends bit 0 through channel 1 (2)”), 1-channel-1 and
1-channel-2, (“S sends bit 1 through channel 1 (2)”), 0-ack and 1-ack (“S has received
an acknowledgement”). S can perform independently the following actions: 0-bit, 1-bit
(“bit 0 (1) is sent”), scbs-1-fail, scbs-2- fail (“a control bit is sent to a faulty channel 1
(2)”), s-send-fail (“bit 0 or 1 is sent to a faulty channel”), nothing, and next-bit whose
interpretation is obvious. The remaining actions are synchronised with R.

R can be in 10 different local states: wait (“R is listening to the channels”), ctr-
bit (“R sends a control bit, or he sends a faulty acknowledgement”), rO and r1 (“R
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scbs-1-fail scbs-2-fail
x=h,x:=0 x=1,x:=0

scbs-1-fail scbs-2-fail
x=n,x=0 x=1,x:=0

scbs-1-fail

s-send-fail x=1,x:=0

s-send-fail s-send-fail

§-2-fail
1-send-ack

next-bit next-bit

nothing nothing

Fig. 2. An automaton for Sender

has received bit 0 (1)), 0-select and 1-select (“R selects the channel for the ack™), 0-
channel-1, 0-channel-2, 1-channel-1 and 1-channel-2, (“R sends an ack on channel 1
(2).”). R can perform independently the following actions: scbr-1-fail, scbr-2-fail (“a
control bit is sent to a faulty channel 1 (2)”), r-send-fail (“an ack is sent to a faulty
channel”). We refer to Figures 2, 3 for a pictorial representation.

Further, S uses 3 clocks (x, xi, x»,), and R three more (y, y1,y,). Control bits are
sent at regular intervals: #; for channel 1 and #, for channel 2; the clocks x and y are
used for this purpose. Clocks x; and y; measure the time since a control bit has been
received; x; gets reset when S receives a control bit on channel i, likewise for y; for R.
When sending bits (either information bits of acknowledgments) each agent evaluates
the following two clock expressions z; — zp < (f; + 1) and 7z — z; < (#; + 1) for

€ {x,y}. When the former expression is true, channel 1 is chosen, when the latter
is true, channel 2 is chosen. Intuitively the above guarantees that the channel that has
been demonstrated to be alive more recently gets selected. Using the threshold #; + #,
enables an agent not to switch channel unnecessarily often (for instance simply because
they are desynchronised). Note that ease with which the use of a clock difference allows
us to implement real-time channel selection without having a large state space for the
automata in question.

The automata run in parallel and synchronise through the actions: scbs-1, scbs-2,
scbr-1, and scbr-2 (“send a control bit via channel 1 (2)”), 0-send, and 1-send (“send
bit 0 (1)), 0-send-ack, and 1-send-ack (“ send an acknowledgement to bit O (1)”).
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Given the above, one can construct the automaton Aprp that describes the whole
alternating bit protocol running in real time as well as the set of traces generated by it.
In our approach this is done automatically by the bounded model checking implemen-
tation.

Now, assume the following set of propositional variables: PV = {recack, bit0}, and
the following usual interpretation for the proposition variables in PV: V s(0-channel-
1) = Vs(0-channel-2) = Vg(0-ack) = bit0, and Vs(0-ack) = Vs(1-ack) = recack.

scbr-1-fail

scbr-1-fail scbr-2, y
y=t,y:=0

y=t,y:=0

0-send-ack 1-send-ack

1-send-ack

Y1 <y + (i +10)
r-select-1

i<y +(n+n)
r-select-1

a scbr-1,y =1,y :=0
‘l ’ scbr-2,y =tr, y ¢

scbr-1-fail scbr-2-fail scbr-1-fail scbr-2-fail scbr-1-fail scbr-2-fail scbr-1-fail scbr-2-fail
y=ny=0 oy =0 y=nyi=0 oy =0 y=myi=0 oy =0 y=nyi=0 oy =0

1-send-ack
0-send-ack

scbr-2, y=t,y:=0
scbr-1,y =1,y :=0

i
=

scbr-2, y =ty :=0

scbr-1,y =1, y:=0

Fig. 3. An automaton for Receiver

The typical specification properties that one may be interested in checking for the
example above are the following: 1) “forever in the future from ¢, if an ack has been
received by S and the value of the bit is 0, then R knows the bit is equal to 0” and 2)
“forever in the future from ¢#; if an ack has been received by S and the value of the bit
is 0, then S knows that R knows the bit is equal to 0.”

By means of an implementation of the technique above we were able to check that
the properties above are not satisfied (as intuitively is the case given R’s possible be-
haviour). More precisely, we can check that the negations of the properties above are
true, i.e., the following formulas are satisfied on the model for Apgrp:

@1 = EFy, o) (reckack A bit0 A Kg(bit0)), and
@2 = EF, j(reckack A bit0 A KsKz(bit0)).
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To verify satisfaction of ¢, over the model for Aprp, 2 paths of length 11 were
required. To do this we checked satisfaction of a Boolean formula that encoded the
translation of the formula ¢; and an appropriate fragments of the model for Agrp as
described in [10]. The formula in question consists of 125260 variables and 258821
clauses; our implementation needed 19.6 second and 18.7 MB memory to produce it.
Satisfaction itself was checked by MiniSat [6], a mainstream SAT solver, that required
4.0 seconds and 19.9 MB memory to return satisfiable as the answer.

Similarly satisfaction of ¢, required 3 paths of the length 11. The Boolean formula
representing the bounded model checking test consists of 213034 variables and 471494
clauses; our implementation needed 1364.4 second and 31.4 MB memory to produce it.
Given the formula MiniSat needed 320.0 seconds and 81.8 MB memory to return satis-
fiable as the answer; for reference the experiments were performed on an AMD Athlon
XP 1800 (1544 MHz), 768 MB main memory, running Linux with Kernel 2.6.15.

We are not able to compare these results to other tools as we are not aware of
any other implementation available that is capable of a real-time epistemic check for
(diagonal and non-diagonal) automata.

6 Conclusions

Model checking real-time in AI and MAS is still in its infancy. In [17] a first proposal
was made for a bounded model checking algorithm for real-time epistemic properties
based on non-diagonal automata semantics. In this paper we have tried to extend that
work by allowing the expressivity of clock differences. We have proposed a syntax, se-
mantics for the logic, as well as a bounded model checking method, and showed experi-
mental results of a preliminary implementation for a real-time version of the alternating
bit protocol.
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