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Executive Summary

As indicated in the 6WINIT Technical Annex, the purpose of Deliverable 6 is to Design the
Communications Infrastructure that will be adopted by the 6WINIT project. In particular, it
will describe the communications infrastructure that we expect to build for the applications
testbeds at the partner sites all around Europe.

In this document, both the wireless network infrastructure, including terminals, and the services
that will be supported by the network architecture, are specified. Also the requirements of
selected applications are matched with the network architecture. The connections to the other
networks are also studied. In particular, the wireless aspects of the communication networks are
addressed using both from the Wireless LAN/Bluetooth and GPRS/UMTS point of view.

Since the 6WINIT project is focusing on validating applications built over IPv6-based networks
we also address the problems and solutions connected to the co-existence and interoperation
with the IPv4--based networks and applications. Also the security and QoS (Quality of Service)
problems and solutions of the IPv6 based networks are outlined. Thus this Deliverable lays the
groundwork for the architectural considerations that underpin the whole project. Many of these
considerations are then developed further in the later Deliverables. While this leads to a little
duplication between Deliverables, it makes each Deliverable more complete on its own.

The document is organised as follows: in Chapter 2 we describe fully the wireless
communication architecture to be adopted and recommended by the 6WINIT project. In Chapter
3, the terminals to be used in the 6WINIT specified networks are outlined. Chapter 4 gives a
comprehensive description of all of the services offered by the 6WINIT network architecture.
Also in this chapter, the security, QoS and IPv4/v6 interoperability aspect are described in
detail.  In Chapter 5 the requirements imposed by the selected applications are matched with the
network architecture adopted in 6WINIT (including infrastructure, terminals and services).

The main purpose of this document is to define and design the baseline for the whole 6WINIT
network architecture, including network infrastructure, terminals, services and applications.
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1 INTRODUCTION

While this project requires both wireless networks and wired ones, the main focus is on the
wireless portion – and its interface to the wired system. D11 ("Early network infrastructure")
gives details on the networks actually to be used in the project. Here we will discuss
architectural details in general, and many of the components directly associated with the
validating applications built over IPv6-based networks. Since the 6WINIT project is focusing on
building IPv6-based networks we also address the problems and solutions connected to the co-
existence and interoperation with the IPv4-based networks and applications. Also the security
and QoS (Quality of Service) problems and solutions of the IPv6 based networks are outlined.
Thus this Deliverable lays the groundwork for the architectural considerations that underpin the
whole project. Many of these considerations are then developed further in the later Deliverables.
While this leads to a little duplication between Deliverables, it makes each Deliverable more
complete on its own.

The integration of voice and data brings many changes to the wireless network. New types of
network elements are being added, including ATM and Frame Relay and IP routers, and the
number of network elements is increasing. Furthermore as demand for data services grows, it
also means that the network usage and the number of services offered will increase.

The business model for wireless services is also changing. Network operators expect to do more
than simply provide wireless access to communication systems. They will also carry data and
provide part of the content sent across their networks. So the network subscribers will also pay
for the value of that content or for an agreed service (level), rather than for usage time. Price,
coverage, availability of services, and quality of service will all affect a subscriber’s choice of
service provider and access type. In addition to factors that affect traditional voice networks,
such as voice quality, dropped calls, congestion in network, roaming and customer service, there
will be new factors as data speed, bandwidth, jitter and delay that will have an influence on
customer loyalty.

In this environment, the network operators have to offer different wireless access technologies
supporting vertical handover between varied access networks in order to meet the desired
quality of service aspects.

 The continuous growth of mobile users requires that its overall architecture evolve to
accommodate the new technologies that support the growing numbers of users, applications,
appliances, and services. IPv6 is designed to meet these requirements and allow a return to a
global environment where the addressing rules of the network are again transparent to the
applications.

The current IPv4 address space is unable to satisfy the potential huge increase in the number of
users or the geographical needs of the mobility expansion. IPv6 quadruples the number of
network address bits from 32 bits (in IPv4) to 128 bits; this provides more than enough globally
unique IP addresses for every network device on the planet. The use of globally unique IPv6
addresses simplifies the mechanisms used for reachability and end-to-end security for network
devices; this functionality t is crucial to the applications and services that are driving the
demand for the addresses.

The lifetime of IPv4 has been extended using techniques such as address reuse with translation
and temporary-use allocations. Although these techniques mitigate the shortage of the address
space and satisfy the traditional client/server set-up, they fail to meet the requirements of the
new applications. The need for "always-on" environments (such as residential Internet through
broadband, cable modem, or Ethernet-to-the-Home) to be connectable precludes these IP
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address conversion, pooling, and temporary allocation techniques, and the “plug and play”
required by consumer Internet appliances further increases the address requirements. The
flexibility of the IPv6 address space provides the support for private addresses but should
reduce the use of Network Address Translation (NAT) because global addresses are widely
available. IPv6 reintroduces end-to-end security and quality of service (QoS) that are not always
readily available throughout a NAT-based network.

Standards bodies for the wireless data services are preparing for the future, and IPv6 provides
the end-to-end addressing required by these new environments for mobile phones and
residential Voice over IP (VoIP) gateways. IPv6 provides the services, such as integrated auto-
configuration, QoS, security, and direct-path mobile IP, also required by these environments.
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2 INFRASTRUCTURE

The goal of the 6WINIT project is to promote both wireless IPv6 network access and IPv6-
based applications. The first step towards this ”all IPv6” network is to use the existing wireless
IPv4-based access networks, e.g. GPRS and UMTS, as a transport layer for IPv6 traffic. In the
beginning, WLAN access can be the only pure IPv6 wireless access method. Since both GPRS
and UMTS accesses are based on the fact that terminals must be able to tunnel the IPv6 packets
over an IPv4 infrastructure to the 6WINIT network (to be referred as 6WINIT net below), where
we have the tunnel endpoint and all IPv6 based network services. UMTS access network will be
later upgraded step by step to support fully IPv6. The first pure IPv6 applications in UMTS will
be in the multimedia functionality domain. There are no plans for similar upgrade for the GPRS
network.

2.1 Network Structure

The general network architecture is divided into four different layers. If we are looking at the
network from the bottom up then we have the Mobile modems (i.e. Terminals) at the lowest
level. The Mobile modems acts as the Wireless access equipment for the applications.
Nowadays only WLAN modems are pure IPv6 modems and can access the IPv6 network
services directly. The other modems, e.g. GPRS and UMTS, use the IPv4 based access networks
and therefore require that the IPv6 datagrams are tunnelled over IPv4 from the modem or
terminal connected to the modem to the 6WINIT net. In the case when the data stream is
tunnelled over the IPv4 access network, the access network acts as a transport layer for the IPv6
traffic. The 6WINIT net provides the IPv6-in-IPv4 tunnel endpoint and acts as the access
network for the IPv6 traffic. In this 6WINIT net layer, we have all the basic IPv6 network
services. On the top we have the backbone network that interconnects the different 6WINIT
networks.  This is illustrated in Figure 1.
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Figure 1:  Hierarchical Network Layering

2.1.1 Backbone

The interconnectivity between the different 6WINIT Networks at different sites is realised either
by using different existing IPv6 backbones or by extending some of the existing networks. The
main existing IPv6 backbone networks are 6Bone and the various IPv6 pilots;  we return to this
question in Section 3 of Deliverable 10 – “Status of Basic Components".

2.1.1.1 6Bone Network

Serious work to evolve and refine the IPv6 protocols sufficient to allow the start of various
implementations of IPv6 began in 1994. By early 1996, it was obvious that a testing
environment was needed, so in March 1996, several implementers and users met and agreed to
start an international testbed called the 6Bone.
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By June 1996, two groups raced to provide the first IPv6 connectivity: the University of Lisbon
(Portugal), the Naval Research Laboratory (U.S.), and Cisco Systems (U.S.), a Danish
universities’ consortium (UNI-C), a French universities consortium (G6), and a Japanese
universities consortium (WIDE).

To date, most of the 6Bone efforts have been made to prove the basic IPv6 inter operability
among the many implementations, and to create a reliable international testbed infrastructure.
This has included making its back-bone operationally ready with the new aggregatable
addressing format and use of BGP4 for high-reliability routing and transit. The 6Bone provides
this needed IPv6 transport over the public Internet infrastructure (see Figure 2)

This configuration relies on:

• Dual IPv4/IPv6 stacks in the client host
• IPv6 packets encapsulated (tunnelled) in IPv4 packets
• Dual IPv4/IPv6 stack backbone routers that know IPv6 routes of 6Bone

participants
• DNS that supports IPv6 AAAA records

2.1.1.2 6INIT

The main objective of the 6INIT project was to promote the introduction of IPv6 network
supporting multimedia services with QoS and security in Europe. The 6INIT Platform and
Infrastructure is based on a three-level hierarchical approach for establishing the native IPv6
6INIT network between all project participants in five regional clusters (UK, French,
Scandinavian, Greek, German Cluster) which are interconnected by native IPv6 over ATM links
(mainly using the TEN 155 network). These IPv6 connections formed the 6INIT backbone and
the top-level of the network structure.

The connections between the partners, in 6INIT project, were not be "native" IPv6 connections
from the first day, but all connections between the project partners / clusters which could be
implemented as native IPv6 connections were implemented in that way. The first phase the
6INIT project started with simple tunnelling between the partners; the final phase ended up with
more or less native IPv6 connectivity between all network clusters. The 6INIT project has now
ended, but many of its partners are now in a new projected – Euro6IX. Further details of that
project are given in D11; we expect that much of the 6INIT infrastructure will be re-constituted
on a more stable basis during next year for Euro6IX.

2.1.1.3 6NET

6NET is an ITS project to build and operate a native pan-European IPv6 network. The goal with
the network is to validate IPv6 technology for continuous growth of the Internet. The three-year
project started at the beginning of 2002; it will be an international testbeds with nodes in ten
countries by the middle of 2002 – including all those where 6WINIT is active. Further details
are given in D11. The 6WINIT project has requested that it be permitted to use 6NET for its
bearer network; in principle, members of that project have agreed to the request.

2.1.2 6WINIT Backbone Network

In the network structure a 6WINIT net is inserted between the backbone network and the mobile
access network. This 6WINIT network acts as an adaptation layer between the IPv4 based
Mobile access networks and the IPv6 Backbone network(s) and provides also IPv4 tunnel
terminations for the terminal(s).
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The 6WINIT Backbone networks are connected to each other over the (fixed) Backbone
network. The number of 6WINIT backbone networks depend on the amount of wireless access
network connection points (e.g. each country in Europe must have their own connection points
for the wireless access networks) cf. Figure 2.

Figure 2:  Connection of 6WINIT Nets

Services implemented in the different 6WINIT backbone networks depend on the needs on the
specific sites connected to the 6WINIT network over the wire- less access networks. All
6WINIT backbone networks should support the IPv6/IPv4 tunnelling mechanisms, which are
needed in the case when the terminals are used in IPv4 Wireless access networks, and they
should also support all basic network services such as DNS, Fire Walls, Address management
functions, etc. Further details of the tunnelling methods and the aids to IPv6 – IPv4 transition
are presented in D9.

The services are described in more detail below.

2.1.3 Wireless Access networks

2.1.3.1 GPRS General Packet Radio Service

The General packet radio service (GPRS) gives GSM subscribers access to data communication
applications, corporate networks, and the Internet using their mobile phones. The GPRS service
uses the existing GSM network and adds new packet-switching network equipment.

Existing GSM networks use Circuit switched technology to transfer information between users.
However, GPRS uses packet switching, which means there is no dedicated circuit assigned to
the GPRS mobile phone. A physical channel is established dynamically, only when data is
being transferred. Once the data has been sent, the resource can be reallocated to an other user
for more efficient use of the network.

The goal of cellular mobility standard GPRS network has been to provide global connectivity,
where the IP-layer is not involved in the mobility management. That makes it possible to
continue to use the existing IPv4 enabled access devices.

The GPRS standard is based on packet switching, a technique in which network resources are
assigned to users only while data is being sent or received. This allows more subscribers to
share the same system resources, which improves capacity and resource management, but does
impose limits on data throughput.
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As a packet technology, GPRS is ideal for web browsing, e-mail, and similar applications that
do not require a real time response. It can be billed by number of bytes and/or packet
transmitted. GPRS uses multiple time slots to reach high data rates. Since more data typically is
sent on the downlink the GPRS telephones can operate with multiple timeslots on the downlink
and fewer on the uplink. The GPRS data network is being implemented initially as an overlay to
the circuit switched GSM network, which will continue to carry voice calls.

In the link layer mobility, access to IP networks is through one specific IP router, GGSN. When
the mobile terminal is roaming in a visited network the mobile terminal is attached to its home
GGSN and local services are used from the home network.

With EDGE, operators can obtain yet higher data rates. Since GPRS is limited by the number of
timeslots in a GSM frame, the only way to increase the data rate further is to send more bits in
each burst. That is exactly what EDGE does, by defining a new modulation scheme called 8PSK
(Phase Shift Keying), the EDGE modulation format enables a threefold increase in the data rate
permitted by GSM, although frequency reuse in the network limits the actual improvement. The
EDGE technology can be implemented on the top of GPRS.

2.1.3.2 UMTS

The Layered Network Architecture concept is currently being introduced in the UMTS Network
Architecture. The layers are a Connectivity Transport Layer, a Network Control Layer, and an
Application Layer; this is illustrated in Figure 3. This layering allows the different layers to
evolve virtually independently one from the other, at a different pace, exploiting new
technologies as they become available and mature.

Figure 3:  Reference Architecture Model mapped to Layers

The Application layer shown in the UMTS architecture refers to applications supported inside
the UMTS network. Typical IP based applications are normally placed in external IP networks.

The Control Layer may be seen as composed of a Circuit Switched (CS), a Packet Switched
(PS), and a Multimedia Domain; this is illustrated in Figure 4.
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Figure 4:  UMTS network control layer

A shared backbone based on IP transport technology is used to carry all traffic classes (e.g.
conversational, streaming, interactive, background). In other words, traffic associated with
circuit-switched applications. Packet Switched and Multimedia domains are all carried by the
same backbone. Also the shared backbone is able to carry payload (user plane), signalling
(control plane), and Operations and Management (O&M) traffic.

A core network backbone based on IP transport technology is capable of providing different
levels of QoS, based upon the different kinds of traffic.

In a simplified architecture of the Packet Switching Domain (cf. Figure 5), we see that the user
IP- layer is tunnelled over the UMTS network and the mobility between GGSN and the user
terminal is handled by GTP (GPRS Tunnelling Protocol) as shown in Figure 5 and Figure 6.

Figure 5:  Packet Switching domain architecture
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Figure 6:  Transport of user IP packets in UMTS

GTP is a simple tunnelling protocol based on UDP/IP, used both in GSM/GPRS and UMTS.

A GTP tunnel is identified at each end by a Tunnel Endpoint Identifier (TEID)

For every MS, one GTP-C tunnel is established for signalling and a number of GTP-U tunnels,
one per PDP context (i.e. session), are established for user traffic.

In UMTS Release 4 only IPv4 is supported at the User layer; in Release 5 IPv6 support is
introduced; IPv6 is mandatory for Multimedia applications and optional for all other
applications.

Figure 7:  UMTS R5 Multimedia Application

It should be noted that this difference between the use of IP for only some applications in
UMTS is quite different from the model used in all-IP networks. There even the traffic
considered as circuit-switched in UMTS also goes over the packet-switched network.

The security issue has impacts both in the user and in the transport layer in UMTS.
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Always-on UMTS IP connectivity and the possibility offered of being assigned an IP address for
a long time, expose the user even more to external security attacks.

The Internet is subject to many threats, including loss of privacy, loss of data integrity, identity
spoofing, man-in-the-middle and denial-of-service. These threats apply equally well to the
packet domain in UMTS. To meet these threats, the Standards groups in the IETF have
mandated IPsec.   The goal of IPsec is to address all of these threats in the network
infrastructure itself, without requiring expensive hosts and application modifications.

From the network side, the future architecture in mobile networks is moving towards the usage
of IP technology inside the operator domain; this is called the ‘All-IP Core Network’. This leads
to the need of securing the internal communication between internal nodes or entities, where
intruders could eventually make potential damage with a variety of well-known attacks
identified today in IP networks. Most of the traffic in the transport network must be protected at
the IP level (signalling, charging, O&M etc.).

There is a need to secure the information providing mechanisms to guarantee its confidentiality,
authenticity and integrity.

Confidentiality, provided by strong encryption, is the property that information is not made
available or disclosed to unauthorised individuals, entities or process (means that no other
person should be able to monitor, “listen” what you are sending or receiving). Authenticity is
the confirmation that the source of data received is as claimed (means that you know who you
are communicating with). Integrity is the property that data has not been altered in an
unauthorised manner. This is developed further in Section 4.4, where security in IPv6 networks
is treated in more detail.

2.1.3.3 WLAN

The basic topology of an IEEE 802.11 network in its simplest form consists of two or more
mobile nodes, or wireless stations, which are members of the same Basic Service Set (BSS). In
an Independent BSS, an IBSS, wireless stations communicate directly with each other on a
peer-to-peer level. This type of network is often formed on a temporary basis, and is often
referred to as an ad hoc network.

The more commonly employed Infrastructure Basic Service Set (BSS) mode requires the
deployment of a wireless Base Station which provides a point of association for wireless
stations. A base station usually embodies the logical functionalities of an access point (AP), a
portal, and the distribution system service (DSS). An AP is an entity that has wireless station
functionality and provides access to the DSS. The DSS provides the association services for the
wireless stations, and the portal provides gatewaying to standard 802 LAN services. In other
words the base station provides a point of connection to the WLAN and usually just functions as
a link layer bridge between the wireless LAN and fixed LAN, though some models may also
provide additional functionality such as routing and DHCP.

The basic access method for IEEE 802.11 is the Distributed Coordination Function (DCF)
which uses Carrier Sense Multiple Access / Collision Avoidance (CSMA/CA). The wireless
station senses the medium to determine if it is idle, in which case the wireless station may
transmit. However if it is busy the wireless station waits until transmission stops, and then
enters a random back off procedure. This prevents multiple wireless stations from seizing the
medium immediately after completion of the pending transmission.
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Roaming

In a typical environment, two or more base stations will provide signals to a single client. The
client is responsible for choosing the most appropriate base station based on the signal strength,
network utilisation and other factors. When a station determines the existing signal is poor, it
begins scanning for another base station. This can be done by passively listening or by actively
probing each channel and waiting for a response.

Once information has been received, the station selects the most appropriate signal and sends an
association request to the new base station. If the new access point sends an association
response, the client has successfully roamed to a new access point (make, then break
behaviour).

Security

IEEE 802.11 provides for security at the network level via two methods, Authentication and
encryption. In the infrastructure authentication is established between a wireless station and the
base station. Encryption is intended to provide a level of security comparable to wired LAN.
The encryption algorithm is designated as Wired Equivalent Privacy (WEP). WEP uses the RC4
PRNG algorithm from RSA Data Security Inc. In general it is considered that the security
offered at this level is rudimentary, and must be supplemented at a higher level.

It should be noted that the WLAN is only a layer two transport architecture, and is independent
of the IP level – though IP support is often built into the base stations. For this reason all forms
of traffic, including audio and video, are often carried over interconnected WLAN/wired IP
systems. Thus the model of treating the classes of traffic differently in the nodes is a major
difference between UMTS and WLAN systems. This could have a major impact on how the two
systems develop and co-exist – but it is too early to draw too many conclusions here while the
UMTS architecture is still evolving.

2.2 Network Security Architecture

2.2.1 Security on different layers

Security in Wireless access networks requires careful security architecture. The wireless part of
the network, with its restricted and relatively expensive bandwidth, sets special requirements on
the network security architecture.

Authentication of the mobile part can be done in different ways - depending on the wireless
access network type. If the access is done to a trusted network, for instance when the network is
operated by a known and trusted organisation, this authentication may be considered enough to
give the user access to a service or an Intranet. In other cases end–to-end authentication is
needed before access.

In general, wireless access equipment supports encryption on layer 2. This security is normally
considered adequate protection for the data transmitted over the air interface. The mobile access
networks like UMTS or GPRS are generally operated by a commercial operator with clear
standards of behaviour. For many purposes, such operators are considered trustworthy, and the
outgoing traffic over public untrusted network (Internet) is encrypted in the Security GW
(SGW). This matter is considered further in Section 4.4. For some purposes, however, this is not
considered an adequate safeguard. In that case end-end encryption is applied. Sometimes this
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encryption is only over the network of an untrusted set of operators, then it is called a Virtual
Private Network (VPN), sometimes it is between the user’s workstation and the serving process.

2.2.2 VPN Virtual Private Networks over Wireless Access

When using IPv6, lack of address space is not expected to become an issue in the future; hence
Virtual Routers (as used in IPv4 networks) will not be needed. The main requirements for
Virtual Private Networks on networks like UMTS are:

• VPNs must allow for traffic separation on the physical or IP layer.
• VPN must provide security.
• VPNs should not be based on allowing IP security over the air interface.

The first two criteria are unchallenged. The third is due to two concerns. First that the
bandwidth over the wireless portion is expensive, and that use of mechanisms like IPsec are
relatively inefficient – for example they do not allow header compression. The second is that
most governments have regulations concerning the provision of traffic interception points by the
operators in suitable law-enforcing situations; these are much more difficult to operate with
encrypted traffic. Nevertheless, the third criterion is at variance with the deliberations of bodies
like the IETF; they are concentrating on trying to provide mechanisms where IP security is
provided over the air interface, while still permitting header compression.

VPNs can be used within single operator or the Wireless access network to secure internal
traffic. Networks owned by a single operator VLAN (Virtual LAN) are a very cost-effective
method to build secure VPNs. VLAN is a layer 2 mechanism to offer a connection between two
network interfaces in the network without any possibility to access this connection from outside.
This is clearly based on the assumption that all nodes within a site trust each other.

VPNs can also be used to connect end terminals to their corporate networks over public Internet
in a secure manner. To be able to separate traffic across the Internet the use of encapsulation is
preferable. The simplest form of encapsulation supported in most routers is IP-in-IP
encapsulation. However work is going on to replace IP-in-IP encapsulation in IPv6 with a
Generic Packet Tunnelling Protocol for IPv6 (RFC2473). To achieve confidentiality IPsec is
used. Hence, combining traffic separation and confidentiality can be achieved by using IPsec
tunnels between sites; VPNs can be connected in a secure manner between the border GW in a
mobile access network and the border GW in a corporate network. In our specific case when we
are tunnelling the traffic to the 6WINIT network over an IPv4 Wireless Access Network, we
could provide the border GW functionality in the 6WINIT network. For other purposes, where
the delegation of such trust to the operator is considered unjustified, we provide encryption at
either the application or IP level in traffic passing over the air interface – incurring the resulting
traffic inefficiency. Both methods will be pursued in the 6WINIT project.

2.3 Test site Networks

The goal with a test site network is to provide a local test environment for wireless IPv6
applications without a need for a global/public wireless access environment. The wireless
interface is realised mainly with Wireless LAN (WLAN) instead for GPRS and UMTS
connections. Mobility is supported in the network by mobile IP (MIP) or its variants. One of
these, Hierarchical MIP (HMIP), is discussed further in Section 4.8.2. In these networks, GTP
mobility is not included. GTP is used normally to support the terminal mobility in UMTS and
GPRS access networks, and is thus not normally provided in networks on a single site. Multi-
homed mobility testing is supported by using WLAN as access type 1 and fixed LAN
connection as access type 2. For complete IPv6/IPv4 interworking cases the local test network
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can be divided in five different subnets, two IPv4 networks and three IPv6 networks; this is
developed further in Section 2.5.3 and in D9. A typical configuration is shown in Fig. 8.

Figure 8:  Local Test Network structure

2.3.1 IPv4 Access Network

The IPv4 access network is needed in a local test network to give the possibility of emulating
GPRS / UMTS IPv4 wireless access.

The IPv4 access network should include all basic IP network services and be able to access
basic services over the IPv6 network to the IPv4 core network (Internet).

The main testing usage cases from a network point of view are the IPv4 access with
interworking to an IPv6 network and the use of services from an IPv6 and IPv4 service network.
When using services from an IPv6 network we can separate two different cases:

• Services from a dual stack server
• Services from a pure IPv6 server.

In case of a dual stack server the access over the IPv6 network can be done by tunnelling IPv4
over the IPv6 network or if the IPv6 network is an IPv6/v4 network with pure IPv4 access.

In the case of a pure IPv6 server the access can be done over interworking units in the interface
between the IPv4 and IPv6 network. The most practicable interworking methods are NAT-PT
and SIIT. For more detail, see Sections 4.1.2 and D9.

This IPv4 access network is also suitable for testing access with dual stack terminals and
applications developed for usage with dual stack modems (terminals)
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2.3.2 IPv6 Access Network

The IPv6 access network is used for pure IPv6 access, tunnelling IPv4 over an IPv6 network or,
if the access network routers (DNS, DHCP...) support dual stack, as an access network for both
IPv4, IPv6 and dual stack Mobile Modems (terminals) with a priority for IPv6. In the real
network pure IPv6 is only supported in WLAN networks and in UMTS R5 for the Multimedia
Services. Early UMTS R5 networks for test purpose should be available in the end of 2002 at
manufacturers’ test plants and in 2003 on a larger scale.

The main usage cases are, from the point of mobile modems (terminals), pure IPv6 testing, dual
stack implementation and application adaptations for dual stack, from the access network view,
IPv6 access, dual stack access, IPv4 mobile modem (terminal) access to an IPv6/v4 access
network, IPv6 network interworking with IPv4 networks and connecting IPv6 networks over an
IPv4 (core-) network.

The IPv4 access network should contain all basic network services and support pure IPv6, IPv4
as well as dual stack mobile modems (terminals) needs. Further details of the needs are given in
Section 4.1.2 and D9.

In application testing, it is important to check if the “Internet” implementation of a service is
similar to the UMTS implementation. For example Multimedia Services in UMTS diverge from
the corresponding functions in an IP network.

2.3.3 IPv4 Service Network

The IPv4 service network shall support IPv4 IPv6 interworking functionality (see Section 4.1.2
and D9) as well as basic IP network services. The IPv4 Service Network is the connection point
for IPv4 services used from the terminal.

2.3.4 IPv6 Service Network

The IPv6 service network shall support IPv4 IPv6 interworking functionality (See Section 4.1.1
and D9.) and the networks are the connection points for services used from the terminal. The
IPv6 network consists of two networks to give the possibility to test split network services as
well as QoS and routing issues.

2.4 Connectivity to other Networks

2.4.1 Connecting IPv6 Routing Domains

When 6WINIT networks enable IPv6 in their servers and router systems, but have no native
IPv6 Internet service, connectivity to other IPv6 routing domains across a worldwide Internet
must be accomplished another way, or the value of a connected Internet is lost.
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Figure 9:  Schematic of the 6Bone network

This connectivity could be accomplished by arranging tunnels bilaterally with each IPv6 site to
which connectivity is needed, but more typically this is done by arranging a tunnel into a larger
IPv6 routing infrastructure that could guarantee connectivity to all IPv6 end-user site networks
(see Figure 9) The 6Bone IPv6 testbed was the first IPv6 routing infrastructure to provide
worldwide IPv6 connectivity (starting in 1996), while more recently (late 1999) production
networks providing IPv6 Internet service has also been interconnected to provide this kind of
IPv6 connectivity. In fact, the 6Bone and production IPv6 routing infrastructures are well
interconnected to guarantee worldwide IPv6 connectivity.

The 6to4 transition mechanism provides a solution to the complexity problem of building
manually configured tunnels to an 6WINIT net by advertising a site’s IPv4 tunnel endpoint (to
be used for a dynamic tunnel) in a special external routing prefix for that site. Thus one site
trying to reach another will discover the 6to4 tunnel endpoint from a Domain Name System
(DNS) name to address lookup and use a dynamically built tunnel from site to site for the
communication. The tunnels are transient in that there is no state maintained for them, lasting
only as long as a specific transaction uses the path. A 6to4 tunnel also bypasses the need to
establish a tunnel to a wide-area IPv6 routing infrastructure, such as the 6Bone.

2.4.2 IPv4/IPv6 Migration and Coexistence

The need for globally routable IP addresses amongst other benefits has led to the deployment of
IPv6. The key to a wide deployment of IPv6 is the compatibility with the large installed base
using IPv4. A number of possible migration tools are considered for terminals as well as the
routers within the network. In addition, some recommendations are made as to which migration
tools are best suited for different network. This work is provided here because of its relevance to
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the architecture of the systems. In fact this area was initially identified as a separate deliverable
D9 Early Aids to Deployment. We proposed that D9 should be integrated into other
deliverables, but were informed by the Project Officer that this was not permissible. For this
reason, WP3 continued to consider the problem in the context of this architectural deliverable.
At the same time, the areas, which might be implemented in the project, are presented in D9.

For User-level IP migration there are two different possible solutions depending on the IP stack
supported in the mobile terminal and the availability of IPv4 addresses within the domain. For
Transport-level IP migration the two most suitable tunnelling approaches are recommended. See
below for details

2.4.2.1 End-to-End Migration

During the initial deployment of IPv6, it is expected that most terminals will implement dual
stacks. However, as IPv6 becomes more widely deployed many memory-limited devices will
emerge and may support single IPv6 stacks only. Since many existing IPv4 networks are
expected to run IPv4 for a long time, it is essential to provide the necessary mechanisms to
allow IPv6 terminals to communicate with the existing IPv4 hosts as is discussed in Section
4.1.2 and D9.

2.4.2.2 Connection of IPv6 sites via an IPv4 network

Some cellular operators are expected to reuse existing IPv4 backbone networks while
introducing IPv6 network islands. For these IPv6 domains to communicate effectively,
tunnelling of IPv6 packets into IPv4 packets must be supported. Furthermore, given that the
Internet is an IPv4 network and will remain so for the foreseeable future, End User IPv6 traffic
between the GGSN (or the edge of the mobile network) and an IPv6 host at another location
will need to be carried over an IP v4 network.

When IPv6 or IPv6/IPv4 systems are separated from other similar systems, with which they
wish to communicate, by older IPv4 networks, then IPv6 packets must be tunnelled through the
IPv4 network.

IPv6 packets are tunnelled over IPv4 very simply; the IPv6 packet is encapsulated in an IPv4
datagram, or in other words, a complete IPv4 header is added to the IPv6 packet. The presence
of the IPv6 packet within the IPv4 datagram is indicated by a Protocol value of 41 in the IPv4
header.

Thus, the mechanisms described in the following sub-sections are designed to enable IPv6
communication between IPv6 islands isolated in the IPv4 world.

There are four kinds of tunnelling of IPv6 packets over IPv4 networks: configured tunnelling,
automatic tunnelling, 6-over-4 and 6-to-4. This is discussed further in Section 4.1.2 and D9.
Translators and ALGs for end-to-end migration

From the terminal point of view the communication scenarios considered are the following:

• IPv6-only terminal communicating with IPv4-only terminal
• IPv4-capable IPv6 terminal communicating with an IPv4 terminal
• An IPv4-capable IPv6 terminal is a terminal that includes an implementation of an

IPv4 stack as well as an IPv6 stack.

For the IPv6-only to IPv4-only scenario several solutions are specified by IETF. The most
relevant ones are mentioned below. For the IPv4-capable terminal case, a terminal can simply
use its IPv4 stack whenever it needs to communicate with an IPv4 terminal, assuming that
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enough globally unique IPv4 addresses are available. However, if global IPv4 addresses are not
available, the solutions provided for the IPv6-only to IPv4-only scenario are applicable.

Several migration tools exist for the IP layer to enable the communication between IPv6 and
IPv4 stacks. Translation mechanisms allow two IP stacks of different versions to communicate.
Although the packet translation takes place in the network domain, stateless translators (e.g.
SIIT) require that the terminal be aware of this mechanism.

Two types of translators are recommended. Distributed translators like SIIT allow end-to-end
communication and they support end-to-end security on transport layer. However, since
distributed SIIT translators require that each node is assigned an IPv4 address for the duration of
the connection, several connections from different nodes can not be multiplexed on the same
IPv4 address and because SIIT translators do not support ALG functionality in the network the
terminal have to support ALG functionality and be aware about IPv6/IPv4 interworking. Hence,
in the cases where not enough IPv4 addresses are available or when complex ALG functionality
is needed, NA(P)T-PT is recommended.

The Stateless IP/ICMP Translator (SIIT) was designed to allow IPv6 hosts, which do not have a
permanently assigned IPv4 address, to communicate with IPv4 nodes via a stateless IP/ICMP
translator. A stateless transition mechanism is one in which no per-connection state is required
in the router performing the translation between the IPv4 and IPv6 packet headers. An SIIT
router translates the IPv6 header as well as ICMPv6 into IPv4 and ICMPv4 headers
respectively. Other headers like Hop-by-Hop, Routing header and Destination options cannot be
translated using SIIT.

For this translation process to operate successfully, an IPv6 node needs to temporarily acquire
an IPv4 address. DSTM (Dual Stack Transition Mechanism) can be used for that purpose using
the DHCPv6 extensions. The temporary IPv4 address will be used as an IPv4-translated IPv6
address. DHCP servers provide the SIIT routers within a domain with the mapping information
(between IPv4 and IPv6 addresses) to be able to forward inbound packets.

Stateful translators like NA(P)T-PT (Network Address, Port Translator and Protocol Translator)
are implemented in the border router between IPv6 and IPv4 domains. NA(P)T-PT provides
transparent routing to end nodes in an IPv6 realm trying to communicate with end nodes in an
IPv4 realm and vice versa. This is achieved using a combination of network address translation
and protocol translation. The protocol translation is according to the SIIT specification
mentioned above.

The operation of NA(P)T-PT is based on the allocation of temporary IPv4 addresses to IPv6
terminals for the duration of a connection between the two domains. NA(P)T-PT uses a pool of
IPv4 addresses for assignment to IPv6 nodes on dynamic or static basis as sessions are initiated
across IPv4-IPv6 boundaries. The IPv4 addresses are assumed to be globally unique. NAT-PT
binds addresses in the IPv6 network with addresses in the IPv4 network and vice versa (i.e. no
assignment of IPv4 addresses to the IPv6 node is performed). Hence transparent routing for the
datagrams traversing between IPv4 and IPv6 realms is provided. When using NA(P)T-PT, some
application protocols (e.g. SIP) will require Application Level Gateways (ALGs) to be placed in
the NAT-PT routers. Operators should consider this requirement when introducing new
applications within their networks.

There are different flavours of NAT-PT, for example NAPT-PT allows address and port
translation between IPv6 and IPv4 packets. This provides a more efficient way of handling IPv4
addresses as it allows 64K connections for UDP and TCP sessions to be multiplexed onto the
same IPv4 address. While NAT- PT has a number of deficiencies due to the topological
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restrictions as lack of end-to-end security, it may be essential in many scenarios due to its
efficient IPv4 address allocation and support for ALGs in the network.

2.5 Network services within 6WINIT

2.5.1 LDAP

Many network-based applications exist today that rely on their own directories (or databases)
containing information describing various users, applications, files and other resources
accessible from the network. For example, a company may have one directory containing
information on all users and resources for their file servers and another directory containing
information on all users and departments for their e-mail system. Much of the information in the
two directories is common, but the two are most probably totally incompatible with each other.
As the number of different networks and applications has grown, the number of specialised
directories of information has also grown, resulting in islands of information that cannot be
shared and are difficult to maintain. If all of this information could be maintained and accessed
in a consistent and controlled manner, it would provide a focal point for integrating a distributed
environment into a consistent and seamless system.

The Lightweight Directory Access Protocol (LDAP) is an open industry standard that has
evolved to meet these needs. LDAP defines a standard method for accessing and updating
information in a directory. LDAP is gaining wide acceptance as the directory access method of
the Internet and is therefore also becoming strategic within corporate intranets. It is being
supported by a growing number of software vendors and is being incorporated into a growing
number of applications.

The OSI directory standard, X.500, specifies that communication between the directory client
and the directory server uses the Directory Access Protocol (DAP). However, as an application-
layer protocol, DAP requires the entire OSI protocol stack to operate. Supporting the OSI
protocol stack requires more resources than are available in many small environments.
Therefore, an interface to an X.500 directory server using a less resource-intensive or
lightweight protocol was desired.

LDAP was developed as a lightweight alternative to DAP. LDAP requires the lighter weight
and more popular TCP/IP protocol stack rather than the OSI protocol stack. LDAP also
simplifies some X.500 operations and omits some esoteric features. Two precursors to LDAP
appeared as RFCs issued by the IETF, RFC 1202 Directory Assistance Service and RFC 1249
DIXIE Protocol Specification. These were both informational RFCs, which were not proposed
as standards. The directory assistance service (DAS) defined a method by which a directory
client could communicate to a proxy on an OSI-capable host, which issued X.500 requests on
the client's behalf. DIXIE is similar to DAS, but provides a more direct translation of the DAP.
The first version of LDAP was defined in RFC 1487 X.500 Lightweight Access, which was
replaced by RFC 1777 Lightweight Directory Access Protocol. LDAP further refines the ideas
and protocols of DAS and DIXIE. It is more implementation-neutral and reduces the complexity
of clients to encourage the deployment of directory- enabled applications. Much of the work on
DIXIE and LDAP was carried out at the University of Michigan, which provides reference
implementations of LDAP and maintains LDAP-related Web pages and mailing lists

LDAP defines the communication protocol between the directory client and server, but does not
define a programming interface for the client. RFC 1823 — The LDAP Application Program
Interface defines a C language API to access a directory using LDAP Version 2 and work has
been done on LDAP version 3.
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2.5.2 DHCP

The Dynamic Host Configuration Protocol (DHCP) provides a framework for passing
configuration information to hosts on a TCP/IP network. DHCP is based on the BOOTP
protocol, adding the capability of automatic allocation of reusable network addresses and
additional configuration options. For information according to BOOTP, DHCP consists of two
components:

• A protocol that delivers host-specific configuration parameters from a DHCP
server to a host.

• A mechanism for the allocation of temporary or permanent network addresses to
hosts.

IP requires the setting of many parameters within the protocol implementation software.
Because IP can be used on many dissimilar kinds of network hardware, values for those
parameters cannot be guessed at or assumed to have correct defaults. The use of a distributed
address allocation scheme based on a polling/defence mechanism, for discovery of network
addresses already in use, cannot guarantee unique network addresses, because hosts may not
always be able to defend their network addresses.

DHCP supports three mechanisms for IP address allocation: address allocation

• Automatic allocation
DHCP assigns a permanent IP address to the host.

• Dynamic allocation
DHCP assigns an IP address for a limited period of time. Such a network address is
called a lease. This is the only mechanism that allows automatic reuse of addresses
that are no longer needed by the host to which it was assigned.

• Manual allocation
A network administrator assigns the host’s address.

This is discussed further in Section 4.7.

2.5.3 IPv6 tunnelling over IPv4 networks

Of great concern to transition strategy planners is how to provide connectivity between IPv6-
enabled end-user sites (also known as routing domains) when they do not yet have a reasonable
(or any) choice of Internet connection that provides native IPv6 transport. One way to provide
IPv6 connectivity between end-user sites (when native IPv6 service does not exist) is to use
IPv6-over-IPv4 encapsulation (tunnelling) between them, similar to the technique currently used
in the 6Bone IPv6 testbed network. This requires complexity for both end-user sites, and the
networks providing the tunnelling service (for instance, the 6Bone backbone ISPs), in creating,
managing, and operating manually configured tunnels. This is described further in Section 4.1
and D9.

2.6 Network Elements/Nodes

2.6.1 Routers

Router Interconnects networks at the internetwork layer level and routes packets between them.
The router must understand the addressing structure associated with the networking protocols it
supports and take decisions on whether, or how, to forward packets. Routers are able to select
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the best transmission paths and optimal packet sizes. The basic routing function is implemented
in the IP layer of the TCP/IP protocol stack, so any host or workstation running TCP/IP over
more than one interface could, in theory and also with most of today's TCP/IP implementations,
forward IP datagrams. However, dedicated routers provide much more sophisticated routing
than the minimum functions implemented by IP.

Because IP provides this basic routing function, the term “IP router,” is often used. Other, older,
terms for router are “IP gateway,”  “Internet gateway” and “gateway.” The term gateway is now
normally used for connections at a higher layer than the internetwork layer.

A router can be said to be visible to IP. That is, when a host sends an IP datagram to another
host on a network connected by a router, it sends the datagram to the router and not directly to
the target host.

2.6.2 BGW for external network connection

Gateways interconnect networks at higher layers than bridges or routers. A gateway usually
supports address mapping from one network to another, and may also provide transformation of
the data between the environments to support end-to-end application connectivity. Gateways
typically limit the interconnectivity of two networks to a subset of the application protocols
supported on either one. For example, a VM host running TCP/IP may be used as an
SMTP/RSCS mail gateway.

Closely related to routers and gateways is the concept of a firewall or firewall gateway, which is
used to restrict access from the Internet to a network or a group of networks, controlled by an
organisation for security reasons.

2.6.3 Firewall IPv4/IPv6

Interest and knowledge about computer and network security is growing along with the need for
it. This interest is, no doubt, due to the continued expansion of the Internet and the increase in
the number of businesses that are migrating their sales and information channels to the Internet.
The growth in the use of networked computers in business, especially for e-mail, has also
fuelled this interest. Many people are also presented with the post-mortems of security breaches
in high-profile companies in the nightly news and are given the impression that some bastion of
defence had failed to prevent some intrusion. One result of these influences is that many people
feel that Internet security and Internet firewalls are synonymous. Although we should know that
no single mechanism or method would provide for the entire computer and network security
needs of an enterprise, many still put all their network security eggs in one firewall basket.

Computer networks may be vulnerable to many threats along many avenues of attack,
including:

• Social engineering, wherein someone tries to gain access through social means
(pretending to be a legitimate system user or administrator, tricking people into
revealing secrets, etc.)

• War dialling, wherein someone uses computer software and a modem to search for
desktop computers equipped with modems that answer, providing a potential path
into a corporate network
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• Denial-of-service attacks, including all types of attacks intended to overwhelm a
computer or a network in such a way that legitimate users of the computer or
network cannot use it

• Protocol-based attacks, which take advantage of known (or unknown) weaknesses
in network services

• Host attacks, which attack vulnerabilities in particular computer operating systems
or in how the system is set up and administered

• Password guessing

• Eavesdropping of all sorts, including stealing e-mail messages, files, passwords,
and other information over a network connection by listening in on the connection.

Firewalls can help protect against some of these attacks, but certainly not all. Firewalls can be
very effective at what they do. The people who set up and use them must have the knowledge of
how they work, and also be aware of what they can and cannot protect.

Firewalls are needed between the mobile access networks and the core network. Firewalls are
extremely important in network where the user bandwidth is restricted as in radio interfaces.
The firewall should be placed in the network so it can protect the narrow bandwidth part of the
network. Normally Border Gate Ways (BGW) supporting firewall functionality is implemented
in the mobile access network border router but in our special case when the mobile access
network do not support IPv6 we have to locate the firewall functionality in the 6WINIT net in
the connection point for Mobile access network before the IPv4 tunnel to the mobile modem
(terminal). See Section 4.5.
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3 TERMINALS

3.1 Mobile Modems

3.1.1 GPRS mobile phone operation states

Mobile phones go through different states of communication. For example, when a GSM phone
camps onto a network, the phone enters an idle state in which it uses very few network
resources. When the user makes a call request or receives a call, however, the phone goes into
the dedicated state in which it is assigned a continuous resource until the connection is
terminate.

The GPRS mobile phones also have defined states:

• GPRS idle is the state in which the mobile phone camps onto the GSM network.
The phone receives circuit switched paging and behaves as a GSM phone.
Although it does not interact with the GPRS network in this state, it still possesses
GPRS functionality.

• GPRS ready is the state achieved when the GPRS mobile attaches itself to the
network. In this state the mobile phone can activate a packet data protocol (PDP)
context, which allows the phone to establish a packet transfer session with external
data networks to transmit an receive data packets. Once a PDP context is activate,
resource blocks are assigned to the session until data transfer ceases for a specified
period and the mobile phone moves into the stand-by state.

• GPRS stand-by is a state in which the mobile is connected to the GPRS network,
but no data transmission occurs. If a data packet for the mobile arrives, the network
will page the mobile, which in turn activates a PDP context session to bring the
mobile back to the ready state.

3.1.2 GPS/GSM mobile classes

Class A mobiles can attach to the GPRS and GSM network simultaneously. They can receive
GSM voice/data/SMS calls and GPRS data calls. For this to happen, the mobiles must monitor
both the GSM and GPRS networks for incoming calls. Class A mobiles also can make and
receive GPRS and GSM calls simultaneously. Operational requirements of this class include an
additional receiver in the mobile phone for neighbour cell measurements.

Class B is similar to class A with the exception that Class B mobile phones will not support
simultaneous traffic. If a GPRS call is ON, the phone cannot receive GSM calls and vice versa.

Class C of mobile phones have both GSM and GPRS functionality but attaches to only one
network at a time. Thus, if the phone is attached to the GPRS network, it will be detached from
the GSM network and will not be able to make or receive GSM calls. Conversely, if it is
attached to the GSM network, it will not be able to make or receive GPRS calls.
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3.1.3 WLAN modems

WLANs are one of the alternatives that end users can use to network multiple computers
together. They use essentially the same protocols as Ethernet networks, but data is transmitted
on radio waves rather than through coaxial, twisted-pair or fibre-optic cable. Most WLANs
consist of client cards that are installed into workstations or PCs. These clients are then
connected to an external radio frequency transceiver called a base station (see section 2.1.3.3).
From there, data can be delivered to other clients or to the external network via wire line or
radio signals.

WLANs can also consist of peer-to-peer networks of wireless-enabled computers that have been
installed with client cards. Information is transmitted from one client to another without the
need for a base station.

And some WLANs are used only to transmit data between access points in a bridging scenario.

The WLAN standard provides three variations of the PHY. These include Direct Sequence
Spread Spectrum (DSSS), Frequency Hopped Spread Spectrum (FHSS) and Infrared IR. With
802.11b, which nominally provides 11Mbit/s, the DSSS and FHSS PHY are designed to operate
in the 2.4 GHz Industrial, Scientific, and Medical (ISM) band. The 2.4 GHz ISM band is useful
as it enjoys allocations for unlicensed operation in many countries. Of the newer high-speed
variants which provide access at up to 54Mbit/s, the proposed 802.11g utilises the same 2.4GHz
band, though 802.11a utilises the slightly more restricted 5GHz band.

3.2 Computers and PDAs

The stateless address autoconfiguration method used in UMTS (and GPRS) for IPv6 was
specified to fulfil RFC 2472, later IETF activities have evolved the handling of IPv6 address
autoconfiguration. One of the issues IETF has addressed is the issue of privacy and security.
Computers and PDAs normally use PPP connections to the mobile terminal, with a constant IP
address assigned for the terminal. For privacy and security reason, as described in RFC 3041, an
assigned IPv6 address may be used for a period, with a new temporary IPv6 address being
generated periodically by selecting a new pseudo random interface identifier. In UMTS where
the IPv6 address suffix is allocated by GGSN, the Duplicate Address Detection (DAD) is
discarded by the GGSN. This would result in the mobile station starting to use an IP address
that GGSN do not know. In the first phase when the IPv6 is terminated in a 6WINIT net, this is
not a problem; however later, when the UMTS access nets manage the address allocation for
IPv6, this would prevent using terminals supporting RFC 3041.
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4 SERVICES

4.1 IPv4/IPv6 Coexistence and migration tools

Migration tools can be classified into different categories based on their utilisation within the IP
stack.

• Network-layer migration tools allow inter-domain connectivity between nodes
running the same stack. Network layer translators can also be used to relay control
information between hosts running different IP versions. A dynamic Network-layer
migration tool is essential for efficient routing and adaptability to the changing
network conditions. This includes link failures as well as other types of node
failures. Currently available tools are DSTM, SIIT, Tunnelling, 6-over-4 and 6-to-
4. Network Layer Translation tools allow end-to-end security to be used on the IP
layer (ESP (Encapsulation Security Payload) only) and on the application layer.

• Application-layer migration tools allow applications to communicate to each other
independently from the type of stack they work on. Currently available tools are
NAT-PT and SOCKS. NAT-PT allows efficient use of IPv4 addresses with the
ability to multiplex up to 64k connections onto one IPv4 address. However there
are several drawbacks in the use of NAT-PT: Inability to provide end-to-end
security and the centralised logic behind NAT-PT and therefore the scarce
reliability.

4.1.1 IPv6 IPv4 Interworking

4.1.1.1 Dual Stack Transition Mechanism (DSTM)

The motivation for DSTM is to provide IPv6 nodes a means to acquire an IPv4 Global Address,
for communications with IPv4-only nodes or IPv4 applications.

DSTM provides a mechanism that allows an IPv6 host to be assigned an IPv4 address for a
period of time, while communicating with an IPv4 host. This is based on the introduction of the
Assignment of IPv4 Addresses to IPv6 Hosts (AIIH) server. The AIIH server is a DNS server
tightly coupled with DHCPv6. This enables a host to request an IPv4 address from a DHCPv6
server and get that information updated in the DNS.

The name "Dual Stack" in itself is somewhat misleading. Most implementations of IPv6 do not
offer two completely distinct TCP/IP stacks, one for IPv4 and one for IPv6, but a hybrid stack in
which most of the code is shared between the two protocol suites.

The DSTM assigns, when needed, a temporary global IPv4 address to a dual IP layer host. This
will allow either IPv6 hosts to communicate with IPv4-only hosts, or for IPv4-only applications
to run without modification on an IPv6 host. Figure 10 shows the principal mechanism of
DSTM:
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Figure 10:  IPv6/IPv4 DSTM mechanism

This allocation mechanism is coupled with the ability to perform dynamic tunnelling of an IPv4
packet inside an IPv6 packet, to suppress the exposure of IPv4 native packets within a DSTM
domain of an IPv6 network. This will simplify the network management of IPv6 deployment,
since routers need only IPv6 routing tables to move IPv4 packets across an IPv6 network. This
means that network managers do not need to implement a routable IPv4 address plan for
DSTM.

The tunnelling is done using the specified Dynamic Tunnelling Interface (DTI). A host can
determine the tunnel end-point either in a static way or dynamically.

From an implementation point of view the DSTM architecture is composed of a DHCPv6 server
that provides for the assignment of IPv4 Global Addresses to IPv6 Hosts. The DHCPv6 server
will allocate temporary IPv4 Global Addresses to IPv6 hosts. The DHCPv6 server will also be
used to maintain the mapping between the allocated IPv4 address and the permanent IPv6
address of the host. Each IPv6 DSTM host will have an IPv4 interface called the Dynamic
Tunnelling Interface (DTI) designed to encapsulate IPv4 packets into IPv6 packets. Furthermore
the DSTM BGW (Border Gate Way) (routers placed at boundary between the IPv6 DSTM
domain and the IPv4-only domain) caches the association of IPv6 and IPv4 addresses during
decapsulation and encapsulation.

Using DSTM technology provides an efficient use of IPv4 addresses when compared to a dual
stack permanently configured with a globally routable IPv4 address.

The core assumption within this mechanism is that it is totally transparent to applications, which
can continue to work with IPv4 addresses. It is also transparent to the network, which carry only
IPv6 packets. It is supposed that the user, in this case, has deployed IPv6 to support end-to-end
computing, without translation.

This aspect is fundamental during a transition process to guarantee that every existing
application will continue to work (e.g. IPsec, H.323), which embed IPv4 addresses in the
payload of a packet.

4.1.1.2 Stateless IP / ICMP Translation (SIIT)

For communications between IPv6 hosts and IPv4 hosts, network layer translators can be used.
SIIT basically utilise the same translation mechanisms used in NAT-PT.
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The hosts are assigned both an IPv4 and one or more IPv6 addresses. As the number of
available globally unique IPv4 addresses becomes smaller, as the Internet grows, there will be a
desire to take advantage of the large IPv6 address and not require that every new Internet node
have a permanently assigned IPv4 address.

SIIT is an algorithm that is one of the components needed to make IPv6-only hosts, which do
not have permanently assigned addresses to communicate with IPv4-only hosts. The operation
of SIIT algorithms is illustrated in Fig. 11.

SIIT was designed to allow IPv6 nodes assigned temporary IPv4 addresses to communicate with
IPv4 nodes via a stateless IP/ICMP translator. A SIIT box translates the IPv6 header as well as
ICMPv6 into IPv4 and ICMPv4 headers respectively. The extension headers like Hop-by-Hop,
Routing header and Destination options cannot be translated using SIIT.

For this translation process to operate successfully, an IPv6 node needs to temporarily acquire
an IPv4 address. The DSTM mechanism can be used for that purpose.

Another needed component is a mechanism for providing routing (perhaps using tunnelling) to
and from the temporary IPv4 address assigned to the node.

The temporary IPv4 address will be used as an IPv4-translated IPv6 address and the packets will
travel through a stateless IP/ICMP translator that will translate the packet headers between IPv4
and IPv6 and translate the addresses in those headers between IPv4 addresses on one side and
IPv4-translated or IPv4-mapped IPv6 addresses on the other side.

The two types of IPv6 addresses mentioned are used to represent IPv4 addresses in IPv6
packets:

• IPv4-mapped IPv6 address
This address is used to represent the addresses of IPv4-only nodes (nodes which do
not have a dual protocol stack and do not support IPv6) as IPv6 addresses. It is
used as destination address for packets originating from IPv6 hosts and directed to
IPv4 hosts.

• IPv4-translated IPv6 addresses
This is used by an IPv6-enabled node when addressing an IPv4 node through an
IPv6 - IPv4 protocol translator (like SIIT) as source address.
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Figure 11:  SIIT Translation

The AIIH server allows an IPv6 host to acquire an IPv4 address for the duration of its
communication with an IPv4 host.

Outbound packets (originating from the V6 host – from A to B in the Figure) containing an
IPv4-translated source and an IPv4-mapped destination address can then be translated by a SIIT
router and forwarded according to the translation rules.

For inbound packets (addressed to a host's temporary IPv4 address) an SIIT router needs to find
out the final destination address (IPv6) for the packets after the translation is performed. To
have this knowledge, an SIIT router requires a mapping between all the leased IPv4 addresses
and their corresponding hosts' IPv6 addresses. This is achieved via communication with an
AIIH server as illustrated in the Figure.

When a SIIT translator receives an inbound packet addressed to the IPv6 host’s IPv4 address,
the packet is received, translated and then encapsulated to the real IPv6 routable address.

The AIIH server acts as a central database containing the mapping information between all
pooled IPv4 addresses and their corresponding IPv6 addresses. In addition, the server is
expected to update all registered SIIT routers whenever the information in the address-mapping
cache changes.

After starting up, an SIIT router should discover an AIIH server within the same domain. This
information can be manually configured in the router or can be found through other
mechanisms. An SIIT router can then request the Address-mapping cache in an AIIH server.

When a packet having an IPv6-translated source address and an IPv6-mapped destination
address reaches an SIIT router (coming from V4 only host), the packet will be translated and
forwarded as. Upon reception of an inbound IPv4 packet, the SIIT router MUST search for the
destination address in its address- mapping cache that was requested from the AIIH server. If
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the address is found and it points to a valid IPv6 address, the packet should be translated and
tunnelled to that IPv6 address.

If a valid IPv6 address corresponding to the IPv6-translated address was not found, an SIIT
router must request that Address-mapping cache entry from the AIIH server. An appropriate
time-out period should be applied after which an ICMP error (destination unreachable) should
be sent to the IPv4 sender.

When tunnelling inbound packets, the outer header must contain the SIIT router's address as a
source and the IPv6 node's address as a destination. The inner header should contain the IPv6-
mapped address as a source address (formed from the source address in the original v4 packet)
and the IPv6-translated address in the destination field.

The encapsulation should follow the rules mentioned in RFC 2473.

4.1.1.3 NAT-PT

NAT-PT is a Network Address and Protocol Translator that is implemented in the border router
between IPv6 and IPv4 domains. The operation of NAT-PT is based on the allocation of
temporary IPv4 addresses to IPv6 terminals for the duration of a connection between the two
domains.

All DNS requests traversing between IPv4 and IPv6 domains will pass through the border
router. By using a DNS Application Level Gateway (ALG), DNS requests are translated
between the V4 and V6 domains, and IPv6 addresses are replaced with IPv4 addresses. All IPv6
packets traversing through the NAT-PT from this point onwards are translated to IPv4 packets
and the opposite is done in the other direction. The translation is done by mapping each IPv6
address to an IPv4 one. Hence NAT-PT nodes keep state for all existing connections.

Traditional NAT-PT

Traditional-NAT-PT would allow hosts within a V6 network to access hosts in the V4 network.
In a traditional-NAT-PT, sessions are uni-directional, outbound from the V6 network. This is in
contrast with Bi-directional-NAT-PT, which permits sessions in both inbound and outbound
directions.

Just as with v4 traditional-NAT, there are two variations to traditional-NAT-PT, namely Basic-
NAT-PT and NAPT-PT.

With Basic-NAT-PT, a block of V4 addresses are set aside for translating addresses of v6 hosts
as they originate sessions to the v4 hosts in external domain. For packets outbound from the v6
domain, the source IP address and related fields such as IP, TCP, UDP and ICMP header
checksum are translated. For inbound packets, the destination IP address and the checksum are
translated.

NAPT-PT extends the notion of translation one step further by also translating transport
identifier (e.g., TCP and UDP port numbers, ICMP query identifiers). This allows the transport
identifiers of a number of v6 hosts to be multiplexed into the transport identifiers of a single
assigned v4 address. NAPT-PT allows a set of v6 hosts to share a single v4 address. Note that
NAPT-PT can be combined with Basic-NAT-PT so that a pool of external addresses is used in
conjunction with port translation.

For packets outbound from the v6 network, NAPT-PT would translate the source IP address,
source transport identifier and related fields such as IP, TCP, UDP and ICMP header checksum.
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Transport identifier can be one of TCP/UDP port or ICMP query ID. For inbound packets, the
destination IP address, destination transport identifier and the IP and transport header checksum
are translated.

Bi-Directional-NAT-PT

With Bi-directional-NAT-PT, sessions can be initiated from hosts in V4 network as well as the
v6 network. The v6 network addresses are bound to v4 addresses, statically or dynamically as
connections are established in either direction. The name space FQDN (i.e. their Fully Qualified
Domain Names) between hosts in IPv4 and IPv6 networks is assumed to be end-to-end unique.
Hosts in the IPv4 realm access IPv6-realm hosts by using DNS for address resolution. A DNS-
ALG must be employed in conjunction with Bi-Directional-NAT-PT to facilitate name to
address mapping. Specifically, the DNS-ALG must be capable of translating v6 addresses in
DNS Queries and responses into their IPv4-address bindings, and vice versa, as DNS packets
traverse between IPv6 and IPv4 realms.

4.1.2 Connecting IPv6 Islands

4.1.2.1 Tunnelling mechanisms

When IPv6 or IPv6/IPv4 systems are separated from other similar systems, with which they
wish to communicate, by older IPv4 networks, then IPv6 packets must be tunnelled through the
IPv4 network.

IPv6 packets are tunnelled over IPv4 very simply; each IPv6 packet is encapsulated in an IPv4
datagram, so that a complete IPv4 header is added to the IPv6 packet. The presence of the IPv6
packet within the IPv4 datagram is indicated by a Protocol value of 41 in the IPv4 header.

Thus, the mechanisms described in following sub-sections are designed to enable IPv6
communication between IPv6 islands isolated in the IPv4 world.

There are four kinds of tunnelling of IPv6 packets over IPv4 networks: configured tunnelling,
automatic tunnelling, 6-over-4 and 6-to-4.

Configured Tunnelling

Configured tunnels are static tunnels that are set up between two nodes on the Internet. Using
this approach, IPv6 packets can be tunnelled in IPv4 packets and forwarded over an IPv4
network until it reaches its final destination where it will be decapsulated. As the name suggests,
the tunnel end-points are manually configured in each node. Hence no intelligence is required
by a node to determine the IPv4 tunnel end-point. Each node will be required to have a dual-
stack implementation to be able to encapsulate / decapsulate IPv6 packets.

In configured tunnelling, the tunnel endpoint address is determined from configuration
information in the encapsulating node. For each tunnel, the encapsulating node must store the
tunnel endpoint address. When an IPv6 packet is transmitted over a tunnel, the tunnel endpoint
address configured for that tunnel is used as the destination address for the encapsulating IPv4
header.
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Default Configured Tunnel

IPv6/IPv4 hosts that are connected to datalinks with no IPv6 routers may use a configured
tunnel to reach an IPv6 router. This tunnel allows the host to communicate with the rest of the
IPv6 Internet (i.e. nodes with IPv6-native addresses). If the IPv4 address of an IPv6/IPv4 router
bordering the IPv6 backbone is known, this can be used as the tunnel endpoint address. This
tunnel can be configured into the routing table as an IPv6 "default route". That is, all IPv6
destination addresses will match the route and could potentially traverse the tunnel. Since the
"mask length" of such a default route is zero, it will be used only if there is no other routes with
a longer mask that match the destination. The default-configured tunnel can be used in
conjunction with automatic tunnelling, as described in Section 4.4.

Automatic Tunnelling

Automatic tunnelling allows two hosts to communicate over IPv4 domains using their IPv6
stacks.

In automatic tunnelling, the tunnel endpoint address is determined by the IPv4- compatible
destination address of the IPv6 packet being tunnelled. Automatic tunnelling allows IPv6/IPv4
nodes to communicate over IPv4 routing infrastructures without pre-configuring tunnels.

IPv4-Compatible Address Format

IPv6/IPv4 nodes that perform automatic tunnelling are assigned IPv4- compatible address. An
IPv4-compatible address is identified by an all-zeros 96-bit prefix, and holds an IPv4 address in
the low-order 32-bits.

IPv4-compatible addresses are assigned exclusively to nodes that support automatic tunnelling.
A node should be configured with an IPv4-compatible address only if it is prepared to accept
IPv6 packets destined to that address encapsulated in IPv4 packets destined to the embedded
IPv4 address.

IPv4-Compatible Address Configuration

An IPv6/IPv4 node with an IPv4-compatible address uses that address as one of its IPv6
addresses, while the IPv4 address embedded in the low-order 32- bits serves as the IPv4 address
for one of its interfaces.

An IPv6/IPv4 node may acquire its IPv4-compatible IPv6 addresses via IPv4 address
configuration protocols. It may use any IPv4 address configuration mechanism to acquire its
IPv4 address, then "map" that address into an IPv4- compatible IPv6 address by pre-pending it
with the 96-bit prefix 0:0:0:0:0:0. This mode of configuration allows IPv6/IPv4 nodes to
"leverage" the installed base of IPv4 address configuration servers.

In automatic tunnelling, the tunnel endpoint address is determined from the packet being
tunnelled. If the destination IPv6 address is Pv4-compatible, then the packet can be sent via
automatic tunnelling.

If the destination is IPv6-native, the packet cannot be sent via automatic tunnelling.



Deliverable 6 Design of the Communications Infrastructure Version 1.1 6WINIT/0036

 1-Apr-2003 6WINIT – IPv6 Wireless Internet IniTiative Page 35 of 89

Use together with Default Configured

Automatic tunnelling is often used in conjunction with the default configured tunnel technique.
"Isolated" IPv6/IPv4 hosts – those with no on-link IPv6 routers -- are configured to use
automatic tunnelling and IPv4-compatible IPv6 addresses, and have at least one default
configured tunnel to an IPv6 router. That IPv6 router is configured to perform automatic
tunnelling as well. These isolated hosts send packets to IPv4-compatible destinations via
automatic tunnelling and packets for IPv6-native destinations via the default configured tunnel.
IPv4-compatible destinations will match the 96-bit all-zeros prefix route discussed in the
previous section, while IPv6-native destinations will match the default route via the configured
tunnel. Reply packets from IPv6-native destinations are routed back to the IPv6/IPv4 router,
which delivers them to the original host via automatic tunnelling.

6-over-4

6-over-4 provides a mechanism that allows a node running IPv6 connected to a v4 link to
connect to another v6 domain via a single router with the 6-over-4 implementation. 6-over-4
tunnelling avoids the need for a dual-stack routing infrastructure.

6-over-4 nodes will see the IPv4 domain as a link layer. The multicast capabilities of the v4
domain are used to tunnel IPv6 packets to the right multicast group address in which the 6-over-
4 router is a member. The motivation for this method is to allow isolated IPv6 hosts, located on
a physical link which has no directly connected IPv6 router, to become fully functional IPv6
hosts by using an IPv4 multicast domain as their virtual local link. Thus, at least one IPv6 router
using the same method must be connected to the same IPv4 domain if IPv6 routing to other
links is required.

IPv6 hosts connected using this method do not require IPv4-compatible addresses or configured
tunnels. In this way IPv6 gains considerable independence of the underlying links and can step
over many hops of IPv4 subnets. The mechanism is known as "IPv6-over-IPv4" or "6over4".

The "IPv6-over-IPv4" mechanism is intended to take its place in the range of options available
for transition from IPv4 to IPv6. In particular it allows a site to run both IPv4 and IPv6 in
coexistence, without having to configure IPv6 hosts either with IPv4-compatible addresses or
with tunnels. Interfaces of the IPv6 router and hosts will of course need to be enabled in
"6over4" mode.

A site may choose to start its IPv6 transition by configuring one IPv6 router to support "6over4"
on an interface connected to the site's IPv4 domain, and another IPv6 format on an interface
connected to the IPv6 Internet. Any enabled "6over4" hosts in the IPv4 domain will then be able
to communicate both with the router and with the IPv6 Internet, without manual configuration
of a tunnel and without the need for an IPv4-compatible IPv6 address, either stateless or stateful
address configuration providing the IPv6 address to the IPv6 host.

A node can encapsulate its router solicitations in this manner. This will result in receiving a
router advertisement, which enables a terminal to auto configure itself with an IPv6 address.
Those router solicitations will contain the node’s IPv4 address as a link layer address. Thus, the
terminal would belong to the 6-over-4 router’s IPv6 subnet. The 6-over-4 router will have an
entry in its routing table that maps a node’s IPv6 address to its link layer’s address (being the
IPv4 unicast address). By using this method, a node does not need to acquire an IPv4-
compatible IPv6 address. In addition, no configured or automatic tunnels will be required for
this technique. The IPv4 address used for the tunnel need not to be globally routable, as it is
used as a link layer address.
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6- to- 4 Tunnelling

The aim of the 6-to-4 tunnelling is to allow IPv6 domains, attached to a wide area network that
does not support IPv6, to communicate with minimal manual configuration to the border
routers. This method basically allows border routers to tunnel IPv6 packets in IPv4 dynamically.
Enabling isolated IPv6 routing domains to communicate even in the total absence of native IPv6
service providers, It represents a powerful IPv6 transition tool that will allow both traditional
IPv4-based Internet end-user sites and new IPv6-only Internet sites to utilise IPv6 and operate
successfully over the existing IPv4-based Internet routing infrastructure.ändrad,Avta2

The 6to4 transition mechanism provides a solution to the complexity problem of building
manually configured tunnels to an ISP by advertising a site’s IPv4 tunnel endpoint (to be used
for a dynamic tunnel) in a special external routing prefix for that site. Thus one site trying to
reach another will discover the 6to4 tunnel endpoint from a Domain Name System (DNS) name
to address lookup and use a dynamically built tunnel from site to site for the communication
illustrated in Fig. 12.

Figure 12:  6to4 Tunnel Overview

The tunnels are transient in that there is no state maintained for them, lasting only as long as a
specific transaction uses the path. A 6to4 tunnel also bypasses the need to establish a tunnel to a
wide-area IPv6 routing infrastructure, such as the 6Bone.

Tunnel Brokers

The Tunnel Broker idea is an alternative approach based on the provision of dedicated servers,
called Tunnel Brokers, to automatically manage tunnel requests coming from the users. This
approach is expected to be useful to stimulate the growth of IPv6 interconnected hosts and to
allow early IPv6 network providers to provide easy access to their IPv6 networks.
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The main difference between the Tunnel Broker and the 6to4 mechanisms is that they serve a
different segment of the IPv6 community:

• The Tunnel Broker fits well for small isolated IPv6 sites, and especially isolated
IPv6 hosts using dial-up IPv4 connections, that want to easily connect to an
existing IPv6 network;

• The 6to4 approach has been designed to allow isolated IPv6 sites to easily connect
together without having to wait for their IPv4 ISPs to deliver native IPv6 services.
This is very well suited for extranet and virtual private networks. Using 6to4
relays, 6to4 sites can also reach sites on the IPv6 Internet.

In addition, the Tunnel Broker approach allows IPv6 ISPs to easily perform access control on
the users enforcing their own policies on network resources utilisation.

Tunnel brokers can be seen as virtual IPv6 ISPs, providing IPv6 connectivity to users already
connected to the IPv4 Internet. In the emerging IPv6 Internet it is expected that many tunnel
brokers will be available so that the user will just have to pick one. The list of the tunnel brokers
should be referenced on a "well known" web page (e.g. on http://www.ipv6.org) to allow users
to choose the "closest" one, the "cheapest" one, or any other one.

The tunnel broker model is based on the set of functional elements depicted in

Figure 13.

Figure 13:  Tunnel broker basic operations

The TB (Tunnel Broker) is the place where the user connects to register and activate tunnels.
The TB manages tunnel creation, modification and deletion on behalf of the user.

For scalability reasons the tunnel broker can share the load of network side tunnel end-points
among several tunnel servers. It sends configuration orders to the relevant tunnel server
whenever a tunnel has to be created, modified or deleted. The TB may also register the user
IPv6 address and name in the DNS.
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A TB must be IPv4 addressable. It may also be IPv6 addressable, but this is not mandatory.
Communications between the broker and the servers can take place either with IPv4 or IPv6.

A TS (Tunnel Server) is a dual-stack (IPv4 & IPv6) router connected to the global Internet.
Upon receipt of a configuration order coming from the TB, it creates, modifies or deletes the
server side of each tunnel. It may also maintain usage statistics for every active tunnel.

4.1.3 Use of configured and automatic tunnels for Dual stack IPv6 access over an
IPv4 access network

By virtue of the deployment IPv6 tunnelling over an IPv4 network, IPv4/IPv6 dual stack host
have the ability to use IPv6 for data communication while being physically connected to an
IPv4 access link. In mobile IPv6 scenarios it is important that a dual stack host can obtain such
virtual IPv6 access dynamically when it moves into an IPv4 network.

The mechanisms of configured and automatic tunnelling provide two ways in which such virtual
IPv6 access can be achieved dynamically; Automatic tunnelling combined with a uni-directional
configured tunnel does this in a very dynamic manner. Configured tunnels, in their basis lack
some dynamics, but in return they have the ability to provide a fuller IPv6 environment
including IPv6 Neighbour Discovery. Both scenarios however enable a mobile dual stack host
to deploy IPv6 and Mobile IPv6 for data-communication while connected and connecting to an
IPv4 access network such as, e.g., the GPRS (R97-98) network.

In both scenarios, which are described below, a prerequisite is that the IPv6 host is aware of the
IPv4 address of a “friendly” IPv6/IPv4 border router. By “friendly” we mean a router that will
perform forwarding together with en- and decapsulation of IP packets to and from the host.
Further, it is assumed that the IPv4 access permission and address allocation is done
automatically.

The scenarios are in compliance with RFC 2185 Transition Mechanisms for IPv6 Hosts and
Routers, RFC 2893 Routing Aspects of IPv6 Transition and RFC 2164 Neighbour Discovery for
IPv6.
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Figure 14:  Usage of automatic and configured tunnelling mechanisms for IPv6 access over
an IPv4 network

4.1.3.1 Mixed automatic and uni-directional configured tunnel set up

The Mixed automatic and uni-directional configured tunnel set up provides a dual stack host
with IPv6 access by virtue of the IPv4 access in the following most natural and dynamic
manner. This is illustrated in Fig. 14. Upon allocation on a (global) IPv4 address (in a GPRS
network using global addresses this would be achieved dynamically via the PDP context
activated by the Mobile Terminal), a dual-stack host should configure its compatible IPv4
address, i.e., the IPv6 address composed from the IPv4 address (that it must know in advance)
by adding the 96 bit zero prefix, set up an outbound uni-directional tunnel to an IPv6/IPv4
border router supporting automatic tunnelling.

The latter requires no configuration at the border router. It simply requires that the IPv4
interface in question to have the ability to encapsulate and forward IPv6 in IPv4 packets. Now,
the host can communicate with other IPv6 host using the IPv4 compatible IPv6 address in the
following way, (see Fig. 14):

Outbound IPv6 traffic is send by virtue of the uni-directional tunnel to the border router, which
in turns decapsulate the IPv6 in IPv4 packets and forward them onto the IPv6 network.
Conversely, inbound reply traffic, and in general all traffic destined for the IPv4 compatible
IPv6 address, will be send to the host by virtue of automatic tunnelling from the IPv6/IPv4
border. The latter will happen through the border router or through any other dual stack router at
the border that supports automatic tunnelling.

Although providing the host with an IPv6 address and IPv6 access, this scenario does not equip
the host with an on-link IPv6 router (or with any on-link IPv6 host for that matter) and hence
the aspects of Neighbour Discovery, such as IPv6 Router Advertisements, is neither needed nor
provided.
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4.1.3.2 Bi-directional Configured tunnel set up

By virtue of a bi-direction configured tunnel, it is possible to glue a virtual IPv6 access network
environment to the link layer provided by an IPv4 tunnel from an IPv4 address to a dual stack
router on the IPv4/IPv6 border.

Once an IPv4 tunnel from one of the routers IPv4 interfaces to an IPv4 address of the IPv4
network has been configured, the router can be set up to consider the tunnel link as any other
local link with one or several prefixes attached and on which it performs IPv6 neighbour
discovery and send out IPv6 Router Advertisements. A dual-stack host located at the tunnel end,
i.e., with IPv4 address equal to the IPv4 address of the tunnel end, is able to acquire an IPv6
address via IPv6 stateless auto-configuration and use the tunnel link for IPv6 access (see Fig. 14
above).

In contrast to the uni-directional tunnel used above, which only has to be set up at the host end,
the bi-directional tunnel needs to be set up and configured in both the host and the network
(router) end. In scenarios where the IPv4 address of the moving dual stack host is known in
advance, e.g., when moving into a GPRS network with statically assigned global addresses,
dynamical assignment of addresses can still be provided at the IPv6 level since the configured
tunnel and hence the virtual IPv6 environment can be set up in advance or indeed permanently.
In most cases, however, the IPv4 address of the moving host will probably not be known in
advance; hence the tunnel must be configured by a network administrator after the IPv4 address
has been allocated to the moving host - or - the network must have some means to facilitate
dynamic set up of tunnels. The latter could be possible if the scenario is enhanced with a tunnel
broker solution that enables the moving host to initiate the set up of the IPv4 tunnel as well as
the IPv6 Neighbour Discovery mechanism after the allocation of an IPv4 address.

4.1.3.3 Use of Mobile IPv6 over tunnelled IPv4 access links.

For Mobile IPv6 to work it is of fundamental importance that the mobile node is able to perform
movement detection and Care-of-Address configuration fast and automatically. As described in
the MIPv6 draft, this is possible for a mobile node on IPv6 links where Router Advertisements
are sent out regularly and with small intervals. In that case, the care-of-address can be
configured via stateless address auto-configuration, and keeping track of received Router
Advertisements can perform movement detection. However it should be noted that the receipt of
IPv6 Router Advertisement is not a requirement for Mobile IPv6. So, although only the
configured tunnel scenario can provide the mobile node with Router Advertisements, both of
the above scenarios are fully adequate for the operation of Mobile IPv6. Indeed in the automatic
tunnel scenario, the care-of-address is configured in the most natural way from the IPv4 address
and, likewise, movement detection can easily be tricked by the presence of the IPv4 link and the
derived IPv6 accessibility via the IPv4 compatible address.

4.1.4 Transition tunnels over WLAN

6in4 or 6to4 tunnels allow IPv6 networks to communicate through IPv4 networks. Thus, an
IPv4 tunnel is configured between two routers. The IPv6 packets are encapsulated in IPv4
packets. The IPv6 packets from a 6to4 site are also encapsulated in IPv4 packets when they
leave the site via its external IPv4 connection  - which requires a unique IPv4 address.

As shown in Fig. 15, tunnels can be established through two Edge Devices over a WLAN
network. Wireless 802.11 links are transparent for the IPv6 communications, which are
encapsulated in a 6to4 or a 6in4 tunnel:
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Figure 15:  Example of Transition tunnels over WLAN

4.2 Robust Header Compression (ROHC)

Header compression is an optimisation technique that enables the efficient transmission of
limited bandwidth data over packet-based networks. This is particularly useful for network links
with limited bandwidth and high round trip times - such as wireless links - where the
transmission of uncompressed headers is deemed too expensive and inhibits the deployment of
Internet technologies. For example, transmitting audio over RTP/UDP/IP results in at least 40
bytes of headers per packet. Assuming a packetisation scheme that accumulates 20 ms of audio
into one packet (resulting in 50 packets per second), at least 16000 bits/s of the overall
bandwidth would have to be spent for the transmission of headers. Header compression can
reduce this overhead significantly and makes the deployment of Internet technologies in
wireless networks feasible.

The reason why header compression is an effective technique to reduce packet sizes is the fact
that, within a flow of packets, header fields usually exhibit a significant amount of redundancy.
This applies to header fields in the same packet but is especially important for header fields of
consecutive packets, e.g., in cases where the same header fields remains constant for a large
number of packets in a communication context. Not only the redundancy in static header fields
can be subject to compression but also the redundancy that stems from predictable changes in
dynamic header fields of consecutive packets, e.g., numeric fields that are incremented in each
packet. In many header compression schemes, there is the notion of a context that is shared by a
compressor and decompressor and that represents the necessary information to decompress
packets correctly. This context can change over time and is used by a decompressor to calculate
the values for predictable dynamic header fields.
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Header compression itself is not a new approach to make packet-based communication over
slow low-bandwidth links more efficient: Van-Jacobsen-Header-Compression VJ [RFC 1144]
has been deployed for many years for compressing IP and TCP headers, e.g., on dialup-links
such as modem or ISDN connections. Another, newer, approach is IP header compression
[RFC2507] that can be used to compress IP (both IPv4 and IPv6), TCP and UDP headers. In
contrast to VJ-Header-Compression, this approach can be used on both bi-directional and
unidirectional links (i.e., without feedback channel). The framework that is specified in RFC
2507 is used as the basis for a specialised scheme for the compression of RTP/UDP/IP headers:
Compressed RTP (CRTP) [RFC 2508] can compress RTP/UDP/IP as well as just UDP/IP
headers and uses delta-encoding for the compression of predictable changes in header fields,
i.e., the compressor and the decompressor share a table of delta values for some header fields
that are applied for each received packet to calculate the values of header fields. If the
decompressor's context is invalidated by a packet loss, CRTP uses a feedback mechanism for
allowing a decompressor to request a context update, i.e., the transmission of an uncompressed
header in order to synchronise the context with the compressor.

In the presence of packet loss or bit errors in the transmitted packets, compressing headers by
removing redundant information imposes new requirements for compressors and
decompressors, because there is no redundant information left that could be used to infer the
necessary information to maintain a proper context state. This is the reason why the deployment
of header compression in wireless networks is much more difficult than in traditional fixed
networks: In order to utilise the scarce radio resources more efficiently, wireless links usually
provide a higher bit error rate than, e.g., Ethernet links, which results in higher packet loss rates
and in also the possibility of residual bit errors (undetected errors in packets that are delivered to
higher layers). Because these links employ heavy channel coding (and are usually also much
slower in the first place), the round-trip-time is also significantly higher compared to fixed
networks. This in turn makes context updates (that become necessary in the presence of packet
loss) more expensive and leads to a poor performance of traditional header compression
mechanisms.

Because of their decreasing performance in the presence of higher packet loss rates,
compression mechanisms like CRTP are considered not to be robust against link layer induced
problems that frequently occur on some wireless network links. For CRTP for example, the
delta encoding technique has proven to be very vulnerable against packet losses because a single
lost packet already results in an inconsistent context at the decompressor that needs to be
repaired by a context update.

These problems (and the need for higher compression ratios) have led to the development of a
new header compression scheme called Robust Header Compression (ROHC) that has been
designed to be useful even in the presence of higher loss rates that are experienced particularly
on wireless links.

It should be noted that ROHC and encryption do not work well together; this is discussed
further in Section 4.2.

4.2.1 How ROHC Works

The general observation (that also holds for the compression schemes specified by RFC 1144,
RFC 2507 and RFC 2508) is that header compression is a link-layer mechanism that is
performed between two nodes, i.e., hop-by-hop instead of end-to-end. This is motivated by a
number of reasons:
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• Performing header compression hop-by-hop does not impose new requirements for
all hosts and routers on the Internet. It limits the "layer violation" (that header
compression represents) to the network elements at the edge of a local network link
that mandates the deployment of header compression. Thus, the transparency and
the end-to-end architecture of the general Internet are preserved.

• When compressing headers on a single link, the maintained ordering of packets is a
useful property that mechanisms can rely on to make the compression more
efficient.

• Hop-by-hop header compression can include the IP header itself, which would be
impossible if header compression was applied end-to-end because of the changes
that are applied due to the packet forwarding rules of Internet routing. This is of
particular importance for the relatively large IPv6 header.

The ROHC profile for RTP distinguishes between static and dynamic header fields in an
RTP/UDP/IP header. Figure 16 below depicts such a combined header that shows the static
fields in light green colour (header fields that can be reconstructed, i.e. are considered
redundant, are yellow-green).

Figure 16:  Static and Non-static Fields in an RTP/UDP/IP Packet

The five dynamic header fields are:

• The IP identification is set by the sending host and is changed for each packet. In
general, the value of this field cannot be predicted, but very often it is increased by
one for each packet sent.

• The UDP Checksum is either essentially random (it is calculated considering the
whole packet) or zero (when it is not used).

• The RTP Marker Bit can change from time to time during an RTP session. E.g., for
audio communication, it is used to signal the beginning of a talk spurt after a
silence period.

• The RTP Sequence Number increments by one for each packet.

• The RTP Timestamp is also incremented by (more or less regular) stride values.
For synchronous media, this stride value is essentially constant for each packet
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(under the simplifying assumption that each packet represents an independent time
unit, which is usually the case for audio communication but not for video
communication).

For values that are subject to repetitive small changes (such as the RTP sequence number),
ROHC does not use delta encoding, like CRTP, but a method called Least Significant Bits
Encoding (LSB). This encoding does not rely on a fixed delta value that is known to both
compressor and decompressor, but relies on transmitting the least significant bits of such a value
(i.e. the part where changes occur from packet to packet). A decompressor can then add this
value to a reference value that is part of its decompression context.

The RTP sequence number is considered as a kernel field, because it is sent in every packet (in
an appropriate encoding) and the values of other dynamic header fields can be calculated by a
function of the sequence number. For example, for the RTP timestamp, the function

f(SN) = TS_STRIDE*SN + TS_OFFSET

can be used. (Note that this is an over-simplification of the actual algorithm that is used in RFC
3095). SN represents the sequence number, TS_STRIDE is the stride value that is the assumed
increment to the timestamp for each packet and TS_OFFSET is the offset that is to be added by
the decompressor.

The characteristics of the functions that are used to calculate values for dynamic fields are
established when the compressor transitions from the First Order State to the Second Order
State. Figure 17 below depicts the three different states that a compressor can adopt.

Figure 17:  Compressor State Transitions

The three states are:

• The Initialisation and Refresh State (IR) is used to initialise the static parts of the
context at the decompressor at the beginning of a communication relationship or
after a failure occurred. In this state, the compressor sends complete header
information including static and non-static fields.
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• The compressor makes a transition to First Order State (FO) from the IR state when
the static context has been established at the decompressor. In FO state, the
compressor sends information about the functions that are to be applied in order to
calculate the values for the dynamic fields.

• When the characteristics of the functions for all dynamic fields have been
established at the decompressor the compressor transitions to Second Order State
(SO). In SO state, the compressor does not send any information about static or
dynamic fields anymore, except for the sequence number that is to be used by the
decompressor to calculate the values for the dynamic fields relying on the function
characteristics that have been established in FO state before. When these
characteristics change, for example, when the marker bit is set due to the beginning
of a talk spurt, the compressor uses additional packet types (or switches back to FO
state entirely) to transmit this information explicitly.

In order to accommodate different link-layer characteristics (e.g., unidirectional vs. bi-
directional links or lossy links vs. links with lower bit error rates) the ROHC framework defines
three operation modes that can be selected, one unidirectional mode and two bi-directional
modes:

• The Unidirectional Mode (U-Mode) is normally used when the communication
links only allows for packet to be sent in one direction, i.e., from compressor to
decompressor. In this mode transitions from SO state to FO and IR state are
performed periodically in order to ensure that the decompressor is able to establish
and maintain a correct context that is required for decompressing the received
packets.

• In Bidirectional Optimistic Mode (O-Mode) a feedback channel is used for explicit
error recovery requests. Transitions from SO state to FO and IR state are only
performed on reception of these explicit recovery requests, not periodically as in
U-Mode. O-Mode achieves the highest compression efficiency and uses the
feedback channel only for explicit recovery requests and optional
acknowledgements of context changes.

• The Bi-directional Reliable Mode (R-Mode) allows for a tighter coupling between
compressor and decompressor that is useful in the presence of high loss rates. In R-
Mode, all context updates (including updates to the sequence number) have to be
acknowledged by the decompressor. This mode therefore provides a high degree of
robustness on error-prone network links but is still able to deliver a significant
compression ratio.

When a ROHC context is created, it is initially in U-Mode. After the compressor has received
feedback from the decompressor, the mode can be switched to O-Mode or R-Mode.

The ROHC framework [RFC3095] provides the concept of contexts that can be established on a
channel (a communication link between a compressor and a decompressor). There can be
multiple contexts per channel, and IR packets initialise each context. In an IR packet, a context
is bound to a certain profile. The profile defines how to compress the headers of a certain kind
of packet stream, for example it specifies the static and non-static header fields.

RFC 3095 already defines four profiles:

• ROHC RTP for transmitting RTP/UDP/IP packets (as presented in the examples).
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• ROHC UDP for transmitting UDP/IP packets that do not provide a monotonically
increasing sequence number as RTP packets do.

• ROHC ESP (Encapsulating Security Payload) for ESP headers with encrypted
payloads. (An ESP header has its own sequence number.)

• ROHC UNCOMPRESSED for transmitting IP packets without compression.

4.2.2 Deployment of ROHC in Third Generation Wireless Networks

ROHC is one of the header compression protocols of UMTS Release 4 and is referenced in the
specification of the Packet Data Convergence Protocol (PDCP) [3GPP-PDCP]. For UMTS
Release 5, ROHC is an essential part of the specification of the Interactive Multimedia
Subsystem (IMS).

4.3 Quality of Service

In the Internet, intranets and Mobile Internet of today, bandwidth is an important consideration.
More and more people are using the Internet and mobile access for private and business reasons.
The amount of data that must be transmitted through the Internet is increasing exponential. New
applications such as RealAudio, RealVideo, Internet Phone software and videoconferencing
systems need a lot more bandwidth than the applications that were used in the early years of the
Internet. Whereas traditional Internet applications, such as WWW, FTP or telnet, cannot tolerate
packet loss but are less sensitive to variable delays, most real-time applications show just the
opposite behaviour; they can compensate for a reasonable amount of packet loss, but are usually
badly impacted by highly variable delays.

This means that without any bandwidth control, the quality of these real-time streams depends
on the bandwidth that is currently available. Low bandwidth, or better unstable bandwidth,
causes bad quality in real-time transmissions, for instance dropouts and hangs. Even the quality
of a transmission using the real- time protocol RTP depends on the utilisation of the underlying
IP delivery service.

The basic IP protocol stack provides only one QoS mechanism, which is called best effort. The
packets are transmitted from point to point without any guarantee for a special bandwidth or
minimum time delay. With the best-effort traffic model Internet requests are handled with a first
come-first serve strategy. This means that all requests have the same priority and are handled
one after the other. There is no possibility to make bandwidth reservations for specific
connections or to raise the priority for special request. Therefore, new strategies were developed
to provide predictable services for the Internet.

Today, there are two main rudiments to bring QoS to the Internet:

• Integrated Services
• Differentiated Services

Integrated Services bring enhancements to the IP Network Model to support real-time
transmissions and guaranteed bandwidth for specific flows. In this case, we define a flow as a
distinguishable stream of related datagrams from a unique sender to a unique receiver that
results from a single user activity and requires the same QoS.

For example, a flow might consist of one video stream between a given host pair. To establish
the video connection in both directions, two flows are necessary. Each application that initiates
data flows can specify which QoS are required for this flow. If the videoconferencing tool needs
a minimum bandwidth of 128 Kbps and a minimum packet delay of 100 ms to assure a
continuous video display; such a QoSs can be reserved for this connection. Differentiated



Deliverable 6 Design of the Communications Infrastructure Version 1.1 6WINIT/0036

 1-Apr-2003 6WINIT – IPv6 Wireless Internet IniTiative Page 47 of 89

Services mechanisms do not use per-flow signalling. Different service levels can be allocated to
different groups of Internet users; this means that the whole traffic is split into groups with
different QoS parameters. This reduces the maintenance overhead in comparison to Integrated
Services.

4.3.1 Interoperability between DiffServ and IPsec and IPv6 Tunnels

The DiffServ Architecture is based on a simple model where traffic entering a network is
classified and possibly conditioned at the boundaries of the network. The objectives are to
classify traffics in order to define priorities between the different services and applications that
are used in a local network and to regulate the traffic

Some implementations of DiffServ allow interoperability with IPsec/IKE functions and
migration mechanisms (tunnels) because all these functions are provided by this equipment and
are combined at a low level of the architecture of this device.

As shown in Fig. 18 below, it can be combined with other functions, like security functions and
IPv4/v6 transition functions.

Figure 18:  At the Boundary, DiffServ classifies and regulates traffic
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4.4 Security

4.4.1 Trust Model

There are several components necessary when building up a security solution, and a definition
of the trust model is undoubtedly the first step. It is mainly the definition of business roles,
security domains, etc. that lead to requirements for the overall security architecture.

Authentication remains a fundamental function to be provided, and it has in general to be
enforced. But other functions, e.g. confidentiality, authorisation, etc., might strongly depend on
the trust model and inter-domain agreements. Though, the usage of the global Internet makes
threats easier, an analysis of both the requirements and the threats is critical.

We take an unspecified heterogeneous network scenario, where building blocks are access
networks, corporate networks, and public IP backbone. Security domains are to be identified
e.g. networks under the same ownership, like a corporate or an operator's access network. Each
security domain sets its own trust model, both internally (total trust or security sub-domains)
and in relation with the other security domains (Service Level Agreement, SLA).

The lower security assumption is to give trust and require protection over the public backbone.
For example, the access network may be considered trusted, hence its internal security
mechanisms are enough. A VPN solution may be adopted at the border e.g. of the UMTS
network, and is also applied between the partners' networks, via relying on the Security
Gateways for protecting the outbound traffic and checking the inbound one.

Corporate access indeed requires typically e2e security. In a road warrior scenario; for example,
a secure tunnel is in place from the user terminal to (at least) the Security GW at the border of
the corporate.

A security domain (like the corporate) often is trusted internally; hence security is enforced at
the border, though highly sensitive sub-networks, e.g. special servers, might be protected with
additional care (e.g., a specialised sub-network firewall)

4.4.2 Security over Heterogeneous Network

Sending IP e2e (all the way to the terminals, i.e. without disruptions by network proxies)
requires a careful technological design, as major issues have to be solved when placing IP over
the air. Factors mainly concern are: bandwidth consumption, time constraints, and error
occurrence over lossy links.

As example of bandwidth usage, there is emerging interest in 3G telecommunication in
developing real-time applications for IP-based networks. Such applications run over the Real-
time Transport Protocol ([RTP), encapsulated inside UDP. The IP protocol suite adds 60 bytes
of IPv6/UDP/RTP headers (40 bytes for IPv4) that cause a drastic drop in spectrum efficiency
for links with low throughput or short packets (like audio, with an average 33 bytes in 3G
applications). For bandwidth preservation, efficient header compression is used. ROHC is a
framework that allows robust compression of different headers of the IP protocol suite, i.e. IP,
UDP, ESP, RTP headers. ROHC has been advanced recently into an IETF RFC. Encryption
may obstruct header compression, as was explained in Section 4.2.1 and below.

Moreover, such applications are highly delay-sensitive, and processing time becomes crucial,
remembering also that typical 3G terminals are thin clients.
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When we come to security, the overall impact of the security solution has to be careful analysed
with respect to the underlying architecture, and the wireless link represents generally the critical
area. It is in fact often possible to make a trade-off between security and cost; which security
versus cost level has to be granted should be a configurable choice.

The main security functions to be provided to protect the media traffic are confidentiality, and
message authentication (integrity protection and data origin authentication). There are other
security functions that may be needed, e.g. non-repudiation, replay protection etc.

We look at the requirements posed by the wireless link in a heterogeneous network, and how
they impact the security solution.

The security schemes and algorithms must be efficient, as time is a critical factor and clients are
thin. Security may in fact require expensive operations (e.g., public key operations) and several
roundtrips at set-up (key-management protocol).

As for the bandwidth consumption, unfortunately security and compression do not meld well.
When, for example, encryption is applied at a higher stack layer than compression, then the
latter is obstructed by the randomness introduced by the. ROHC applied at the link layer.
Therefore, whenever IPsec/ESP (encryption at the network layer) is used, it is necessary to keep
in mind that header compression does not work (there might be solutions to this, e.g. e2e ROHC
and tunnel IPsec, but this implies anyway extra bytes). Indeed, application-layer security is
possible, in order to solve the problem (e.g., the Secure Real Time Transport Protocol (SRTP)
for RTP applications, which does not encrypt the headers). Moreover, again for bandwidth
preservation, it is necessary to avoid ad hoc headers for the security protocol, hence making
synchronisation a challenging task.

Another factor to consider when choosing an encryption scheme is error propagation over lossy
links. The solution is to make use of stream ciphers (whose synchronisation is however critical).

Message authentication gives the basic problem that a tag is added to each packet (e.g., IPsec
adds a tag of 96 bits, and they are uncompressible), hence consuming bandwidth (intolerable for
short packets). The tag length can be truncated (with the awareness that the security is reduced).
Independently of the tag length, then, authentication prevents certain optimisations over the air
link, like Unequal Error Protection (UEP), pushing up costs.

Data origin authentication (DOA) cannot be implemented together with integrity protection in-
group scenarios with shared keys, and adding digital signature per-packet base is very
expensive. There has been recently work to develop lighter DOA schemes, based on symmetric
cryptographic operations. It is still on-going work in IETF, but looks quite promising. Note that
anyway, DOA is in general difficult to achieve whenever intermediate gateways are used.

Finally, as the telecom world and the Internet merge, and e2e security solution are employed, a
concern about how to provide legal interception (mandatory in the telecom world) arises. At
present the Telecom operators are supposed to be able to provide the law enforcement agencies
with both the data and the keys. In fact this whole subject is still the subject of heated debate.

A complement to the security protocol is the key-management protocol. There are several
possibilities: TLS, IKE, Kerberos, the MSEC schemes for groups, etc. In particular, IKE is the
key management for dynamic Security Associations (SA) establishment for IPsec. Key-
management protocols are often quite complex and expensive, as they require heavy
cryptographic operations and several roundtrips (IKE itself is probably the example par
excellence). These features clearly make key management critical over the wireless link,
especially for applications and services (like real-time) where the time requirements are strict.
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There is Ericsson work in MSEC to design a key-management scheme, MIKEY, that minimises
roundtrips and complexity. It has originally been developed in parallel with SRTP, though it can
be used for other security protocols. To minimise set-up time, MIKEY may be piggybacked into
control protocols (e.g., SIP and RTSP, as it is carried inside SDP).

4.4.3 Transport Layer Security

Security can be applied at different levels in the stack. In this section we focus on transport-
level security. Other common solutions apply at the network (IPsec, see Section 4.4.4.) and
application (Section 4.4.9.) levels.

Examples of transport-level security are TLS (and its predecessor SSL) and WTLS.

TLS is commonly used for secure mail and web access. It is both a security protocol and a key-
management protocol. Authentication with TLS can be unidirectional (client side or server side)
or bi-directional.

One advantage of TLS is that it is application-protocol independent; hence higher-level
protocols can layer on top of it. Moreover, it protects only the TCP payload, thus it does not
suffer certain of the problems that network security has, like NAT traversal.

WTLS is based on TLS and is the security protocol adopted in WAP. It adds wireless and UDP
supports, while TLS remains tight only to TCP.

Disadvantages of (W)TLS in a heterogeneous environment are that the RTP header cannot be
compressed, and that the key-management protocol is strongly tied to the security protocol.

4.4.4 IPsec

IPsec is a network-layer security protocol, and is one of the protocols mainly in use for IP-based
networks. It protects the IP packet transparently to the layers above; hence applications do not
need to be aware of it. Protection of the actual traffic is performed via the two protocols of
IPsec: the Authentication Header (AH) and the Encapsulating Security Protocol (ESP). AH
provides (between other functions) message authentication, and ESP message authentication
(with less coverage than AH) and confidentiality. The IPsec WG is currently evaluating
eventual elimination of the AH protocol. The key management for IPsec may consist in manual
configuration of the SAs, or in IKE for dynamic SAs allocation. IKE can perform authentication
of a peer using shared secrets, signatures, and RSA-based public key.

Though IPsec is seen as the most promising security solution for IP-based networks, still there
are obstacles to e2e IPsec security. For example, NAT devices may disrupt IPsec (Section
4.4.2.), and firewall traversal may be a problem (as some policies do not allow encrypted traffic,
see Section 4.4.1.). IKE needs a PKI infrastructure (whose realisation seems problematic) and is
also undergoing a revision process in the standardisation.

IPsec deployment is then of concern for heterogeneous environments. If IPsec is used from the
mobile terminal, hence is transported over the air link, a main problem is the possible
incompatibility of encryption with some compression schemes, leading to bandwidth
consumption. Section 4.4.2 provides some extended discussion on the topic.
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4.4.4.1 VPNs

Virtual Private Network (VPN) technology is becoming a widely employed method for remote
access. VPNs enable to take advantage of public networks (like the Internet) by providing a
secure tunnel towards the corporate network. Security plays a fundamental role, since going
through the public network may open dangerous 'network doors' to the involved intranets. In
particular, authentication of the access to each intranet and protection of the information from
possible eavesdroppers and from modifications are essential.

VPNC (the international trade association for manufacturers in the VPN market,
www.vpnc.org) believes that there are three major protocols for VPNs: IPsec, L2TP with IPsec,
and PPTP. Of these, IPsec is expected to be dominant in the near future.

A typical scenario is the interconnection of branches belonging to the same company, or
between partners' companies, using public networks. Each party has a Security Gateway device
(SGW) that handles the secure tunnelling. The configuration is illustrated in Fig. 19 below.

Figure 19:  Secure VPN over an IP Back Bone

The SGW handles the security policies that must be applied for the IPsec protection of the
outbound and inbound traffic of each security domain, and implements the IPsec mechanisms
for protection of the traffic (ESP and AH). Firewalling is performed too (may be the same box
or separate, and with different configurations). The key management can be manual, or
automated if IKE is implemented at the SGW. The described architecture is typical for VPNs,
and implies trust inside each security domain.

VPNs are also particularly appealing to the mobile force of the intranets, e.g. 'road warriors',
who can securely connect to the corporate and use its services like if they were inside its
premises. Typically, an IPsec tunnel runs from the end device to the SGW of the corporate.
Though, there might be obstacles to this, e.g. the firewalls of the access network need to
implement a policy that allows encrypted traffic to flow, and NAT may disrupt the e2e security,
see Section 4.4.2.
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4.4.4.2 Static VPN

Static VPN is a VPN whose security associations are manually defined by the user. This mode
of configuration can be useful when the use of IKE is not possible or when it is not desired. This
could be the case for experimental platforms or when attempting to interoperate with a piece of
equipment that does not implement IKE.

4.4.4.3 Dynamic VPN

A dynamic VPN is a VPN whose security associations are dynamically defined using the IKE
protocol (Internet Key Exchange) or some other automated scheme. The IKE protocol also
ensures dynamic re-keying that improves the security level.

The establishment of a secure communication generally starts by an authentication exchange to
provide access control. Then, a key exchange provides the material necessary to use security
mechanisms to protect the traffic: the authentication is thus extended to the rest of the
communication. Of course, the key exchange must be authenticated. The combination of the
initial authentication and of the key exchange is provided by an authenticated key exchange
protocol.

4.4.4.4 PKI (CA, Certificates)

Public Key Infrastructure (PKI) is believed to be one of the most feasible answers on how to
make use of insecure networks in a secure and private way. PKI is a scalable infrastructure for
secure authentication, and data confidentiality, integrity and non-repudiation, via a distributed
environment for the management and distribution of public keys and certificates. A typical use
of PKI is with VPNs (Section 4.4.3.1).

PKI is based on a trusted third party model, where the Certificate Authority (CA) issues and
manages certificates. A private/public key pair is registered and the CA signs a certificate
containing the public key. All nodes trusting the CA (or another CA somehow in trust relation
with it) will accept the certificate as valid (upon verification of the CA's signature) and will
have a way to securely communicate with the certificate's owner.

Though the PKI infrastructure is scalable and promising, unfortunately it has limitations. The
most evident one is the necessity of a global PKI, in a user-to-user scenario for example, with
obvious problems of realisation and scalability. Local PKI, e.g. of limited validity within a
company or a VPN consortium, may instead be attractive, though it has a cost. It requires a
dedicated infrastructure and quite management work, especially for the CA, eventual chain of
CAs, certificate revocation management etc.

The PKI work seems currently to be frozen; after a period in which PKI was thought to be the
solution for global security, the tendency today is to try to find solutions not relying on it, and
wait for its realisation and widespread deployment.

The employment of a PKI infrastructure in heterogeneous environments poses extra
considerations. For example, for applications whose set-up phase has strict time requirements,
calls to the PKI directories (e.g., to fetch a peer's certificate or to check Certificate Revocation
Lists, CRLs) may add critical roundtrips.

4.4.4.5 Key Management

Key management is often an expensive part of a security solution. There are many alternative
schemes that may be deployed.
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A pre-shared key is defined for each IPsec peer-to-peer connection and is loaded in both peers.
These secret keys will be used in the IKE authentication phase. Pre-sharing represents in
principle a less expensive way to configure keys and related parameters (security association,
SA), but suffers the major problem that it is not scalable. It is indeed a valuable solution for
scenarios, where the number of keys is relatively limited.

Dynamic key-management protocols reach scalability, but often at the expense of complexity.
IPsec uses IKE to dynamically exchange SAs. IKE can be based on pre-shared keys, but again
with problem of scalability and of mobility (as the pre-shared key authentication mode is based
on IP addresses); the other IKE modes are based on signatures or public keys; hence they
require support of PKI, inheriting the problem of PKI (see Section 4.4.4.3). Moreover, IKE is
quite complex and talkative, and not very much suitable for application with real-time features
and bandwidth-constrained environments (see Section 4.4.2.). IKE sets up SAs only for unicast
communication. TLS has its own integrated key-management protocol, see Section 4.4.3.

Trusted third party-based protocols are in general quite efficient. Examples are Kerberos, and
also AAA (see Section 4.4.7). AAA is used in access networks, and is a flexible infrastructure
that might be used for distribution of keys. Such protocols may be quite advantageous, as for
example AAA implements authentication, authorisation and accounting all integrated and offers
a kind of network-assistant security solution.

Finally, ad-hoc key-management protocols are possible. They are based on the same basic
schemes, might be pre-shared secret, or public-key operations with certificates, but are designed
to fulfil specific requirements. An example is MIKEY, see Section 4.4.2, designed for
heterogeneous environments and real-time applications.

4.4.5 Security in IPv6

IPv6 has been designed to improve and extend IPv4 in a lot of aspects. Security, in particular,
has been taken into account as a design goal from the beginning.

However, IPv6 is on-going work, as well as (and especially) its companion Mobile IPv6. The
IETF standardisation body is currently involved in an extended effort fixing problems as they
are found.

Security is assured in IPv6 via IPsec. Every IPv6 node MUST support the protocols and
procedures described in the Internet Security Architecture (RFC 2401) and related companion
documents (RFC 2402-2410). The node to protect the traffic, whenever specified by the security
requirements may then use IPsec.

IPv6 adds different header extensions, and some of them turn out to be potentially dangerous.
[The Routing Header and some Destination Options (i.e., the MIPv6 Home Address Option)
may be harmful from a security point of view. For example, the presence of the Routing Header
can allow an attacker to bypass access control based on the destination address, and to use any
node as a traffic reflector. Also, the denial of service (DoS) threat is increased. There is a
general necessity of improving the node-based security, and local policies should be based on
advanced packet filtering.

Supporting IPsec as mandatory is not enough to assure security: the interaction between IPsec
and IPv6 raises new issues.

In particular, IKE is not always the solution to key management. The control signalling must be
protected to avoid several nasty attacks, but at start-up, when IP connectivity has to be gained,
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UDP traffic (hence IKE) cannot be run to negotiate the necessary IPsec SA to protect such
control signalling.

MIPv6 uses control messages like Binding Updates and Binding Acknowledgements to
distribute the current mapping of a Mobile Node’s permanent Home Address and its temporarily
assigned Care-of Address between the Mobile Node on the one hand side and the Home Agent
and Correspondent Nodes on the other side

The IETF Mobile IP WG proposed the use of IPsec authentication for securing these sensitive
control messages. This would mean that all Mobile Nodes, all Home Agents as well as all
Correspondent Nodes have to support IPsec in their protocol stack, which should not be a
problem with IPv6 as IPsec comes a mandatory functionality of each IPv6 stack.

IPv6 ESP is used to encrypt the transport-layer header and payload (e.g., TCP, UDP), or the
entire IP datagram. Both these methods are accomplished with an ESP extension header that
carries encryption parameters and keys end-to-end. When just the transport payload is to be
encrypted, the ESP header is inserted in the packet directly before the TCP or other transport
header. In this case, the headers before the ESP header are not encrypted and the headers and
payload after the ESP header are encrypted. This is referred to as "transport-mode"
encryption. If it is desirable to encrypt the entire IP datagram, a new IPv6 and an ESP header
are wrapped around all the fields (including the initial address fields) of the packet.

Full datagram encryption is sometimes called "tunnel-mode" encryption because the contents
of the datagram are only visible at the endpoints of the security tunnel (see Figure 20.).

Figure 20:  IPv6 Encryption modes

Fully encrypted datagrams are somewhat more secure than transport-mode encryption because
the headers of the fully encrypted packet are not available for traffic analysis. For instance, full
tunnel-mode encryption allows the addresses contained in IPv6 source routing headers to be
hidden from packet sniffing devices for the public portion of a path. There is a considerable
performance penalty for full encryption, due to the overhead and processing cost of adding an
additional IPv6 header to each datagram. In spite of its cost, full ESP encryption is particularly
valuable to create a security tunnel (steel pipe) between the firewalls of two remote sites. The
full datagram encryption in the tunnel ensures that the various headers and address fields of
encrypted packets will not be visible as traffic traverses the public Internet. Within the tunnel,
only the temporary encapsulating address header is visible. Once through the tunnel and safely
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within a firewall, the leading ESP headers are stripped off and the packet is again visible,
including any source routing headers required to finish the path.

4.4.5.1 Security in translation IPv4/IPv6

The advent of IPv6 is expected to globally improve security, and in fact some security problems
present in IPv4 are fixed. However, it may be open other types of attacks, and the transition
time may be in particular troublesome. It is worth stressing that configuration aspects become
critical: because of limited experience with IPv6 and the transition mechanisms, sites may be
expected to misconfigure their networks, leaving open doors to attacks.

On the matter of the IPv4/IPv6 translation mechanisms, there are lots of them currently defined
in IETF, working at different layers. Translation mechanisms may lead to some abusing
behaviour, and are in general of concern for e2e security, as they can break it, according to the
layer they work.

Application level migration, like NAPT-PT, do broken e2e network-layer security; also they
may not allow e2e transport security, and application-layer security for applications that carry IP
addresses in the payload. SOCK Gateway can use hop-by-hop network security, as it is based on
two connections.

As for network-level migration, in general pure tunnelling mechanisms should not disrupt e2e
security, as the inner IP packet is untouched. Use of IP security at both IPv4 and IPv6 levels
should be avoided, for efficiency reasons, unless the threats left open are considered harmful.
Some precautions in policies have to be taken, since tunnelling may provide a possibility to
circumvent ingress filtering, and may be in general associated with intrusion detection and
filtering difficulties.

DSTM per se preserves e2e security, since it requires a dual stack and it uses a tunnelling
technique. SIIT translates the headers, therefore e2e AH does not work; ESP in transport mode
does work in theory, though it is not clear how to handle key management between nodes with
different address type.

The Bump-in-the-stack (BIS) mechanism gives disruption of e2e security when IP addresses are
embedded in the encrypted payload.

Hence, in general we can say that translation mechanisms disrupt security at the network layer
(except for transparent, pure tunnelling). In case of disruption, the best solution is hop-by-hop
security, with the translation box (or one 'in the nearby', in a trust and secure relation) acting as
a decryption/re-encryption point (basically, combined with a security gateway functionality).
Trust Management is therefore an important issue. Application-level security may be a solution
for e2e security, though there are cases where it is broken. In particular, it appears particularly
tricky in the case where embedded IP addresses are present in the payload to be encrypted;
there, e2e security is often hopeless. Another issue is key-management protocols, when based
on IP addresses as identifiers.

Note that in general, having a border element that is able to allocate temporary IPv4 addresses
(e.g., NAPT-PT) may open Denial of Service attacks, e.g. flooding with queries from the
outside forcing all the IPv4 addresses from the pool of the NAPT-PT to be allocated, till
exhaustion. A policy for address mapping's time-outs might for example be used to mitigate
such attacks.
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4.4.6 Policies and Access Control

As described in Section 4.4.1, the first step in defining security architecture consists of the
definition of the trust model. Policies are a fundamental building block of every trust model. In
some networks, it may be sufficient to not provide any special security mechanism inside
(trusted internal network). In other cases, sensitive parts of the network may be better protected
in separate sub- networks. Border devices, like firewalls and security gateways, are often used
to protect the security domain against external attacks, and the inter-domain communication.
How to do it, and if to do it, is subject to the defined policies. Each border device has associated
policies, e.g. firewalls to select packets to pass, security gateways to apply the correct SA on the
packet, etc.

Authorisation criteria are defined by policies. Access control, in particular, is an important
function based on policies. Access control is guaranteed via authentication and authorisation.
The client trying to access a service presents credentials, e.g. a certificate or a pre-shared secret.
The node enforcing access control verifies the presented credentials and checks them towards a
database with registered authorisation files. AAA (section 43.7) may be used in this scenario,
especially if accounting is needed.

There are many possible examples of what policies are for. In general, definition of the policies
is subject to agreements, e.g. inter-operator agreements, and it must be left to them to configure
the equipment with the correct policies needed for their purposes and requirements.

4.4.7 AAA

The Authentication, Authorisation and Accounting (AAA) infrastructure is typically used for
network access control, and it is a generic, hierarchical, scalable architecture, based on an ideal
trusted third party.

It is generally pre-shared based, but with a dedicated server (the AAA node): the client has e.g.
a smart card with credentials which are presented each time he requires access to some service,
e.g. to an access network. The credentials are typically carried by a local authentication
protocol, extracted by local nodes, and forwarded to the local AAA node (AAAL). This
communicates with the client's home AAA (AAAH) who validates/invalidates the presented
credentials.

The major issue in the standardisation effort is related to the AAA protocol (chosen to be
DIAMETER.

AAA work for IPv6 has just started. In IPv6, routers and DHCPv6 servers are expected to work
in conjunction with AAA servers to validate client's credentials. A router with AAA service
enabled is logically split into 'controlled part' and 'uncontrolled' part. The former is in charge of
forwarding packets from/to authorised clients. AAA messages are instead passed to the
uncontrolled part, or 'attendant', which extracts the AAA information and forwards them to the
AAAL, and this to the AAAH (following the typical AAA protocol). Defined client identifiers
are a NAI and IPv6 address (typically the home address is used). If the procedure is successful
(client authenticated and authorised), then the attendant updates the Neighbour Cache and the
packet filter on the router, so that the client is reachable.

When the host enters a new network, he tries to get an IPv6 address, and he is granted access via
AAA verification. In the case of stateless address autoconfiguration, the host receives an AAA
Challenge option inside a Router Advertisement, or may require it with a Router Solicitation.
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Duplicate Address Detection is performed before the client sends an AAA Request. In case the
address is acquired through DHCPv6, the procedure is equivalent.

Note that it is possible to carry (IPsec) keys inside the AAAv6 protocol; the ones currently
defined are client-attendant authentication key, client-attendant encryption key, and MN-HA
authentication key.

4.4.8 Security for Multi-homing

Availability of different types of access networks ('multi-access') is of increasing interest. There
might be cases where we need to switch between different access networks, due e.g. to better
reception or cost convenience. The typical example is when you enter a hot-spot area (WLAN)
and want to switch from UMTS into WLAN. Though, the connection has to keep on without
disruptions. Multi-access, in this context, implies also multi-homing. A device, which can be
accessed via more than one network, clearly has two IP addresses. For routers, this is the normal
situation; for end-hosts it raises different considerations. In this deliverable, the multi-homing is
considered only in the context of end-hosts.

Multi-access security is in the first place an authentication issue. When entering into the new
access network, authentication has to be performed. To reduce set-up time, it can be performed
before disconnecting from the previous access network.

Each access network has generally its own authentication method. Though, once roaming is
wanted, convergence is needed in the matter of the authentication scheme, and even credentials
may be the same. Also, a basic requirement for any interoperability is to have harmonised user
id formats. AAA is a promising infrastructure, as it is employed in UMTS.

There is work on-going in IETF to converge to a common authentication scheme for different
networks. AKA is the mechanism in place both for access network authentication and IP
multimedia service authentication in 3GPP. There is an Ericsson-Nokia proposal to carry AKA
authentication in EAP. This would make possible the use of 3GPP authentication infrastructure
in the context of WLANs and IEEE 801.1x technology through EAP over Wireless.

4.4.9 Application Security

Application security solutions may offer advantages over more general lower-layer security
(Section 4.4.3. and 4.4.4.). The most evident advantage is that knowledge of the particular
application can be used to design the security protocols in a way that requirements are met.
Section 4.4.9.1. gives the example of SRTP and MIKEY, specifically designed for real-time
application in heterogeneous environments. The main drawback of application security is, of
course, the fact that each application requires its own security solution.

4.4.9.1 Real-time applications

The hospital scenario describes usage of real-time applications (e.g., on-line assistance from the
hospital centre to the operating staff in the ambulance). A generalised instance of this is a media
conferencing application. Security plays an important role, as crucial components may be e.g.
authentication of the parties, integrity protection and confidentiality of exchanged information.

A call control protocol is used, e.g. SIP or H.323 for general multimedia applications, and
security of such call control protocol has to be assured. There is work in IETF, e.g. for SIP
protection, but it is proceeding slowly. Fortunately, 3GPP is quite active in IETF on this issue.
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For the protection of the media, as RTP traffic, a proposal is proceeding in IETF (SRTP); this is
an application security protocol that offers the basic security functions achieving the design
goals for heterogeneous networks (see Section 4.4.2.). MIKEY is the key-management protocol
designed with similar requirements in mind, to complete SRTP.

4.4.9.2 The hospital scenario

In addition to considering the security components described in the overall security section, the
hospital application poses new requirements.

• Trust model: the hospital scenario as described in e.g. the draft report from WP5,
needs in first place a trust model description. We can assume a VPN connection (to
be described) between the different involved sites, this implies definitions of
agreements. Note that authorisation rules are to be defined, as each site has servers
etc that cannot be disclosed to the other parties.

• Security of the described applications a treat analysis is needed, to identify which
security functions are to be provided to which traffic. For example, for the
ambulance on the field communicating with the monitor room inside the hospital,
real-time applications are involved (video camera, audio signals), and their security
can be achieved via SRTP (see Section 4.4.9.1.). The control protocols need
protection too.

• Key management: a trusted third party-based scheme might be preferred. This
would help also in legal matters, e.g. probably the session from the ambulance has
to be recorded. A suitable way for patients accessing services is needed (it may use
tickets/passwords). Certificate-based solutions to be investigated (e.g. a local PKI
may be attractive).

• Privacy is a fundamental factor; the patient's data must be kept confidential. This
implies needs of confidentiality when transmitting, and access control of stored
record.

• In general, transmission to/from the patient can be highly sensitive e.g. (test
results). Hence, there may be very high security requirements on the traffic
(confidentiality, integrity protection, source data authentication, etc.)

• Denial of Service attacks have to be defeated in a way not to obstruct emergency
operations (e.g. the traffic to/from the ambulance)

• Mobile e-commerce

4.5 Firewall and Gateways

In some proposals for extended services, gateways with various functionality are put into the
communication path; such gateways may be called middleboxes. Middleboxes on the
communication path might have security implications.

A firewall is used to enforce restriction on the traffic flowing through. It might protect a
network, a sub-network, and a host, according to the security requirements. A firewall is the
border element of a network: the traffic is enforced to pass through it. It might be considered
enough to assure protection to the network; hence the firewall may be completed with a Security
Gateway (SGW), which enforces security (e.g., an IPsec GW). This is a typical VPN scenario:
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the inside network is trusted, hence e.g. the traffic inside it is transmitted in clear text, while the
traffic leaving the network border is securely tunnelled.

There are more devices that can be placed on the communication path. For example, NATs have
wide deployment, and security implications, see Section 4.4.2.

Media Gateways, like mixers, translators, GWs between different network technologies, are also
common. They generally manipulate the payload, hence disrupting e2e security. In this case,
trust in the middlebox is needed, and the best one can have is a hop-by-hop protection.

Also, all these middlebox devices need to be configured and often controlled.

4.5.1 Firewalls

Firewalls represent the first defence for a security domain, as border elements. They are
fundamental to enforce appropriate filtering functionality for access control, in order to restrict
inbound and outbound traffic according to specific policies. In particular, in VPN scenarios, it is
extremely important to 'close' the network to possible attacks from the outside, e.g. Denial of
Service.

A firewall is often together with a Security Gateway (SGW, as device to enforce security, e.g.
encryption, typically an IPsec GW), though the latter has in-built firewalling functionality.
However, a SGW typically inspects only network- and transport-level parameters, while a
firewall may perform a more- grained inspection.

There are several types of firewalls; between the most common ones, packet filters inspect
network- and transport-level fields of the packet, matching to defined policies that specify
which packets are allowed to pass and which have to be dropped. High security may require
application knowledge at the firewall: application level firewalls have in-built knowledge of
protocols, and stateful inspection firewalls combine the previous two types. Though knowledge
of the application makes the firewall more accurate from the point of view of security, the risk is
to create bottlenecks and also to need continuous software/hardware updates. A more
application independent approach is under investigation in IETF, with the MIDCOM
architecture, see Section 4.4.2.

Policies are a key feature of access control. It is extremely important to be able to express the
necessary granularity for authentication and authorisation. Where the firewalling device at the
border of the security domain is not enough, the domain can be organised in sub-networks, each
with additional access control devices, e.g. in case a server is particular sensitive from the
security point of view or offers a special service.

It might be that the firewall's policy does not allow encrypted traffic to go through; hence real
e2e security might be disrupted.

4.5.2 NATs (and IPsec)

Perhaps the most common use of IPsec is in providing VPN capabilities, e.g. providing
telecommuters with access to their corporate intranet. Due mainly to the lack of IPv4 addresses,
and also to maintain hidden the network topologies, Network Address Translators (NATs) are
today widely deployed. A NAT device changes IP addresses and eventually ports of the packets
in a transparent way to endpoints and applications, so that networks can make internal use of
private addresses but still be able to communicate with other networks. For protocol, such as
SIP and FTP, with addresses embedded in the payload, an Application Level Gateway (ALG) is
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needed, to enter the payload and change it. The advent of IPv6 should eventually obsolete such
functionality, though in the transaction period NATs are expected to survive (some people claim
forever).

NATs (as other devices manipulating the packets) may represent a major barrier to deployment
of e2e security. IPsec and NATs, for example, show incompatibilities, namely (between the
most evident):

• Incompatibility between IPsec AH and NAT: the AH header covers the IP source
and destination addresses, which are modified by NATs, causing AH verification
to fail.

• Incompatibility between checksums and NAT: TCP/UDP/SCTP checksums cover
the IP source and destination, hence they will be invalidated by passage through a
NAT (whenever the checksums are used)

• Incompatibility between IKE address identifiers and NAT: where IP addresses are
used as identifiers in IKE MM or QM, there will be mismatch between the
identifiers and the addresses in the IP header, hence the packet will be discarded.
UserIDs and FQDNs are to be used as identifiers.

• Incompatibilities between embedded IP addresses and NATs: since the payload is
integrity protected, any IP addresses enclosed within IPsec packets will not be
translatable by a NAT.

Only IPsec/ESP tunnel mode clients are reported to be capable of traversing NATs under
limited conditions.

There has been quite long discussion in the IETF on how to solve IPsec NAT traversal. There
have been multitudes of proposals, and lately they have converged; the work is still in draft
phase, though. The solution is the encapsulation of IPsec packets into UDP [HDS]. It works for
IPv4 and IPv6, and ESP can be both in transport mode and in tunnel mode. A dedicated field
('marker') is inserted before the ESP part to distinguish IKE and non-IKE traffic, and a way to
adjust the TCP/UDP checksum is described.

A related draft describes how IKE can be used to detect the presence of NATs on the path
between IPsec peers, and how to negotiate UDP encapsulation of IPsec. The solution does not
require changes to the NAT device itself (so to the networks), nor requires NATs to be aware of
IPsec and IKE. Basically, IKE Phase 1 is used to detect the presence of NATs on the path, using
a new payload (NAT-D), which carries a hash of the original address and port (there are at least
two of such payloads, one for the source and one for the destination). Recalculating the hash
and checking the matching with the received value, allows understanding if a NAT (or NATs)
are on the path (even to detect on which side). IKE Phase 2 negotiates the use of the UDP
encapsulation (inside the SA negotiation), and allows sending the original source address if
needed, for checksum adjustment. Note that IKE authenticated with pre-shared cannot be used
(as NATs disrupt authentication based on IP addresses).

The major problem of UDP encapsulation for IPsec is bandwidth consumption, since the client
is expected to perform the encapsulation, obviously heavy in a wireless environment. Moreover,
NAT keep alive messages are needed in order to maintain the NAT mappings alive for the
duration of the connection between the peers. A peer should send a NAT keep alive message if
no other packet to the other peer has been sent in 20 seconds (default). This might be another
issue for wireless environments, e.g. for certain classes of UMTS terminals.
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4.5.3 MIDCOM

There are several intermediate devices in the Internet today that require application intelligence
for their operation, e.g. requiring advanced functionality, as it is sometimes not enough to
examine packet headers. Examples are firewalls, security gateways, policy-based tunnels (hence
in general devices that enforce application-specific policy), NATs. Often an ALG (Application
Level Gateway) is used, e.g. in conjunction with a NAT, to examine and eventually modify
application payloads with embedded IP addresses.

A working Group in IETF is currently in charge of analysing the area (the main study cases are
firewalls and NATs deployment), and its work looks promising. The idea is that tight coupling
of application intelligence with middleboxes makes their maintenance hard with the advent of
new (and new versions of) applications, basically placing operators at the mercy of their
middlebox vendors to make the necessary upgrade. Further, embedding intelligence in
middleboxes increase complexity and are likely to degrade performance.

Therefore the MIDCOM WG is currently working on an architecture where application
intelligence is moved from middleboxes into external MIDCOM agents. In this way, the
middlebox can focus on dedicated services (e.g., firewall, NAT) and stay application
independent, and the MIDCOM agent speaks with the middlebox via a protocol. Examples of
MIDCOM agents are Application Proxies (SIP proxy, H.323 Gatekeeper, etc.) and gateways.

The communication between a MIDCOM agent and a middlebox will be transparent to the end-
hosts that take part in the application (unless one of the end- hosts assumes the role of a
MIDCOM agent). The requirement from the security point of view is the existence of a trust
relationship between the MIDCOM agent and the middlebox, supported by a Policy server to
check presented credentials.

Middleboxes may be stationed in a number of topologies, e.g. typically in a DMZ (De-
Militarised Zone) at the edge of a private domain, connecting to the Internet. Examples of
applicability are often real-time and streaming applications (e.g., Voice over IP), as they require
firewalls and NATs to let the media streams flow through them to reach hosts inside a private
domain, e.g. open a pinhole to permit a TCP/UDP session (with dynamically allocated ports)
through a firewall, or retain an address/port bind in the NAT. For example, SIP carries
information on the addresses and ports where to transmit the RTP and RTCP streams inside its
payload, using the Session Description Protocol (SDP). The media sessions are UDP based and
will use dynamic UDP ports as specified inside SDP. This makes complex NAT operations (as
the addresses are embedded in the SIP payload), and makes it extremely difficult to enforce
good policies on firewalls, basically ending up in the necessity of opening up all the UDP ports
above port 1024, so exposing the network to external attack

Current generation middleboxes use ad-hoc methods to meet the requirements, such as
embedding application intelligence within the middlebox, which turns out to be inefficient (e.g.
when the software or hardware need updating). MIDCOM goes instead for application-
independence.

Since the solutions are being considered seriously for IP Multimedia applications, and since
telecom networks already employ NATs and firewalls, this security issue appears important,
and the MIDCOM WG is considered as a promising unit where to solve it.

With IPv6, the mere NAT middlebox should disappear. However, the MIDCOM architecture
maintains its validity, for example for "6to4" routers, and firewalls (e.g. to enable an IPsec
connection between IPv6 hosts going through).
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4.6 Pv4/v6 Packet Filtering Configuration for Firewalls

The IP filters configured in Firewalls can allow or deny incoming IP flows to protect the
accesses from non-secure networks to private networks. Several devices can be cascaded in
order to define several zones with different security level. A Security Policy has to be defined
on how to build the architecture and which IP filters are required.

The architecture can be combined with an IPsec VPN one. All traffic carried in IPsec security
tunnels must be allowed to pass through the packet filter. When the two techniques are used, the
corresponding rules should be automatically created to simplify management tasks. The 6WIND
Edge Device is now taking this consideration into account. The following figure gives an
example of such architectures including a Mobile Node that can be connected to the WAN with
a wireless method

Figure 21:  Example of firewall architecture based on IP filtering

4.7 Addressing and Address Allocation

4.7.1 General

Much of the discussion of IPv4 versus IPv6 focuses on the relative size of the address fields of
the two protocols. In fact as seen IPv6 uses a 128-bit address instead of the 32-bit address of
IPv4. That theoretically allows for as many as:

2128 = 3.4 * 1038 = 340 billion billion billion billion unique addresses.

Even when used with the same efficiency as today's IPv4 address space, that would still allow
for 50,000 addresses per square metre of land on Earth or theoretically 6.8 * 1028 addresses for
each human being.

An equally important difference is the relative abilities of IPv6 and IPv4 to provide an advanced
hierarchical address space that facilitates efficient routing architectures. IPv4 was initially
designed with a class-based address scheme, which divided address bits between network and
host but did not create a hierarchy that would allow a single high-level address to represent
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many lower- level addresses. Hierarchical addressing systems work in much the same way as
telephony country codes or area codes; these allow long-haul telephone switches to efficiently
route calls to the correct country or region using only a portion of the full phone number.

In a direct response to the experience gained from IPv4, IPv6 has been designed from the
ground up to provide a highly scalable address space that can be partitioned into a flexible and
efficient global routing hierarchy.

At the top of this hierarchy, several international registries assign blocks of addresses to Top
Level Aggregators (TLA). These TLAs are essentially the public transit points (exchanges)
where long-haul providers and Telcos establish peer connections.

TLAs allocate blocks of addresses to Next Level Aggregators (NLA), which represent large
providers and global corporate networks. When an NLA is a provider, it further allocates its
addresses to its subscribers. Routing is efficient because NLAs that are under the same TLA
will have addresses with a common TLA prefix. Subscribers with the same provider have IP
addresses with an NLA common prefix.

4.7.2 IPv6 types of addresses

As said, Pv6 addresses are 128 bits in length. Addresses are assigned to individual interfaces on
nodes, not to the nodes themselves. A single interface may have multiple unique unicast
addresses. Any of the unicast addresses associated with a node's interface may be used to
uniquely identify that node.

The combination of long addresses and multiple addresses per interface enables improved
routing efficiency over IPv4. In IPv4, addresses generally do not have a structure that assists
routing, and therefore a router may need to maintain huge table of routing paths. Longer internet
addresses allow for aggregating addresses by hierarchies of network, access provider,
geography, corporation, and so on. Such aggregation should make for smaller routing tables and
faster table lookups. The allowance for multiple addresses per interface would allow a
subscriber using multiple access providers across the same interface to have separate addresses
aggregated under each provider's address space.

IPv6 clearly has large enough address architecture to accommodate Internet expansion for
decades to come. But the usefulness of IPv6 addresses will be severely limited if they are not
matched with equally advanced configuration and management services. Fortunately, there is a
great deal of work underway to ensure that IPv6 hosts can have their addresses automatically
configured and reconfigured in a cost-effective and manageable way. Automatic address
configuration is a very necessary component of hierarchical routing fabrics because it supports
cost-effective numbering and renumbering of large populations of IP hosts.

4.7.3 Stateless Address Allocation

With the stateless auto-configuration approach, a host can automatically configure its own IPv6
address without the help of a stateful address server or any human intervention. The host uses
the globally valid address prefix information in the router advertisement message to create its
own IPv6 address. This process involves the concatenation of a valid prefix with the host's link
layer address or a similar unique token. As long as the token is unique and the prefix received
from the router is correct, the newly configured IP address should provide reachability for the
host that extends to the entire enterprise and the Internet at large.
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1. During system start-up, the node begins the auto-configuration by obtaining an interface
token from the interface hardware, for instance, a 48-bit MAC address on token-ring or
Ethernet networks.

2. The node creates a tentative link-local unicast address. This is done by combining the well-
known link-local prefix (FE80::/10) with the interface token.

3. The node attempts to verify that this tentative address is unique by issuing a neighbour
solicitation. If the address is already in use, the node will receive a neighbour advertisement
in response, in which case the auto-configuration process stops. (Manual configuration of
the node is then required.)

4. If no response is received, the node assigns the link-level address to its interface. The host
then sends one or more router solicitations to the all-routers multicast group. If there are any
routers present, they will respond with a router advertisement.

4.7.4 Stateful Address Allocation

If no router advertisement is received, the node should attempt to use DHCP to obtain an
address and configuration information. The Dynamic Host Configuration Protocol (DHCP)
provides a framework for passing configuration information to hosts on a TCP/IP network.
DHCP is based on the BOOTP protocol, adding the capability of automatic allocation of
reusable network addresses and additional configuration options. If no DHCP server responds,
the node continues using the link-level address and can communicate with other nodes on the
same link only.

4.7.5 Address allocation in UMTS

3GPP is defining the support for IPv6 terminals. IPv6 addresses can be assigned statically or
dynamically. Just as with IPv4, static address assignment is performed via configuration in the
HLR. Only the user having a subscription tied to a static address stored in the HLR may request
that address during session (PDP Context) activation. However, this may limit GGSN roaming
and the connection to different access points. Alternately, dynamic IPv6 address configuration
may be obtained using: local assignment from the GGSN address pool.

4.7.6 Security Aspects in Address Allocation

The extended address capability of IPv6 is accompanied by a very flexible and dynamic address
configuration. IP addresses are either dynamically assigned ([DHCPv6) or auto-configured
[RFC2462], and both techniques require control messages: router advertisements to allow site
renumbering and prefix-learning, Neighbour Discovery messages (e.g., for Duplicated Address
Detection), etc. Most of such signalling uses ICMPv6 [ICMPv6]. Clearly, this signalling traffic
is sensitive and needs protection, to avoid address-targeted attacks, impersonation, etc., and it is
needed to get IP-connectivity. However, before a node can run IKE to set up IPsec SAs, it must
be IP-connected, i.e. able to send and receive IP (UDP) packets. Therefore, an IPv6 node trying
to attach to a link is not able to get an IP address, unless it had pre-configured SAs.

Moreover, ICMPv6 requires both unicast and multicast. IPsec can be used for both, while IKE
is only capable of negotiating SAs for unicast communications. A plausible security policy
configuration could be that all the ICMPv6 messages within the local network are protected by
manual SAs, and all the other communications (not multicast) by IKE-negotiated SAs. The first



Deliverable 6 Design of the Communications Infrastructure Version 1.1 6WINIT/0036

 1-Apr-2003 6WINIT – IPv6 Wireless Internet IniTiative Page 65 of 89

anyway turns out to be not an easy task, e.g. for the number of SAs. Note that, even if pre-
configuration is used, attention has to be paid to the authorisation behind such SAs.

Privacy issues have been taken into consideration as well. The address auto-configuration
practice in IPv6 typically forms IP addresses from the interface identifier, which remains
substantially unchanged each time. This may allow collectors to identify when different global
addresses actually correspond to the same node. One RFC describes a privacy extension, based
on random input and MD5, where the interface identifier changes over time to generate a global
address.

Indeed, the address autoconfiguration practice raises issues in a world, like Internet, where
addresses are often used as security identifiers (how to prove the ownership of an address?). An
approach has been suggested, to base the IP address on the public key of the node.

4.8 Mobility

Several methods are available to support mobility in a network. Access networks for mobile
users as GPRS and UMTS have their own GTP, GPRS Tunnelling Protocol, to grant a fast
handoff.

In pure IP based networks terminal mobility is based on MIP or HMIP. Mobility based on IP
mobility is slower because it is based on router advertisements. Router advertisements are
normally sent every second minute but can be configured for a shorter interval. Another
possibility is to speed up the router advertisement by sending router solicitations from the client.
Both methods have their own drawback if they are used in wireless networks. With only using
router advertisements, it is possibly to speed up the handoff detection to maybe 0.5 sec. but it
produce a very high dummy load on low bandwidth radio access, but this is often still too slow
for mobile systems. Router solicitations have the same effect on the access; moreover, when we
have a great number of mobile terminals (500 000) connected to the same GGSN, the load from
router solicitations is enormous.

4.8.1 GTP

GTP (GPRS tunnelling protocol) receives IP datagram and X.25 packets from the external
network and tunnels them across the GPRS nodes. Because there will be multiple GGSN and
SGSN interfaces, the GTP provides for every packet a tunnel identifier TID that identifies the
destination and transaction to which the packet/datagram belongs. Transactions are identified
using local identifiers as well as the IMSI. The User Datagram Protocol UDP is used to carry
the GTP-PDUs.

When the IP datagram arrives at the GGSN, it is called  a N-PDU (Network Packet Data Unit),
and it will be addressed to a particular IMSI or IP address. The N-PDU is passed over to the
GTP, which adds a GTP header that differentiates the N-PDU from a GTP message. After GTP
header Encapsulation, the N-PDU moves to the UDP/TCP protocol layer. This layer inserts its
own header based on a QoS class, which contains the source, and destination port addresses,
Routing information and, in the case of TCP, flow control. Now the N-PDU is forwarded to the
IP layer, which adds the address of the source and final destination GSN, SGSN in this case.
Depending on the N-PDU’s length and the IP layer’s maximum transmission unit (MTU)
fragmentation of the PDU may be required.

The GTP handles all mobility inside the GPRS core network and in the case of UMTS all
mobility inside the UMTS network, Core and RAN.
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4.8.2 HMIPv6

The Hierarchical MIPv6 scheme introduces a new function, the Mobility Anchor Point (MAP),
and minor extensions to the MN and the Home Agent operations (for extended mode only). The
CN operation will not be affected.

The introduction of the MAP concept minimises the latency due to handoffs between access
routers since it will take less time to bind-update a local MAP than a distant HA.

Just like MIPv6, this solution is independent of the underlying access technology, allowing Fast
Handoffs within, or between, different types of access networks. Furthermore, a smooth
architectural migration can be achieved from Hierarchical MIPv4 networks, since a dual
operation of IPv4 and IPv6 Hierarchies will be possible making use of the similarity in
architecture. One Care-of Address, the Regional Care-of Address (RCoA), is assigned to the
Mobile Node for the duration of its presence in one MAP’s Mobility Domain. The way how this
RCoA will be assigned is defined by one of the two possible modes the MAP can run, either the
RCoA is a valid IPv6 address of the MAP itself (Extended Mode) or the MAP will distribute a
valid prefix of its subnet to the Mobile Node to enable an address auto-configuration by the
Mobile Node (Basic Mode).

A second Care-of Address, the On-link Care-of Address (LCoA) is assigned to the Mobile Node
and is valid at its current point of attachment in the Mobility Domain.

The introduction of the MAP concept will further diminish signalling generated by MIPv6 over
a radio interface. This is due to the fact that a MN only needs to perform one local BU (Binding
Update) to a MAP when changing its layer 3 access point within the MAP domain. The
advantage can be easily seen when compared to other scenarios (no MAP) where possibly two
BUs will be sent (to one CN and HA).

To register the current location of a Mobile Node at its Home Agent or Correspondent Nodes, a
Binding Update mapping the permanent Home Address and the current temporarily RCoA is
sent from the Mobile Node to the Home Agent and the Correspondent Nodes. Furthermore
another mapping between the Home Address (Extended Mode) respectively RCoA (Basic
Mode) and the LCoA is sent from the Mobile Node to the MAP.

The MAP will receive all packets on behalf of the MN it is serving and will encapsulate and
forward them directly to the MN's current address. If the MN changes its current address within
a local MAP domain (LCoA), it only needs to register the new address with the MAP. Hence,
the global CoA (RCoA) registered with Correspondent Nodes (CNs) and the HA does not
change. This makes the MN's mobility transparent to the CNs it is communicating with.

When using an RCoA, a MAP acts essentially as a local Home Agent (HA) for the MN,
receiving its packets and tunnelling them to the MN’s LCoA. A MAP domain's boundaries are
defined by the Access Routers (ARs) advertising the MAP information to the attached Mobile
Nodes.

If now a Mobile Node roams from one access point to another one, but still stays in the same
Mobility Domain, the Mobile Node just sends a new Binding Update to its assigned MAP. This
Binding Updated contains the newly assigned LCoA of the Mobile Node along with the Home
Address (Extended Mode) respectively RCoA (Basic Mode). As the RCoA of the Mobile Node
has not changed, there is no necessity to also send a new Binding Update to the Mobile Node’s
Home Agent or to its Correspondent Node.



Deliverable 6 Design of the Communications Infrastructure Version 1.1 6WINIT/0036

 1-Apr-2003 6WINIT – IPv6 Wireless Internet IniTiative Page 67 of 89

Such a scenario is illustrated in the figure below. It shows, that for roaming inside one Mobility
Domain the sending of only local Binding Updates from the Mobile Node to its MAP is enough.
This reduced significantly the overhead of control messages transmitted over the network as
well as the latency for a handover.

Figure 22:  Mobility inside one mobility domain

In the case the Mobile Node roams between access points belonging to different Mobility
Domains, the Mobile Node has to send new Binding Updates to the MAP as well as to its Home
Agent and all its Correspondent Nodes. This is necessary, as the RCoA of a Mobile Node will
change during such a roaming scenario. The figure below illustrates the sending of these two
Binding Updates.

By the use of adequate MAP discovery mechanisms the Mobile Node is able to detect if a
roaming occurred inside a single or between different Mobility Domains. Should after a
roaming the discovered MAP still be the same, the roaming occurred inside a single Mobility
Domain.

HMIPv6 is an enhancement to MIPv6. In distributed scenarios HMIPv6 capable Mobile Nodes
should be able to co-exist with pure MIPv6-only Mobile Nodes. The introduction of the MAP as
a kind of local Agent could furthermore assist in a smooth migration from MIPv4 to MIPv6.

4.8.3 HIP

Host Identities, together with the corresponding architecture and protocols, are currently
specified in draft-ietf-moskowitz-arch-02, draft- ietf-moskowitz-hip-05, and draft-ietf-
moskowitz-impl-01; this seems to provide very interesting new solutions for multihoming,
network mobility, and security.

IP has suffered from the lack of security; even IPv6 still has severe security flaws. Efforts like
IPsec and DNSSEC have added various levels of security to IP, but have not addressed some of
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the fundamental security deficiencies in IP. By adding a cryptographic Host Identity and a
payload for its exchange between two hosts, we can greatly enhance the security of IP while
addressing a fundamental flaw in IP. This flaw being the lack of a true identity for a host that is
independent of how IP packets are routed to a host. In addition, by adding a Host Identity
namespace to the IP protocol, the role of the IP address changes to simply a packet forwarding
namespace, since all of the higher protocols are bound to the Host Identity. This provides for
cleaner host mobility and addressing realm transition (i.e., NAT) methodology. For example,
security associations may remain valid even when a host is moving (changing it's IP addresses).

The Host Identity (HI) is cryptographic in its nature, being specified technically by the public
key of an asymmetric key-pair. A host must have at least one public HI, but it may have several
- public and anonymous. The HI can be bind to a host (kernel), an application, or a human
being. The use of HI requires an own protocol layer called the Host Layer Protocol (HLP),
placed between the network and transport layers, as shown in the Figure below. The HLP layer
decouples the network layer from the higher layers. It is designed to replace all occurrences of
IP addresses within applications, therefore requiring modifications to the current APIs.
Currently, there are no proposals related to these socket APIs. However, it is possible to change
the semantic of the current socket API, so that current IPv4 and IPv6 application would work
unchanged. This could even make the transition easier from IPv4 to IPv6.

Figure 23:  Host Layer Protocol

The Host Identity Payload (HIP) is part of HLP and is initially designed as an end-to-end
authentication and key establishment protocol. The HIP is a basic element of the architecture
that provides a rapid exchange of HIs and establishes a security association for ESP. The most
interesting part of the architecture is the Host Identity (HI), which is used for connection
identification, while IP addresses are only used for routing purposes.

The HI is never used as such in any Internet protocol; instead a 128-bit hash called Host Identity
Tag (HIT) is used to represent the HI. The HIT is statistically unique in the whole IP universe.
HITs can be used anywhere in system processes instead of IP addresses. Traditionally a
connection is identified with IP addresses in both endpoints with the following 5-tuple
associations:

{protocol, local-IP-address, local-port, foreign-IP-address, foreign-port}

However, the HLP layer specified in the drafts uses Host Identity Tags (HIT) instead of IP
addresses to identify a connection. Such a connection association looks like following:

{protocol, local-HIT, local-port, foreign-HIT, foreign-port}
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Several local (source) addresses can be associated for each local-HIT. Similarly, several foreign
(destination) addresses can be associated for each foreign- HIT:

{local-HIT, local-IP-address, local-IP-address…}

{foreign-HIT, foreign-IP-address, foreign-IP-address,}

The current trend is towards mobile hosts having a number of network interfaces that are
concurrently connected to several access networks, potentially managed by different operators.
The technology of these access networks may differ, e.g., from local Ethernets to GPRS
networks. Internally within the 6WINIT project, we have called this situation as simultaneous
multi-homing, meaning that a host may route packets to the same destination via different
access networks. In other words, packets belonging to the same connection can be dynamically
divided between different interfaces. The interface selection is based on interface selection
mechanism and user- or operator-defined policies.

In general, we need a solution that makes it possible to use multiple IP addresses per connection
in both communication endpoints, and update the IP addresses without closing the connection.
HIP seems to be an answer to our problems. With HIP we are able to send and receive packets
to / from any IP address, while the connections are identified by Host Identities.

4.9 Multi-access

4.9.1 General

Infrastructures for cellular systems have traditionally been based on circuit switched
architectures. As mobile communications systems move from 2G, 2,5G to 3G and other
generations, packet switched architectures based on IP technologies are being explored to more
flexible systems in the future.

The wireless access networks is supposed to comprise a number of heterogeneous access
technologies, which have to be co-ordinated such that they provide a seamless service to the
user. A continuous service area needs to be guaranteed ensuring service continuity among
technology borders. Both the network and the terminals need to co-operate to achieve this
always best connected goal. All-IPv6 wireless access architecture could be the common basis
for co-operation.

Mobile telecommunications networks, such as 2G, 2.5G and 3G, define complete network
architecture with specific core networks to incorporate mobility and QoS support. The terminal
mobility (handover) inside this mobile core networks are supported by GTP (GPRS Tunnelling
Protocol) and the terminal mobility is transparent for the terminal.

The wireless communication network will include GPRS, UMTS and WLAN, which
collaborate to construct heterogeneous network. WLAN zones create islands, inside the global
wireless access network, where increased communication is needed. Such configurations are
supposed to appear at hot-spots such as airports, shopping malls, hospitals and other places
where large crowd of people are on a limited area and the need of communication is high. Using
enhanced IP networking technologies to integrate hybrid systems (current and future systems)
as a united network, it enables a truly seamless mobile Internet beyond wireless access to
internet.

IPv6 offers not only an effectively unlimited address space, but also a technical foundation for
networking evaluation with respect to security, QoS, mobility over access technologies, etc. It
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therefore serves naturally the basis of networking over wireless access. When networking the
wireless access networks one possibility is that radio access networks or base stations could be
directly attached to the IPv6 infrastructure, without any traditional mobile telecommunications
core networks. This should allow future radio network development to concentrate on link level
mobility, QoS and radio resource management, leaving network level mobility, QoS and
network management to networking. But this approach has many open questions as computer
power in the terminals, mobility supported by the networks is moved to the terminal, handover
delay, and many other open questions. The first step in seamless handover between different
access networks is to utilise available mobility support inside different mobile access networks
as GTP in GPRS and UMTS mobile networks and Zone mobility inside WLAN zones.

Multi-access is a system capability combining a number of radio and fixed accesses. In the near
future, it will be common to have several access network interfaces available in a mobile host,
as WLAN, GPRS, UMTS, Blue Tooth, and other access technologies. A multi-access solution
will allow an operator to offer innovative services that can address a wide range of market
segments - from seamless, mobile voice and data coverage offered everywhere, to high-speed
Internet connection at hot spots.

By complementing 2G/3G cellular wide-area coverage with high-speed local area network
access, the multi-access solution enables mobile hosts to select the best access technology
available - allowing the operator to offer always best-connected services to mobile data users.
Additionally, through differentiated services across access technology borders, the operator can
increase customer retention rate and generate more revenue

4.9.2 Multi-access architecture

The notion of multi-access is widely used in the sense of accessing a network over different
access types. The simplest version is an access card or cards supporting different access
methods but a re-configuration is needed to change access interface and the most advanced
prototype implementation it’s possible to do handover between interfaces. Even multi-access
solutions supporting handover can be divided in two separate groups. Solutions with only one
interface active and solutions with more then one interface active at the same time.

First multi-access products are already on their way to the customer, combining different types
of 2G/3G cellular accesses and WLAN. Current providers of such products include Ericsson,
Nokia, Lifix and ipUnplugged. However, the current products do not support simultaneous use
of different accesses. In addition, most of them do not support dynamic transfer of connections
from one access to another. Users may have to manually reconnect and change settings when
moving from one network to another, often resulting in a total reboot of their device. In
addition, users are not able to make efficient use of multi-access capabilities, as they have no
means to control the operation. Even worse, the applications using the multi-access device are
not able to adapt to the varying quality of service provided by the different accesses.

The potential new capabilities and enhancements offered by multi-access system become more
concrete when taking look at the applications that can be based on it. On the one hand multi-
access increases the usage area of applications and improves the easiness of usage considerably,
since it allows the application users to move across network coverage areas without
interruptions when moving from access connection to another. On the other it is possible to
develop richer applications when taking advantage of smooth combining of different
connections and different networks for the data flows of the applications.
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In order to fully understand the new added value of multi-access it is not enough to look for
applications of the new technology, but to take a look at the service requirements from the end-
user's viewpoint. Questions that arise for research include

What kind of services can be offered to users when the service is able to adapt to access
conditions as the user moves around?

How can access adaptation be combined and take advantage of context aware services that
behave and appear in different ways depending on the conditions such as place, time and end
device?

How do users wish to configure their services to take advantage of multi-access? What kind of
policies should be used to manage multi-access usage?

For example multi-access allows choosing the most suitable connection for the application
while moving around. However, in certain conditions the user may prefer higher quality instead
of high bandwidth. For example music quality may be crucial when wishing to fully enjoy the
music or moreover giving a sample of one's new piece to a record company representative. In
the same situation an other connection may be fully satisfactory for other media flows.

4.9.3 Simultaneous Multi-Access

Solution allowing for simultaneous use of different access networks in a mobile node may be
called as simultaneous multi-access. Different traffic flows belonging to different applications
can be moved between different accesses, independently of each other and transparently to the
applications. An example simultaneous multi-access scenario is shown in Figure. In the figure,
IP flow #2 is transferred from cellular to WLAN. IP flow #2 belongs to a web browser, which
requires a lot of bandwidth. Independently of that, IP flow #1 stays in GPRS interface. In this
example, flow #1 belongs to a company e-mail application, and the required connectivity or
security might not be available in the WLAN access network.



Deliverable 6 Design of the Communications Infrastructure Version 1.1 6WINIT/0036

 1-Apr-2003 6WINIT – IPv6 Wireless Internet IniTiative Page 72 of 89

The basic scenario will support transfer of all traffic from one access technology to another;
these may be called as vertical handover. The capabilities and characteristics of the available
accesses are found by access discovery protocols. APIs and mechanisms are used to provide the
users the means to control multi-access and the applications the means to adapt to the varying
quality of service.

Many possible reasons exist for doing vertical handover. For example, higher bandwidth, better
signal level or different services may become available. Simultaneous multi-access is needed,
for example, when a user wants to stay connected in a private company through a GPRS access
network while accessing a local WLAN-based commercial network.

One requirement on the vertical handover is low packet loss i.e. to be smooth handover. Session
continuity and real-time performance while users are moving between access networks requires
smooth vertical handover i.e. the use of any IPv6 capable applications and IPv6-capable access
technologies are possible without usage breaks.

1st scenario

In Figure, there are two separate connections. These are routed to different Correspondent
Nodes (CN). The interface that is connected in access network #1 communicates with the CN
#1, while the interface that is connected in access network #2 is communicating with CN #2.
Access network technology can be LAN, WLAN, GPRS, 3G - or whatever supporting IPv6
transport. In the 1st prototype, connections can be transferred between available access
networks on a per-CN basis.
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2nd scenario

In Figure, the simultaneous multi-access is presented. Different connections to the same CN can
be separated and routed through different access networks - allowing for true flow-based
mobility where applications can select the best possible access based on their requirements. This
separation can be based, for example, on the transport layer protocol, flow label, or remote port
number. This "always-best-connected"-functionality might be used for example to route bulk
data connections (FTP, e-mail) through the cheapest access network, while connections
requiring high quality of service (VoIP, video) could be routed through access networks
offering the highest quality.
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4.9.4 Multi access requirements

Low handover delay.

In order to support real-time applications, the handover delay must be minimised between the
moment when link layer connectivity an access point in a new network is established and the
moment when the mobile node can effectively receive IP datagrams through the new access
point.

Low Handover packet loss.

In order to support loss sensitive applications, switching point of attachment from one network
to another must be accomplished with little or no loss of IP packets. Typical techniques involve
make-before-break strategies and bi-casting mechanisms.

Early address configuration:
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When a mobile node enters a new IP subnet it needs to obtain a typologically correct IP address
(care of address). This step could add significant delay due to the effort needed to ensure that
duplicate addresses are not used. Mechanisms such as sending advanced handover initiate
messages to generate a new address in the new IP subnet could reduce such delay.

4.9.5 AAA Domains

IP mobility support is primarily concerned with handover between IP-subnets for a mobile
node, which has been addressed in MIPv6, however, IP mobility has to co-operate with AAA
mechanisms efficiently to allow secure mobility between access systems within and between
administrative domains.

AAA provides a secure administration framework essential for IP-based mobile communication.
A mobile user should only have access to, and be charged for services that his profile allows.
Whenever a user moves into a foreign administrative domain, some kind of AAA signalling is
needed between the visited domain and the home domain.

4.10 DNS

The Domain Name System (DNS) is an essential component of the Internet. To provide a
mapping from a domain name to an IPv6 address, as well as an IPv4 address, a new DNS record
type of "AAAA," or "quad A," is defined. This is a clever word play on the "A" record type that
the original DNS specification defines for 32-bit IPv4 addresses, because IPv6 addresses are
four times larger (128-bits), hence "AAAA"! Most existing implementations of DNS already
support AAAA records and existing IPv4 queries of DNS can access these records; that is, you
do not need a DNS operating over IPv6 to retrieve these new AAAA records. This support also
includes reverse lookups, similar to IPv4s, although a new reverse lookup proposal that will
allow automatic partitioning of the delegation information on arbitrary bit boundaries is under
consideration. This new capability should make for more reliable reverse registry than exists
with IPv4, and easier maintenance when sites change their PRT prefix.

When a host with both IPv4 and IPv6 operating on it ("dual stack") queries the DNS for the
address of a remote host, the A and AAAA records returned are used to indicate what protocol
to use in communicating with that remote host. If no AAAA record is returned, IPv4 must be
used. If only an AAAA record is returned, IPv6 must be used. If both A and AAAA are
returned, either IPv4 or IPv6 may be used.

A new modification of the IPv6 DNS extensions is nearing completion that allows the automatic
joining of the routing prefixes and Interface IDs when a host's IPv6 address is returned, thus
making it easier to renumber a site. This new IPv6 DNS feature makes changing a site's PRT
prefix (renumbering) very easy as only one entry, the PRT prefix, needs to be changed. This set-
up also facilitates easy support of multiple addresses for each host. These enhancements are
very useful; IPv4 does not have this feature.

4.11 Accounting

This is an important area, but is beyond the scope of this Deliverable.
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4.12 Application Level Gateways

Traditionally, Internet services have been end-to-end, connected over a dumb network. This has
been advanced, within the 6WINIT project, through the provision of media gateways running on
active service elements, either inside the network or at its edges. One such device, the
Transcoding Active Gateway (TAG) relays individual media streams. It enables workstations or
mobile agents with only unicast capability or restricted bandwidth to participate in multicast
conferences. Further services will be offered that permit filtering or transcoding of media
payloads:

• Capability of filtering single streams by the dropping of specific packets. This is an
effective way of limiting bandwidth for video by dropping either higher order
packets, or even complete frames

• Capability of transcoding media. This is an effective way of reducing bandwidth
for some media – particularly audio. Moreover the characteristics of the traffic (e.g.
network losses) in one area may be so different from that in another, that
transcoding is desirable near the boundary

• Multiplexing or mixing. This is particularly effective where multicast audio comes
on different streams but can be multiplexed onto one stream

• Participating in, but terminating requests for retransmission of reliable multicast.
This is particularly effective when one region of a network has such poor
bandwidth that responding to such requests could strain the infrastructure

It is normal in multicast conferencing to only act on single streams of data, but there is no
reason not to treat the total data for a specific conference as a whole; for example, if the total
bandwidth available in one area is known (e.g. because of the use of fixed capacity GPRS), then
the parameters set in the relay can restrict the traffic on the low capacity side to that known to
be available – potentially at the cost of quality or even of suppressing one of the media.

From the 6WINIT architectural viewpoint, these gateways do not need to be actually at the
boundary between the wired and wireless domains; it is often enough to have them close to the
boundary. It depends on the level at which the gatewaying function is taking place. Thus, for
example, many of the functions, which are multicast, can be terminated on application gateways
anywhere; the onward path beyond that gateway will then use unicast through to a wireless
gateway operating at a lower level. Because transport parameters on the wireless side are
optimised for the wireless medium, while those on the wired side may have different
parameters, it is desirable that the application gateway be well-connected to the wireless
gateway. It would be undesirable, for instance, to have substantial congestion errors occurring
between these two gateways.
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5 REQUIREMENTS ON THE NETWORK FROM IDENTIFIED APPLICATIONS

In the 6WINIT project, certain generic applications have been identified. Some of these lead to
particular requirements in the networks, which are discussed below.

5.1 Weather Station

The weather station application uses embedded hardware, which sets strict requirements for the
possible implementation and limits the choice of network interface. The current weather station
hardware has only Ethernet and serial ports, which limits the array of possible wireless networks
to GPRS and Bluetooth. As the application requires wide area connectivity, Bluetooth is not an
option. On the other hand, if the hardware would be changed to a one supporting PCMCIA, also
WLAN access would be feasible.

The application requires a certain level of security because it essential for professional use that
the integrity and source of the weather information is verified. This can be accomplished using
IPsec provided that we can have a working IPsec stack on an embedded Linux.

5.2 Areal Spatial Information

Areal Spatial Information application aims at secure and robust communication between the
client and the map server. There are three scenarios for the application:

• using WLAN network both for data transfer and positioning (indoor positioning)
• using GPRS for data transfer and GPS for positioning (outdoor positioning)
• combined indoor and outdoor positioning – this involves vertical handovers

between WLAN and GPRS networks when the user moves between indoors and
outdoors

WLAN positioning requires the client to be in the coverage area of three access points before
the position can be determined reliably

5.3 Home Environment

Home equipment control application consists of a home server connected to controllable and
control devices. Controllable devices include coffee maker, TV and VCR. The connections
between the home server and controllable devices are currently as follows: Between the coffee
maker and the server there is a WLAN connection. TV and VCR are controlled via infrared link
from the home server (this link cannot be IPv6 enabled).

Control devices include PDA, Speech Control and Mobile Phone. The PDA is currently
connected to the home server via WLAN. Remote access to the home server will be provided
through a GPRS connection. IPsec will be used for establishing a secure connection. Home
environment is connected to Internet and therefore a firewall is needed for preventing misuse.

5.4 Multi-homing

Always-best-connected mobile Internet nodes require an ability to seamlessly roam between
different types of access networks. These might be attached to personal-, local-, or wide-area
networks, and use different link layer technologies. As shown in the figure below, multi-homing
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can be implemented at many different levels. Some of these implementations might even be
complementary.

Figure 24:  Protocol Layers

Ericsson Research in Finland has implemented a multi-homing functionality at the IP/network
layer within a Mobile IPv6 stack. The implementation fully conforms to the Mobility Support in
IPv6 Internet-Draft and therefore is compatible with any existing Mobile IPv6 nodes. In Multi-
homed Mobile IPv6, in addition to Mobile IPv6 handovers, IP traffic can be seamlessly
transferred between different network interfaces connected in a Mobile Node (MN). These may
be called as vertical handovers. Available interfaces are found by using the standard IPv6
address auto-configuration. In addition, several interfaces may be in use simultaneously in one
MN. This may be called simultaneous multi-homed.

Many possible reasons exist for doing vertical handovers. For example, higher bandwidth, better
signal level or different services may become available. Simultaneous multi-homing is needed,
for example, when a user wants to stay connected in a private company through a GPRS access
network while accessing a local WLAN-based commercial network. In a multi-homed Mobile
IPv6, vertical handovers will also be smooth (zero packet loss) if the old interface stays
connected until all packets sent with the old Care-of-Address (CoA) have arrived at the MN.
This implementation therefore supports session continuity and real-time performance while
users are moving between access networks.

Multi-homed Mobile IPv6 solutions do not require any modification to applications using IPv6
access networks or any additional nodes to the access network. The solution is also independent
of the access technology.

In the figure below there are two separate connections. These are routed to different
Correspondent Nodes (CN). The interface that is connected in Access Network #1
communicates with the correspondent node #1 (CN1), while the interface that is connected in
Access Network #2 is communicating with Correspondent Node #2 (CN2). Access network
technology can be LAN, WLAN, GPRS, 3G - or whatever supporting IPv6 transport. In the
current implementation, connections can be transferred between available access networks on a
per-CN basis. This will cover the most use cases.
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Figure 25:  Diagram of a Multi-homed host

When using any multi-homing, it must be possible to configure and control the operation of this
functionality according to the - dynamically changing - needs of applications and users. Multi-
homed Mobile IPv6 currently implements a connection management capable of this. Users can
define a set of policies, which describe the preference of the access technologies. This can be
based, for example, on QoS levels and prices. Based on these policies, connection management
makes decisions when and where to move certain connections. Current implementation supports
policies that can be used to define the preference of interfaces per-CN. The most preferred
available interface is always used, and if it becomes unavailable (for example, when a user
moves out of a wireless network coverage area), the connections to that CN will be moved to
the "next best" interface. There is always a default policy that will be used if no match for some
CN can be found. This default policy defines the general preference of all interfaces attached to
the mobile node.
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6 ABBREVIATIONS

2G Second Generation Mobile Telecommunications (including GSM and GPRS
technologies)

3DES Triple Data Encryption Standard
3G Third Generation Mobile Telecommunications (including WCDMA/UMTS

technology)
3GPP 3rd Generation Partnership Project
6WINIT IPv6 Wireless INternet IniTiative
ACC Academic Computer Centre "Cyfronet", a part of the UMM
ACL Asynchronous Connectionless Links
ADPCM Adaptive Differential Pulse Code Modulation
AF Assured Forwarding
AH Authentication Header (IPsec)
AIIH Assignment of IPv4 Addresses to IPv6 Hosts
ALAN Application Level Active Networking
ALG Application Layer Gateway
AM_ADDR Active Member Address
AN Active Networking
ANP Anchor Points
AP Access Point
API Application Level Interface
AR Access Routers
AS Application Server
ATM Asynchronous Transfer Mode
BACK Binding Acknowledgement
BAKE Binding Authentication Key Establishment
BD_ADDR Bluetooth Device Address
BGP Border Gateway Protocol
BGW Border Gateway
BNEP Bluetooth Network Encapsulation Protocol
BSS Base Station System
BU Binding Update
CA Certificate Authority
CBR Committed Bandwidth Rate
CCU Clinical Care Unit
CEN Comité Européen de Normalisation
CHIME Centre for Health Informatics and Multi-professional Education
CHTML Compact HTML
CLI (1) Calling Line Identification

(2) Command Line Interface
CN Correspondent Node
COPS Common Open Policy Service
CPE Customer Premises Equipment
CPN Customer Premises Network
CRL Certificate Revocation Lists
CRTP Compressed RTP
CSMA/CA Carrier Sense Multiple Access/Collision Avoidance
CSP Cryptographic Service Provider
DAO Data Access Objects
DCF Distributed Co-ordination Function
DES Data Encryption Standard
DHCP Dynamic Host Configuration Protocol
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DHCPv6 Dynamic Host Configuration Protocol for IPv6
DIAC Dedicated Inquiry Access Code
DMZ Demilitarised Zone
DNS Domain Name Server/System
DS Differentiated Services
DSCP Differentiated Services Code Point
DSSS Direct Sequence Spread Spectrum
DSTM Dual Stack Transition Mechanism
DTI Dynamic Tunnelling Interface
DTMF Dual-Tone Multi-Frequency
DiffServ Differentiated Services
DoS Denial of Service
Dx 6WINIT Deliverable x
ECG Electrocardiogram/graphy
EEP Execution Environment for Proxylets
EF Expedited Forwarding
EHR Electronic Healthcare Record
EJB Enterprise JavaBeans Components
EPR Electronic Patient Record
ESP Encapsulation Security Payload
ETRI Electronics and Telecommunications Research Institute
ETSI European Telecommunications Standards Institute
FDD Frequency Division Duplex
FHSS Frequency Hopped Spread Spectrum
FQDN Fully-Qualified Domain Name
GANS Guardian ANgel System (UKT-RUS)
GB Gigabyte (109 bytes)
GEK Group Encryption Key
GGSN Gateway GPRS Support Node
GIAC General Inquiry Access Code
GPRS General Packet Radio Service
GSM Global System for Mobile communications
GSN GPRS Support Node
GTP GPRS Tunnelling Protocol
GW Gateway Routers
HA Home Agent
HCSS Health Care Service System
HI Host Identity
HLR Home Location Register
HMIP Hierarchical Mobile IP
HTML HyperText Mark-up Language
HTTP HyperText Transfer Protocol
ICMP(v6) Internet Control Message Protocol
ICP Internet Content Provider
ICU Intensive Care Unit
IEC International Electrotechnical Commission
IEEE Institute of Electrical and Electronics Engineers
IETF Internet Engineering Task Force
IGMP Internet Group Multicast Protocol
IGP Internet Gateway Protocol
IKE Internet Key Exchange
IMS Interactive Multimedia Subsystem
IMSI International Mobile Subscriber Identity
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IP Internet Protocol
IPsec IP Security Protocol
IPv4 Internet Protocol Version 4
IPv6 Internet Protocol Version 6
ISDN Integrated Services Digital Network
ISO International Organization for Standardization
ISP Internet Service Provider
IST Information Society Technologies
ITU International Telecommunications Union
IntServ Integrated Services
J2EE Java 2 Enterprise Edition
JDBC Java Database Connectivity
JPEG Joint Photographic Experts' Group
JSP Java Server Pages
KLIPS Kernel IPsec Support
LAN Local Area Network
LDAP Lightweight Directory Access Protocol
LI Lawful Interception
MAN Metropolitan Area Network
MDML Market Data Mark-up Language
MGW Media Gateway
MIP Mobile Internet Protocol
MIP WG Mobile IP Working Group
MN Mobile Node
MSC Mobile Service Centre
MT Mobile Terminal
Mb/s Megabits per second
NAI Network Access Identifier
NAPT-PT Network Address Port Translation - Protocol Translation
NAS Network Access Server
NAT-PT Network Address Translation - Protocol Translation
NHS National Health Service (United Kingdom)
NRN National Research Network
O&M Operations and Management
OCSP Online Certificate Status Protocol
PAN Personal Area Networking
PCM Pulse Code Modulation
PDA Personal Digital Assistant
PDCP Packet Data Convergence Protocol
PDN Packet Data Network
PDP Packet Data Protocol
PDR Per Domain Reservation
PDU Protocol Data Unit
PEP Policy Enforcement Point
PHB Per-Hop Behaviour
PHR Per-Hop Reservation
PKCS Public Key Cryptography Standard
PKI Public Key Infrastructure
PLMN Public Land Mobile Network
PPP Point-to-Point Protocol
PS Paging Servers
PSK Phase Shift Keying
PVC Permanent Virtual Circuit
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QoS Quality of Service
RADIUS Remote Access Dial-in User Server
RAN Radio Access Network
RAS Remote Access Server
RAT Robust Audio Tool
RFC (Internet) Request for Comments
RMD Resource Management in DiffServ
RMI Remote Method Invocation
RODA Resource Management in DiffServ On DemAnd
ROHC Robust Header compression
RSA Rivest-Shamir-Adleman (encryption algorithm)
RSVP Resource ReSerVation Protocol
RTCP RTP control protocol
RTP Real Time Transport Protocol
RUS Rechenzentrum Universität Stuttgart
SA Security Association(s)
SADB Security Association Database
SCEP Simple Certificate Enrolment Protocol
SCO Synchronous Connection Oriented
SCS (1)  Secure Conference Store

(2)  Service Capability Server
SGSN Serving GSN
SGW (1)  Signalling Gateway

(2)  Security Gateway
SIIT Stateless IP/ICMP Translation Algorithm
SIP Session Initiation Protocol
SN Service Network
SNMP Simple Network Management Protocol
SPD Security Policy Database
SRTP Secure Real Time Transport Protocol
SSL Secure Socket Layer
SecGW Security Gateway
TB Tunnel Broker
TCP Transmission Control Protocol
TDD Time Division Duplex
TDD Time Division Duplex
TE Terminal Equipment
TEID Tunnel Endpoint IDentifier
TEIN TransEurasia Information Network
TLA Top Level Aggregator
TS Tunnel Server
ToS Type of Service
UAC User Agent Client
UAS User Agent Server
UCL University College London
UDP User Datagram Protocol
UKT Universitätsklinikum Tuebingen
UMM University of Mining and Metallurgy (Krak¢w, Poland)
UMTS Univeral Mobile Telecommunications System
UR User Registries
UTRA Universal Terrestrial Radio Access
VJ Van Jacobsen
VLAN Virtual Local Area Network
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VPN Virtual Private Network
VPN Virtual Private Network
VTT Technical Research Centre of Finland
VoIP Voice over IP
W3C World-Wide Web Consortium
WAE Wireless Application Environment
WAN Wide Area Network
WAP Wireless Application Protocol
WCDMA Wideband Code Division Multiple Access
WDP Wireless Datagram Protocol
WEP Wire Equivalent Privacy
WLAN Wireless Local Area Network
WML Wireless Mark-up Language
WTA Wireless Telephony Application
WTLS Wireless Transport Layer Security
WWW World-Wide Web
XHTML Extensible Hypertext Mark-up Language
XML Extensible Markup Language
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7 REFERENCES

Many protocols and mechanisms are described in the text. Most of these can be find in the
ordered list of RFCs given below.

IPv6 Specification

RFC 2460 Internet Protocol, Version 6 (IPv6) Specification

RFC 2461 Neighbour Discovery of IPv6.

RFC 2462 Stateless Address Autoconfiguration

RFC 2463 Internet Control Message Protocol (ICMPv6) for the Internet Protocol Version 6
(IPv6) Specification
(draft-ietf-ipngwg-icmp-v3-02.txt might obsolete RFC 2463)

RFC 1981 Path MTU Discovery for IP version 6

RFC 3122 Extensions to IPv6 Neighbour Discovery for Inverse Discovery Specification

Addressing

RFC 2373 IP Version 6 Addressing Architecture
draft-ietf-ipngwg-addr-arch-v3-07.txt (might obsolete RFC 2373)

RFC 2374 An IPv6 Aggregatable Global Unicast Address Format

RFC 2526 Reserved IPv6 Subnet Anycast Addresses
(applicable if MIPv6 Home Agent functionality is implemented)

RFC 2732 Format for Literal IPv6 Addresses in URLs

(draft) An Extension of Format for IPv6 Scoped Addresses: (draft-ietf- ipngwg-
scopedaddr-format-02.txt)

(draft) IP Version 6 Scoped Address Architecture (draft-ietf-ipngwg-scoping-arch-03.txt)

(draft) Automatic Prefix Delegation Protocol for Internet Protocol Version.(draft-
haberman-ipngwg-auto-prefix-01.txt)

(draft) An IPv6 Provider-Independent Global Unicast Address Format (draft-hain-ipv6-pi-
addr-01.txt)

Directory service

RFC 1823 The LDAP Application Program Interface

RFC 1202 Directory Assistance Service
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RFC 1249 DIXIE Protocol Specification

RFC 1487 X.500 Lightweight Access

RFC 1777 Lightweight Directory Access Protocol. LDAP

Migration

RFC 2893 Transition Mechanisms for IPv6 Hosts and Routers

RFC 2765 Stateless IP/ICMP Translation Algorithm (SIIT)

RFC 3056 Connection of IPv6 Domains via IPv4 clouds

RFC  2428 FTP Extensions for IPv6 and NAT

(draft) An overview of the Introduction of IPv6 in the Internet (draft-ietf-ngtrans-
introduction-to-ipv6-transition-07.txt)

(draft) Dual Stack Transition Mechanism (DSTM) (draft-ietf-ngtrans-dstm-05.txt)

(draft) IPv6 SMTP operational requirements draft-ietf-ngtrans-ipv6-smtp-requirement-
04.txt)

(draft) Extensions to SIIT and DSTM for enhanced routing of inbound packets (draft-ietf-
ngtrans-siit-dstm-01.txt)

Multihoming

(draft) Default Address Selection for IPv6 draft-ietf-ipngwg-default-addr-select-06.txt)

(draft) IPv4 Multihoming Motivation, Practices and Limitations (draft-ietf-multi6-v4-
multihoming-00.txt)

(draft) Survey on proposed IPv6 multi-homing network level mechanisms (draft-bagnulo-
multi6-survey6-00.txt)

(draft) Requirements for IPv6 Site- Multihoming Architectures (draft-ietf-multi6-
multihoming-requirements-02.txt)

(draft) IPv6 site Renumbering (draft-huitema-ipv6-renumber-00.txt)

Hop by Hop Options

RFC 2711 IPv6 Router Alert Option
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Multicast

RFC 2710 Multicast Listener Discovery (MLD) for IPv6
(draft-vida-mld-v2-01.txt – updating the MLD)

RFC 2375 IPv6 Multicast Address assignments

Header Compression

RFC 1144 V. Jacobsen; Compressing TCP/IP Headers for Low-Speed Serial Links

RFC 2507 IP Header Compression

RFC 2508 S. Casner, V. Jacobsen; Compressing IP/UDP/RTP Headers for Low-Speed Serial
Links

RFC 2509 IP Header Compression over PPP

RFC 3095 C. Bormann (Editor); RObust Header Compression (ROHC): Framework and four
profiles: RTP, UDP, ESP, and uncompressed

(draft) Application signalling over cellular links (draft-hannu-rohc-signaling-cellular-
00.txt)

(draft) RObust Checksum-based header COmpression (ROCCO) (draft-ietf-rohc-rtp-rocco-
01.txt)

Security

RFC 2401 Security Architecture for the Internet Protocol

RFC 2402 IP Authentication Header

RFC 2406 IP Encapsulating Security Payload (ESP)

DNS

RFC 2874 DNS extensions to support IP version 6

RFC 3226 DNS Extensions to Support IPv6 Address Aggregation and Renumbering

RFC 3152 Delegation of IP6.ARPA

(draft) Analysis of DNS Server Discovery Mechanisms for IPv6 (draft-ietf-ipngwg-dns-
discovery-analysis-00.txt)

(draft) IPv6 Stateless DNS Discovery (draft-ietf-ipngwg-dns-discovery-03.txt)
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Mobility Support

(draft) Mobility support for IPv6 (draft-ietf-mobileip-ipv6-13.txt)

Privacy

RFC 3041 Privacy Extensions for Stateless Address Autoconfiguration in IPv6

(draft) (update to RFC 3041: :draft-ietf-ipngwg-temp-addresses-v2-00.txt)

AAA/Miscellaneous

RFC 3162 Radius and IPv6

RFC 3111 Service Location Protocol Modifications for IPv6

RFC 3175 Aggregation of RSVP for IPv4 & IPv6 Reservations

(draft) An IPv6 Flow Label Specification Proposal  (updated version expected ) (draft-
rajahalme-ipv6-flow-label-00.txt)

(draft) DHCPv6 (draft-ietf-dhc-dhcpv6-22.txt)

Informational RFCs

RFC 1881 IPv6 address allocation Management

RFC 1887 An Architecture for IPv6 Unicast Address Allocation

RFC 2185 Routing Aspects Of IPv6 Transition

RFC 2292 Advanced sockets API for IPv6

RFC 2375 IPv6 Multicast Address Assignments

RFC 2450 Proposed TLA and NLA Assignment Rules

RFC 2553 Basic Socket interface Extensions for IPv6

RFC 2928 Initial IPv6 Sub-TLA ID Assignment

RFC 3177 IAB/IESG Recommendations on IPv6 Address
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General (3GPP UE)

(draft) Minimum IPv6 Functionality for a Cellular Host (draft-manyfolks-ipv6-cellular-
host-02.txt)

(draft) Transmission of IP Packets over Bluetooth Networks (draft-akers-atwal-btooth-
01.txt)

GSN Node specific:

(draft) draft-wasserman-3gpp-advice-00.txt - Recommendations for IPv6 in 3GPP
Standards

Migration

RFC 2766 Network Address Translation - Protocol Translation (NAT-PT)

(draft) An anycast prefix for 6to4 relay routers (draft-huitema-6to4anycast-00.txt)

(draft) Extensions to SIIT and DSTM for enhanced routing of inbound packets (draft-
soliman-siit-dstm-01.txt)

(draft) Dual Stack deployment using DSTM and 6to4 (draft-tsirtsis-6to4-and-dstm-01.txt)

(draft) Internet Protocol, Version 64 (IPv64) Specification (draft-azcorra-ipv64-03.txt)

Routing

RFC 2858 Multiprotocol Extensions for BGP-4

(draft) (draft-ietf-idr-rfc2858bis-00.txt)

RFC 2740 OSPF for IPv6

RFC 2980 RIPng for IPv6

RFC 2545 Use of BGP-4 Multiprotocol Extensions for IPv6 Inter-domain Routing

(draft) BGP-MPLS VPN extension for IPv6 VPN over an IPv4 infrastructure (draft-ietf-
ppvpn-bgp-ipv6-vpn-01.txt)

(draft) Virtual Router Redundancy Protocol for IPv6 (draft-ietf-vrrp-ipv6-spec-01.txt)

(draft) Routing IPv6 with IS-IS (draft-ietf-isis-ipv6-02.txt)

(draft) Connecting IPv6 Domains across IPv4 Clouds with BGP (draft-ietf-ngtrans-bgp-
tunnel-03.txt)
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Transport

RFC 2464 Transmission of IPv6 Packets over Ethernet Networks

RFC 2472 IP Version 6 over PPP

RFC 2493 IPv6 over ATM Networks

Tunnelling

RFC 2473 Generic Packet Tunnelling in IPv6 Specification

RFC 2529 Transmission of IPv6 over IPv4 Domains without Explicit Tunnels

QoS

RFC 2474 Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6
Headers

MIBs

RFC 2454 IP Version 6 MIB for the User Datagram Protocol

RFC 2465 MIB for IP Version 6: Textual Conventions and General Group

RFC 2466 MIB for IP Version 6: ICMPv6 Group

Other / Optional RFCs

RFC 2147 TCP and UDP over IPv6 Jumbograms

RFC 2675 IPv6 Jumbograms

RFC 2497 Transmission of IPv6 Packets over ARCnet Networks

RFC 2590 Transmission of IPv6 Packets over Frame Relay Networks Specification

RFC 2467 Transmission of IPv6 Packets over FDDI Networks

RFC 2470 Transmission of IPv6 Packets over Token Ring Networks

RFC 2894 Router Renumbering for IPv6

RFC 3178 IPv6 Multihoming Support at Site Exit Routers

3GPP-PDCP 3rd Generation Partnership Project; Technical Specification Group Radio Access
Network; Packet Data Convergence Protocol (PDCP) Specification (Release 4);
3GPP TS 25.323 V4.2.0; September 2001


