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Executive Summary

The 6WINIT project has defined and deployed IPv6 services in scenarios principally focused on
the medical context.  However, other scenarios have also been considered and deployed - for
example, remote access to home networks, and communications between devices in close
proximity (e.g. devices in a meeting room).

The IETF has specified a wide range of tools and methods designed to allow IPv4 and IPv6
devices to interoperate.  IPv6 will take time (many years) to deploy on a wide scale; in the
interim, there is a need for IPv4 devices to communicate with IPv6 devices, and vice versa, e.g. a
user with a PDA with only IPv6 configured wishes to access data on an IPv4-only web server.
Also, the IPv4 Internet should be usable as a method to connect “islands” of IPv6 networks.  The
IETF initially studied IPv6 transition in the Next Generation Transition (ngtrans) Working Group.
As a sign of IPv6’ maturity, that work is now continuing in the IPv6 Operations (v6ops) Working
Group, where a more focused set of tools is being evaluated in the context of a number of well-
defined scenarios.

In this report, we describe the new development work done by partners since Deliverable 9
(“Early Aids to Transition”) was completed in M12 of the project.  We also report on the new
work ongoing in the IETF (described in more detail in Deliverable 15 on Standards Status).  For
the perspective of the project, we describe the transition tools as they are used in the clinical
demonstrators (Section 4), and how they could be used in other general deployments (Section 5).
We also comment briefly on the aspects of transition as they affect the network and related
components of the project (Section 6).  Finally, we illustrate the use of transition tools in public
6WINIT technology demonstrations at INET 2002 and IST 2002.

The range of transition aids used in the project is not as great as one might have expected; this is
purely because we discovered that the bulk of the project services could be operated quite
successfully over IPv6.  Thus the main tools required were IPv6 access over IPv4 networks
between IPv6 network islands (achieved using IPv6-in-IPv4 tunnels), and some level of
interworking between IPv4 and IPv6 systems (achieved through dual-stack application layer
gateways and servers, or use of translation devices such as NAT-PT).

Overall we did not experience any significant IPv4-IPv6 interworking issues.  While we did not
deploy full site IPv6 services, the ability to implement tools, or take existing tools “off the shelf”,
for use in 6WINIT was very encouraging.
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1  INTRODUCTION

In Deliverable D9 (“Early Aids to Deployment”) we presented an overview of general IPv6
transition mechanisms, and those that were planned for use within the 6WINIT project.  In this
advanced version of the transition report, we present updated documentation of the tools and
techniques actually developed by project partners and how they were deployed as part of the
project, and at public technology demonstrators of the project.

The reader is referred to Deliverable 9 for technical details of the transition tools as they stood in
the first half (Month 12) of the 6WINIT project.  These included:

• "Bump in the Application" (BIA) (ETRI)
• The Ericsson Telebit AXI 462 research platform and the Ericsson RXI 820

Realtime Router (tunnelling and translation) (TED)
• The 6WIND Edge Device (6WIND)
• Tunnel brokering and 6to4 (UoS)
• The SIP ALG (TZI)
• FreeBSD NAT-PT (UoS)
• Ultima (BT)

This report commences with Section 2 containing a review of developments in the IETF Next
Generation Transition Working Group (ngtrans) and its successor, the IPv6 Operations Working
Group (v6ops).  We then detail updates in the technical solutions tested and developed by the
project partners in Section 3.  We then continue by reviewing the major project scenarios and
describe how the transition tools are (or can be) deployed in the context of these scenarios.
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2 IETF IPV6 TRANSITION REVIEW

A detailed account of the status of IETF standards related to IPv6 is given in Deliverable 15.

Here we describe recent developments in the IETF, and applicability to the usage of transition
tools in 6WINIT.

2.1 The IPv6 Operations Working Group

For many years, work on developing standards for IPv6 transition has been undertaken in the
Next Generation Transition (ngtrans) Working Group [NGTRANS].  However, in the summer of
2002, a new IPv6 Operations (v6ops) Working Group [V6OPS] was launched, as a successor to
ngtrans.  The rationale for the new group was that IPv6 is now ready for deployment; it is thus
imperative that deployment scenarios be clearly defined in the light of experience to date, and all
existing mechanisms be tested for applicability against those scenarios.  At present, only a small
subset of methods has been accepted within the v6ops charter, but this set will expand as the
analysis continues.  The goal is to focus deployment on a small well-understood set of tools.

The methods adopted by v6ops to date are:

• Transition Mechanisms (RFC 2893)
• SIIT (RFC 2765)
• NAT-PT (RFC 2766)
• 6to4 (RFC 3056 & 3068)

2.2 Usage of IPv6 transition tools in 6WINIT

We describe use of tools in more detail in the remainder of the document; here we make some
initial comment on the relevance of the v6ops changes.

As far as the v6ops introduction affects 6WINIT, the non-RFC or non-v6ops items that are or
have been used by project partners have included:

• ISATAP (Internet Draft)
• Tunnel Broker (RFC 3053)
• Bump-in-the Application (BIA) (RFC 3338)

We expect that the tunnel broker tool will continue to be used, and be quite popular for
connecting either dual-stack hosts (most commonly) or isolated IPv6 networks over IPv4
networks.  In Deliverable 9, a tunnel broker built by UoS was described (using Apache, ssh and
OpenLDAP all running over IPv6), and is still in use.

ISATAP is likely to continue to be used, despite its current Internet Draft status in the IETF, and
its (to date) lack of adoption by v6ops.  The author is currently attempting to push the I-D to RFC
status directly to the IESG, as an Experimental RFC.  Implementations of ISATAP include those
in Windows XP, Linux and FreeBSD (client), and Cisco IOS, FreeBSD and TED’s AXI platform
(router side support).  The project may demonstrate ISATAP for connectivity at the final review,
although this is still under discussion.
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6WIND has implemented DSTM (Dual Stack Transition Mechanism - currently at Internet-Draft
status), but this has not been used extensively in the project: its scenario is an IPv6-only network
running dual-stack hosts wishing to access external IPv4 and IPv6 services; the IPv4 services are
accessed by tunnelling through the local IPv6 network to an edge device that decapsulates the
tunnel and forwards data to the target host.  DSTM could be useful when IPv6-only network
infrastructure is deployed, which may be in the near future in some cases (e.g. in Wireless LANs).

Application Layer Gateways (ALGs) are a non-IETF item, but worthy of mention.  The TZI SIP
proxy can handle IPv4 and IPv6 connectivity, as does UCL’s TAG (see below) and UoS’ Slite
agent framework (through dual-stack support in Java).  Other common ALGs include web
proxies, FTP proxies, and dual-stack SMTP servers.
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3 PARTNER TRANSITION MECHANISM UPDATE

In this Section we describe transition tools that have been implemented in the scope of the project,
and that are new since Deliverable 9 was produced in December 2001 (M12 of the 6WINIT
project).  We also present some refreshers of Deliverable 9 results where it assists the flow of the
document.

3.1 Tunnelling mechanisms (6WIND)

3.1.1 Overview

The 6WINDGate supports standard tunnelling mechanisms in compliance with IETF
specifications:

• Configured IPv6 in IPv4 tunnels,
• Configured IPv4 in IPv6 tunnels,
• 6to4.

Tunnels are the simpler way to make two networks communicate over a network that uses a
different protocol (as shown in Error! Reference source not found.). In this context,
6WINDGates are gateways that act as tunnel endpoints.

In the case of configured tunnels, the endpoint addresses have to be explicitly configured. In order
to avoid having to do such manual configuration for each tunnel that needs to be established,, the
“6to4” method (RFC 3056) allows the endpoint gateway to automatically build an IPv6 address
based on the 2002:: prefix and the IPv4 address of the external router of the IPv6 site.  The result
is 2002:IPv4:ADDR::/48.  A router knows that it needs to tunnel to a known IPv4 endpoint when
it sees a prefix of 2002::/16 for a destination.

6to4 is typically used when two IPv6 network islands are separated by an IPv4 network. The
advantage is the simple configuration. The drawback is that the routing possibility of 2002:: prefix
is limited, because it is specific to other hosts running 6to4, unless a 6to4 relay is made available
to reach the “normal” IPv6 address space.

Figure 1:  Typical IPv6 tunnel architecture
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3.1.2 Status

The 6WINDGate devices still support several types of tunnels: 6in4, 4in6 and 6to4. These
mechanisms are available in both the 6200 Series and 6100 Series.

3.2 DSTM – Dual-Stack Transition Mechanism (6WIND)

3.2.1 Overview

As planned, 6WIND has developed and implemented DSTM functionality in its 6WINDGate
devices. As gateways, these devices act as “Tunnel End Points (TEPs)”. Complementary
components are also needed to complete the DSTM architecture, but neither a DSTM client
(required for the dual-stack host) nor a DHCPv6 server (required to allocate IPv4 addresses over
an IPv6 infrastructure) is included in the 6WIND products.

DSTM allows dual-stack hosts located in an IPv6-only network to communicate natively with
IPv4 networks. DSTM is a powerful mechanism that has several advantages. DSTM is based on
the use of tunnels; it does not rely on translation, therefore it is transparent to IPSec security
tunnels. Also, as it is transparent to applications in general, there are no required modifications to
allow a dual-stack host to use an existing application provided in IPv4 (although the host still
needs configuration as a DSTM client).

DSTM is still at the Internet Draft status, and this is currently in a state of flux due to the IETF
migration from ngtrans to v6ops (DSTM is not in the v6ops charter at the time of writing). There
are known client DSTM implementations on Unix BSD, and more recently for Linux and
Windows 2000, but more implementations would be desirable.  DSTM is still not a symmetrical
protocol.

A typical DSTM architecture is shown in Figure 2:

Figure 2: Typical DSTM Architecture
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3.2.2 Status

DSTM is available in the 6WIND devices 6200 and 6100 as an “advanced” function.

3.3 ISATAP (6WIND)

3.3.1 Overview

ISATAP allows dual-stack hosts in an IPv4 network to communicate with IPv6 networks. Thus
ISATAP connects IPv6 hosts and routers (nodes) within predominantly IPv4-based networks.
This mechanism uses an IPv6 global unicast address format that embeds the IPv4 address of a
node within the interface identifier.

There are many advantages with ISATAP:

• It is an automatic tunnelling method that is easy to set-up (as easy as 6to4).
• ISATAP addresses are routable on the global IPv6 infrastructure.
• A large number of ISATAP addresses are possible in a single IPv6 prefix.
• It is compatible with IPv4 NAT (i.e. ISATAP can be run on private RFC 1918

addresses inside a site, to one or more ISATAP edge routers)
• It can be used with 6to4 for wide area connectivity

3.3.2 Status

ISATAP is available in the 6WINDGate 6200 and 6100 as a standard function.

3.4 Translations mechanisms: NAT-PT (6WIND)

3.4.1 Overview

NAT-PT provides a migration system based upon protocol translation of packets.  NAT-PT is
specified in RFC 2766.

With NAT-PT, outgoing IPv6 packets are translated into IPv4 packets. The source address of the
IPv4 packet is the public address configured on the NAT-PT interface.  The destination address of
the IPv4 packet is deduced from the IPv6 destination address.  A prefix is associated with the
NAT-PT; in the packets that will be translated, the IPv6 destination address is made of this prefix
and terminated by the IPv4 destination address.

The 6WIND implementation of NAT-PT allows use of either static or dynamic mode and
provides a bi-directional NAT-PT functionality including DNS and FTP Application Layer
Gateways (ALGs) as described in RFC 2766.

In static mode, translation rules can be set up on address and/or port.  In this case, the translation
is bi-directional.

In dynamic mode, only the connections coming from the IPv6 host can be established. As NAT-
PT uses the same public address for translating the source address, it may be necessary to translate
also the source port in order to distinguish different sessions.
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The basic NAT-PT translation device additionally contains ALGs, which are necessary where IP
addresses are embedded within the payload of an IP packet. For normal packet translation, NAT-
PT would not look for IP addresses within the payload. For some applications where IP addresses
may be embedded within the payload, an ALG is necessary to translate the IP addresses in the
payload. ALGs are necessary to support applications such as DNS, FTP and SIP. The 6WIND
DNS-ALG is configurable to specify on which interface it listens. The FTP ALG is not
configurable.

3.4.2 Status

NAT-PT is available in the 6WINDGate 6200 and 6100 as a standard function.

3.5 NA(P)T-PT Translation (TED)

The implementation of the NA(P)T-PT functionality  developed by TED for the Ericsson Telebit
AXI 462 platform and the Ericsson RXI 820 Realtime Router as described in 6WINIT
Deliverable D9 has not been completed. This implementation work was discontinued in August
2002 due to lack of resources.

3.6 IPv4/IPv6 Multimedia Conferencing Gateway (TZI)

3.6.1 Overview

In the Internet multimedia conferencing architecture, multimedia conferences consist of different
data streams that are required to successfully establish communication channels between
endpoints. Real-time multimedia communication, consisting of one or multiple media streams
(audio, video or other media types) that are used to carry the real-time media data, is only one
element in a multimedia conference. Another element is conference control communication.
Conference control is used to co-ordinate a common state at all endpoints that is suitable for
conducting the conference. For example, before a conference can start, all endpoints need to be
configured appropriately with respect to media codecs and transport parameters.

One way of distributing this initial state is the use of a call signalling protocol such as SIP
(Session Initiation Protocol, RFC 3261), the call signalling protocol that is being standardised by
the IETF.  Amongst other functions, SIP allows to set up conferences and to convey the required
configuration information (at the end of a conference, SIP is also used to terminate the session).

The H.323 series of ITU-T recommendations define other protocols for call signalling and
conference controls.  However, from a functional point of view, the feature set that is provided
and the overall architecture is comparable to SIP.

Both approaches distinguish endpoints (terminals, telephone, multimedia workstations) and
intermediary systems, that are used for services like authorisation, registration, user location and
call routing. These intermediary systems (H.323 gatekeepers, SIP proxies) are inherent parts of
the protocol architecture.

For multimedia real-time applications (audio/video conferencing) both SIP and H.323 are used in
conjunction with the Real-time Transport Protocol (RTP - RFC 1889). RTP is usually used with
UDP/IP and provides the service of transmitting real-time data efficiently, maintaining the time
relationships between individual packets.



Deliverable 17 Advanced Aids to Deployment 1.0 6WINIT/0047

 18-Jan-03 6WINIT – IPv6 Wireless Internet IniTiative Page 13 of 51

For establishing a conference between two participants, e.g. a voice call, the two endpoints must
negotiate proper media types, codecs and transport addresses for the RTP sessions, i.e. IP
addresses and UDP port numbers.

Adapting conferencing applications from IPv4 to IPv6 is more or less straightforward:
applications must be extended to deal with IPv6 addresses, to use the corresponding system
services for DNS lookups, and to represent IPv6 in conference set-up messages, e.g. in SDP
content for SIP requests (and responses). However, for using these applications in mixed
IPv4/IPv6 environments, e.g. for calling an IPv6-SIP-phone from an IPv4-SIP-phone, it is not
sufficient to deploy the translation mechanisms described in Section 3.4.

Translation mechanisms like NAT-PT that work on the network layer are insufficient because
they can only translate the IP-header information and cannot provide the necessary adaptations for
the application layer communication. Therefore, NAT-PT systems are often combined with
application layer gateways, such as DNS or FTP gateways. Similar solutions are required for
supporting IPv4/IPv6 interworking for multimedia conferencing applications.

A corresponding solution would provide translation service for the control communication (the
call signalling – the translators are also called signalling gateways) and the real-time media
communication, i.e. the RTP communication.

For the RTP streams themselves, the basic NAT-PT functionality is sufficient for providing
IPv4/IPv6 interworking.  However, for certain environments, e.g. for wireless networks with
different characteristics (i.e. lower bandwidth, higher latency, potentially high bit error rates) it
can be useful to enhance the media transport over a corresponding network link, by transcoding
the media data.  For example, media data that has been encoded with a high-quality, bandwidth-
requiring codec such as LINEAR-16bit-44kHz, can be transported more efficiently by transcoding
it to GSM or similar low-bandwidth encodings.  To cope with higher loss rates, forward error
correction techniques like audio redundancy encoding (RFC 2198) can be employed.

The TZI-Gateway can be used in different configurations. It supports both SIP and H.323. That
means you can set it up as a SIP gateway or as an H.323 gateway in IPv4 and IPv6 networks. In
both variants it relies on a media processing engine that performs RTP translation, transcoding
and forwarding.

Relying on this set of components, different usage scenarios can be implemented. Section 5.1
describes the services and some selected deployment scenarios for the TZI-Gateway, an
application layer gateway for multimedia conferencing in mixed IPv4/IPv6 environments that acts
both as a signalling gateway (for translating SIP/IPv4 to SIP/IPv6 and H.323/IPv4 to H.323/IPv6
and back) and as a media gateway that provides transcoding services for audio streams.

3.6.2 Status

The TZI-gateway-software is written for GNU/Linux-based systems and is available (as source
code) freely [SIP-TZI]. The current version is tzi-gw-0.3. It supports the basic IPv4/IPv6
interworking features for SIP and H.323. The media processor supports audio redundancy
encoding (as specified in RFC 2198).  The SIP gateway has been tested with both the VOCAL
[VOCAL] and BonePhone [BonePhone] SIP-based VoIP applications (VOCAL was ported by
UoS to include IPv6 support).
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3.7 Ultima (BT)

There has been no change in the BT Ultima development.  There are no longer any plans to
commercialise the product.

3.8 Slite Agent Framework (UoS)

The Slite framework is described in more detail in Deliverable 16; salient points with respect to
interworking are reproduced here.

The application is based on the Southampton Framework for Agent Research (SoFAR).  The Slite
framework is a lightweight distributed agent architecture, based on Speech Act theory, using a set
of performative-based communication primitives to support auction based and argumentative
agent negotiation strategies for Distributed Information Management tasks.

The Slite framework consists of a number of agent platforms.  A platform is an instance of the
Java Virtual Machine (JVM), and hosts a number of agents. Each platform has a special agent, an
agent launcher, which oversees the launching of agents and registration into their capabilities to
the platform.  The set of performatives summarise the communication between an agent and the
hosting platform. An agent that registers a service will have that service broadcast to other
platforms within multicast range of the hosting platform. Using the UnRegister performative will
stop the platform broadcasting those capabilities.

The Slite framework has been implemented in Java and is tested to operate with Sun J2SDK 1.4.0
and J2SDK 1.4.1, provided by the SUN/CAP programme under NDA, but later released freely by
Sun, to use the IPv6 enabled java.net package.  This system has been tested to run on the Red Hat
Linux 7.1-7.3 operating systems.  Slite can bridge between the two network protocols, by virtue of
the java.net package being able to talk both protocols.  Previously, literal addresses (or IPv6-only
DNS names) have been used to ensure IPv6 traffic.

3.9 General ALGs

Other general application layer gateways would include web proxies (e.g. the wwwoffle and squid
packages both have IPv6 support), FTP proxies, and dual-stack SMTP servers.  While 6WINIT
participants have run such services, they are not a core part of the project.

3.10 6TALK IPv6 Transition Toolbox (ETRI)

ETRI is developing a package called 6TALK [6TALK], which is a general IPv4-IPv6
interworking toolset.  A variety of transition mechanisms such as NAT-PT, SIIT, tunnelling, 6to4,
DSTM, DSTM Extensions and ALGs are provided by one system named 6TALK at the edge of
the IPv6 network.

The BIA method is no longer under development.
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4 CLINICAL DEMONSTRATOR TRANSITION SCENARIOS

The use of transition mechanisms within the clinical demonstrators is reported in Deliverable 14,
within Sections 1.2.1, 2.2.2, and 3.3.1 for each of the demonstrator sites.

There has been no general requirement in 6WINIT to interconnect the three clinical sites.
However, the public demonstrations gave reason for participant sites to gain IPv6 connectivity to
the demonstrating sites, as described later in this report.

4.1 London Clinical Demonstrator

The scenarios at London offer hospital, roadside and patient access to patient medical summaries,
plus outpatient, ward and home access to cardiovascular applications, as well as outpatient access
to cardiovascular results.

The two main transition requirements were:

• Tunnelling IPv6 in IPv4 – from CHIME (north London) to Computer Science
(central London) over UCL’s intranet.  The 6WINDGate device was
successfully used for this purpose.

• Translation - to enable two-way communications between IPv4-only nodes
and IPv6-only nodes.  For example, translation for IPv4-only PDA access to
native IPv6 services via (IPv4) GPRS.  The BT Ultima and 6WINDGate
devices both offer translation solutions. Both remain to be fully tested in a
clinical scenario at the time of writing.

Figure 3:  6WINIT London site demonstrations
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In Figure 3 and Figure 4, the London site demonstrations are shown, showing the tunnelling
component of the tests between UCL and BT’s site at Adastral Park.  The wireless LAN devices
had IPv6 enabled, so naturally no translation was used when accessing IPv6 services.

Figure 4: London demonstration including UCL-CS and UCL-CHIME sites

Comments regarding the Tomcat servers and Java are made below in Section 6.

4.2 Kraków Clinical demonstrator

The scenarios in Poland offer mobile or hospital access to the Clinical Appointment System
(CAS), and hospital intranet access or mobile emergency access to the NetRAAD medical
radiology database system, plus “Konsul” for theatre access to angiography films.

The three main transition requirements were:

• Tunnelling – from the IPv6 servers to the IPv6 clients over the IPv4
Internet/MAN/campus networks.  A Linux router was used to establish a
tunnel to a client demonstrator site at UMM.  The 6WINDGate device could
have been used, but no device will be available in Kraków after March 2003.

• Translation – the IPv6 PDAs and terminals, combined with dual-stack servers
and tunnelled access, meant that no translation was required in this scenario
set.  However, translation is needed for WAP access, for which SOCKS64 and
the 6WINDGate devices were tested.

• Reverse proxy support for IPv4-only J2EE application servers – in this case
the proxy was an IPv6-enabled Apache HTTP server working in the reverse-
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proxy mode.  This server responds to IPv6 requests in the name of the IPv4
web server of the J2EE (EJB) application server.  Ultimately the J2EE
application server should reside on an IPv6 HTTP server.

The 6NET network was used for external connectivity tests (see Figure 5).

IPv6 native link

IPv6 network

CISCO
g6c.cs6.agh.edu.pl

6NET NetworkUMM ACC
Cyfronet

RIPng

2001:6d8:0:1001::/64
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2001:6d8:0:1002::/64
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kastor.szpitaljp2
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JPII Hostpital
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Native IPv6 link

sushi.szpitaljp2.krakow.pl

sushi2.szpitaljp2.krakow.pl

Poznan

WLAN AP

IPSec tunnel

6WIND
kastor.cs6.agh..

Figure 5: The topology of the UMM and Krakow demonstrator

Some of UMM clinical applications (e.g. CAS) can take advantage of GPRS, which currently
requires 6in4 tunnelling if IPv6 clients want to talk to IPv6-enabled servers (which could well be
commonplace in the future).

4.3 Tübingen Clinical Demonstrator

The principal scenario at this site is GANS (the Guardian Angel System).

The main transition requirements was:

• Tunnelling – access is required from IPv6 devices in the ambulance over
(IPv4) GPRS to the hospital at UKT.  IPv6-in-IPv4 tunnels were used, in
addition to the Ericsson tunnel broker (part of the Ericsson Multi-access
technology).

In the Guardian Angel System ‘GANS’, the missing IPv6 capability of the JBoss J2EE
implementation is alleviated according to the following figure:
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Figure 6: Using Apache2 and the servlet engine Resin to make J2EE IPv6-capable in the UKT-
RUS Guardian Angel System ‘GANS’
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5 OTHER NETWORK SCENARIOS

In this Section we describe a typical generalised network deployment scenario for each transition
aid to deployment that has been developed or tested within the scope of the 6WINIT project.

5.1 IPv4/IPv6 Multimedia Conferencing Gateway (TZI)

The following Sections describe different configurations of the gateway in order to provide an
overview of the available features and possible deployment scenarios. Section 5.1.1 describes an
IPv4/IPv6-interworking scenario that relies on one instance of the gateway in order to mediate
between an IPv4 and an IPv6 endpoint. Section 5.1.2 introduces a more complex scenario relying
on two instances of the gateway in order to enable two IPv4 endpoints to communicate over on
IPv6 network. Finally, Section 5.1.3 describes an extended configuration of the previous scenarios
by introducing media adaptation between two gateway instances in order to enhance the audio
quality for voice communications over a wireless link in between.

In the sample scenarios that are described below, we refer to the gateway as a SIP/media-gateway.
Note, that all scenarios can alternatively also be implemented for H.323 by using the gateway as
an H.323/media-gateway.

5.1.1 IPv4/IPv6 SIP interworking

Figure 7 depicts a sample scenario for IPv4/IPv6 interworking between two SIP endpoints. In this
scenario, the IPv6-only SIP client on the left is situated in an IPv6 network, the IPv4-only SIP-
phone is situated in an IPv4 network and the gateway in the middle is a dual-stack host with
interfaces to both networks.

 

IPv6-only 
SIP telephony client 

IPv4-only 
SIP IP-telephone 

TZI-Gateway 
• SIP ALG 
• RTP forwarding 

SIP 
B2BU

Media 
Process

or 

RTP/IPv6 RTP/IPv4

SIP/IPv6 SIP/IPv4

UA #1 
sip:user1@ipv6.example.com 

UA #2
sip:user2@ipv4.example.com

Figure 7: An IPv4/IPv6 SIP interworking scenario

Both endpoints are configured to use the gateway as an outbound SIP-proxy and as a registrar
(note that the SIP routing architecture would probably more be complex in real-world scenarios,
i.e. there might be a larger network of proxy servers, but this can be ignored for describing the
general scenario). The gateway runs a SIP-proxy and a registrar instance.
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User Agent #1 (UA #1) is registered as user1@ipv6.example.com with the registrar on the
gateway. User Agent #2 (UA #2) is registered as user2@ipv4.example.com. When UA #1 tries to
establish a call to UA #2, it uses the gateway as a SIP-proxy and sends a SIP-INVITE-request to
the SIP-component on the gateway.

Based on the target SIP-URI, the SIP-component of the gateway decides whether to forward the
request (proxy-mode) or whether to act as Back-To-Back-User-Agent (B2BUA). This means that
with respect to call-signalling, it behaves as user agent, because it terminates SIP transactions.
SIP-transactions are not proxied through the gateway to UA #2. Instead, the SIP-component on
the gateway initiates new transactions to UA #2, appearing as a normal user agent. As a result,
two individual SIP-dialogues will be established: one dialogue between UA #1 and the gateway
and one dialogue between UA#2 and the gateway.

RTP streams are also terminated at the gateway.  When UA #1 initiates a call through the
gateway, the gateway instantiates an RTP receiver and transmitter of the media processor that is
part of the gateway and uses the corresponding transport parameters for generating the session
description that is sent back to UA #1. This session description provides the IPv6 address as the
target address for the RTP stream that originate at UA #1. For the call that is established between
the gateway and UA #2, the gateway instantiates an RTP receiver and transmitter with an IPv4
interface and uses the corresponding transport parameters in a session description that is sent to
UA#2 during call setup.

In this configuration, the payload of the RTP packets, that are received on the IPv6 interface is
used to construct new packets that are sent via the IPv4 interface to the endpoint address that
UA#2 has specified during call setup. The IPv4-RTP-session is completely independent of the
IPv6 RTP session, i.e. it has its own sequence number space and timestamp basis.

5.1.2 Bridging of IPv6/IPv4 SIP networks

For enabling two isolated single-stack SIP-clients to communicate, two instances of the TZI-
gateway can be configured to bridge the SIP and RTP communication over an intermediate
network. In the example scenario that is depicted in Figure 8, two IPv4-only endpoints are
enabled to communicate over an IPv6 network.  Two dual-stack gateway instances at the network
boundaries provide the necessary translation and forwarding functions.
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Figure 8: SIP communication: bridging an IPv6 network
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In this scenario, gateway #1 would be administratively configured to forward all SIP-requests,
that are targeted to a UA in the IPv4 that endpoint #2 resides in, to gateway #2 via IPv6. Gateway
#2 would apply the reverse translation and forward the request to endpoint #2.

Again, both gateways would act as SIP-B2BUAs, i.e. for the communication with their SIP peers,
they appear as user agents not as proxies. Both gateways also terminate the RTP streams and
forward the corresponding media data in newly established RTP sessions.

5.1.3 Media Adaptation

In addition to IPv4-to-IPv6-translation, the media processor of the TZI-gateway can process the
media streams in different ways.  In the sample scenario, that is depicted in Figure 9, the two
media processors of the gateway instances change the payload format for the audio data that they
receive from the endpoints: The endpoints send and receive PCM-µ-law-encoded audio
(8000kHz, 8-Bit, mono), which is often the baseline codec that every IP-telephone-
implementation supports. This codec configuration provides telephone-audio-quality, but is
however not very bandwidth-efficient and not very resilient to packet loss, i.e. the audio quality
degrades significantly in the presence of packet loss.

In this example, the media processor uses audio redundancy encoding (RFC 2198), an RTP
payload format for encoding redundant audio data. The payload provides the possibility to
transmit redundant audio information, potentially in different encodings. For example, the scheme
can be used to transmit the audio data in a high-quality primary and in low-quality secondary,
tertiary etc. encodings. In this case, PCM-µ-law is used as the primary encoding and GSM is used
as secondary encoding.
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Figure 9: Media adaptation by two gateway instances

The selection of an appropriate encoding scheme depends on several factors:

1. The requirements for transporting audio data between the two gateways:

In many deployment scenarios, the network link characteristics and the network topology
between the two gateways is known in advance. In these cases, it can be configured
administratively which encoding schemes should be used for which call destination etc.
For example, when two gateways are used to enable multimedia communication over a
wireless link with a higher packet loss probability, it can be configured in advance, that a
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robust, loss-resilient encoding scheme should be used for all calls that are to be
established through these gateways.

2. The capabilities of the involved media processors and endpoints:

The payload format for the RTP sessions between any two media processors are
negotiated relying on the SIP-offer-answer-scheme, i.e. only formats can be chosen, that
both media processors support. Within a gateway, the call-control-component (e.g. the
SIP-component) has to determine the media processor’s capabilities in advance and then
use this information for the SIP-capability-negotiation in the call set-up-phase.

3. Dynamic examination of network link characteristics:

The two media processors that transmit audio data in RTP session between each other
could also negotiation a set of allowed encoding scheme at session-set-up and then switch
between different configuration during the session, depending on the observed loss-rates
and delay properties of the media transmissions.  In this case, the media processors could
change from a high-quality codec to bandwidth-optimised low-quality codecs depending
on the dynamic network link characteristics that could depend on the overall network-
utilisation, the varying transmission delays and packet loss rates (e.g. depending on the
signal-strength in a wireless network with mobile endpoints).  Currently, the TZI-gateway
does not support the dynamic switching of encoding schemes.

5.1.4 Summary

We have presented three different sample deployment scenarios for the TZI-gateway, that are
useful for multimedia communication in wireless IPv4/IPv6 networks. Of course, many other
configurations are possible as well. The combination of a SIP- (and as not explicitly shown here:
H.323-) signalling component and an RTP-based media processor can be used for realising
different services: the SIP-proxy can be used as regular SIP-proxy and registrar for IPv4 and IPv6
user agents.  The media-processor can be extended to act a termination for RTP and act as
gateway to the public switched telephone network (PSTN).  In addition, it could be used as a
conference bridge that mixes audio streams.  These extended services required the provision of
plug-ins for the media-processor.  The current set of available plug-ins covers the audio encoding
services that have been described in this Section.

5.2 TAG (UCL)

The TAG (see Deliverable16 for full details) provides some application layer facilities to provide
for interworking between IPv4 and IPv6.  TAG builds upon FunnelWeb to provide its
functionality. FunnelWeb runs using the IPv6 enabled JDK1.4.  Once running, the Funnelweb
accepts connections from IPv4 and IPv6, given lower level connectivity.

TAG Server

IPv6 Multicast

TAG Client

RTP IPv4

Control
RMI IPv4

Figure 10: TAG IPv4-IPv6 interworking
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When a session is initiated the reflector proxylets running on a TAG server can connect from IPv6
to IPv4 and visa-versa, thus providing clients with IPv4/IPv6 interworking conference facilities.
For example (see Figure 10) the reflector attaches to an IPv6 multicast conference and converts
the IPv6 multicast RTP packets into IPv4 unicast RTP packets, and visa-versa.

5.3 DSTM (6WIND)

This example has been tested and validated by 6WIND.  In this example a mobile node is moving
over an 802.11b Wireless LAN network and is attached from one Access Point to another. The
mobile node is located in an IPv6 network and is displaying video streaming from an IPv4 host.

The devices used for the demonstration are:

• An IPv4 NetMeeting video server on Windows XP, and its associated
WebCam,

• A 6WINDGate 6200 that acts as the DSTM Tunnel End Point and Mobile
IPv6 Home Agent,

• Two IPv6 routers and two 802.11b Access Points that provide two different
IPv6 networks (6WINDGate 6100 + Cisco Aironet),

• A dual-stack FreeBSD 4.5 host with DSTM and MIPv6 Clients running a
video Gnome-meeting application.

The following scheme illustrates the demonstration that has been performed by 6WIND. The goal
was to show that DSTM is useful and can be used in concrete Mobility applications.

Figure 11:  DSTM and Mobility
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No specific modification was made in the video application, which remains a standard IPv4
application since, as shown in Error! Reference source not found., the corresponding IPv4
packets are exchanged between the mobile client and the video server.  These packets are
encapsulated within a DSTM tunnel while transiting the IPv6 network.

The IPv4 address provided to the mobile node is manually configured in order to avoid the need
for installation of a DHCPv6 server.

The communications process is as follows:

• Step 1: The first IPv4 packets sent by the client are encapsulated inside a
tunnel from the client to the DSTM TEP over the IPv6 network. The
connection cannot be initialised from the server because the tunnel creation is
triggered by the client.

• Step 2: The packets are de-capsulated by the DSTM TEP, then IPv4 packets
are normally routed towards the server.

• Step 3: The mobile node moves from one WLAN Access Point to the other, on
a different IPv6 routed subnet.

• Step 4: The Mobile IPv6 (MIPv6) capabilities allow the communication to be
maintained when the mobile node is moving, thus the communication is not
broken. The MIPv6 Home Agent functionality and the DSTM TEP are
provided by the same router device (but there could be two different routers).

In conclusion, the scenario proves that, thanks to the IPv6/IPv4 Transition Mechanisms, a new
IPv6 mobile client is able to use standard IPv4 existing applications while moving across a
wireless IPv6 network.

5.4 ISATAP and 6to4 (6WIND)

Combined ISATAP and 6to4 tunnelling mechanisms allow sites to easily interconnect IPv6 nodes
over an existing IPv4 architecture. As such, they could be used as a first step towards deployment
towards IPv6.

A key advantage of the 6to4 mechanism is that a customer can use IPv6 without the need of a
global IPv6 prefix allocated by an ISP or any other service provider. Only a valid, globally unique
32-bit IPv4 address is necessary. Moreover, 6to4 requires less configuration than configured
tunnels.

ISATAP hosts do not require any manual configuration since they create ISATAP addresses using
standard address auto-configuration mechanisms. ISATAP can be used for IPv6 communication
between IPv6/IPv4 dual-stack nodes on an IPv4 network.

The combination of these two mechanisms brings a transition mechanism that is powerful and
easy to configure.

Using 6to4 in tandem with ISATAP enables 6to4 hosts (meaning that at least one 6to4 address has
been configured) to communicate with other ISATAP hosts located on the same site, and also
with 6to4 hosts located in other sites on the IPv4 Internet thanks to the 6to4 routers. It also
enables communication with IPv6 native hosts connected for instance to the 6bone via a 6to4
relay router (however, it should be noted that there are currently some security concerns
[6TO4SEC] over public 6to4 relay routers being used for relayed denial of service attacks).
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6to4 uses a public IPv4 address to create the 64-bit identifier portion of an IPv6 address. The full
address of a 6to4 node is:

2002:WWXX:YYZZ:[SLA ID]:[Interface ID]

where 2002::/16 is the TLA ID reserved for 6to4 addresses, and WWZZ:YYZZ corresponds to the
colon-hexadecimal representation of an IPv4 address.

In a native IPv6 local infrastructure, the 64-bit 6to4 prefixes are advertised by local routers
allowing hosts use them to build an auto-configured 6to4 address, and traffic from such hosts is
forwarded to the 6to4 router located at the border of the IPv6 site. In an IPv4-only local
infrastructure, ISATAP can be used to tunnel the IPv6 traffic to the site 6to4 router.

The 6to4 router then encapsulates the traffic in an IPv4 header and sends it to the destination IPv4
address that is embedded in the right portion of the 6to4 address. At the other side, the IPv6
packet is decapsulated and forwarded to the appropriate node.

ISATAP can also be used for IPv6 communication between dual-stack nodes through an IPv4
network. The full format of an ISATAP identifier is:

::0:5EFE:w.x.y.z

where 0:5EFE is the combination of a reserved OUI (Organizationally Unique Identifier) and a
type indicating an embedded IPv4 address; and where w.x.y.z is a unicast public or private IPv4
address.

The ISATAP interface identifier can be combined with any 64-bit prefix including 6to4 prefixes
to build an IPv6 address (see Figure 13).

In this example, as shown in Figure 12, we use two ISATAP clients (Windows XP hosts)
belonging to two remote sites using the same private IPv4 address space.  They are configured
with the 6to4 prefix advertised by each local 6to4 6WINDGate.  The IPv4 addresses and the IPv6
prefixes and addresses to be used are mentioned in the example.
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Figure 12: Application Example – ISATAP & 6to4

ISATAP Host 1

Windows XP

IPv4 private address: 10.17.0.1
ISATAP address:
2002:D4EA:EE72:1700:0:5EFE:10.17.0.1
FE80::5EFE: 10.17.0.1

6to4 Router: 6W1

6WINDGate 6200

IPv4 public address: 212.234.238.11
IPv4 private address: 10.17.10.2
Isatap prefix in 6to4 form: 2002:D4EA:EE72:1710::/64
Isatap link local : FE80::5EFE:10.17.10.2

6to4 Router: 6W2

6WINDGate 6200

IPv4 public address: 212.234.100.22
IPv4 private address: 10.17.10.3
Isatap prefix in 6to4 form :2002:D4EA:6416:1710::/64
Isatap link local : FE80::5EFE:10.17.10.3

ISATAP Host 2

Windows XP

IPv4 private address: 10.17.10.4
ISATAP address:
2002:D4EA:6416:1710:0:5EFE:10.17.0.4
FE80::5EFE: 10.17.0.4

Figure 13: Addressing used in the scenario of Figure 12



Deliverable 17 Advanced Aids to Deployment 1.0 6WINIT/0047

 18-Jan-03 6WINIT – IPv6 Wireless Internet IniTiative Page 27 of 51

The communication process between the ISATAP hosts is the following:

• Step 1: First, host 1 encapsulates the IPv6 packet in the IPv4 LAN1 using the
ISATAP mechanism using private IPv4 addresses.

• Step 2: The 6WINDGate then removes the ISATAP header and replaces it to
tunnel the IPv6 packet between the two border routers using a 6to4 tunnel.

• Step 3: At last, the destination 6WINDGate removes the header and replaces it
to tunnel the IPv6 packet to its final destination using ISATAP with IPv4
private addresses.

This is illustrated in Figure 14

Figure 14: ISATAP Communication Process Example

5.5 NAT-PT (6WIND)

Figure 15 illustrates a typical example of NAT-PT usage. The communication process between
the XP host and the IPv4 web site is shown in the following figure:
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Figure 15: NAT-PT Application Example

The NAT-PT sequence of operations is:

• Step 1: First, the host sends a DNS request in IPv6 to the NAT-PT router.
• Step 2: Then, the NAT-PT router sends a DNS request to the DNS server in

IPv4. It receives a DNS v4 reply.
• Step 3: The NAT-PT router gives the web site IP address to the host. This

address has an IPv6 format that includes the NAT-PT prefix and the web site
IPv4 address.

• Step 4: The host establishes the communication as if the web server were in
IPv6.

NAT-PT is described in more detail in Deliverable 9.
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6 TRANSITION IMPLICATIONS FOR COMPONENTS

In this Section we briefly describe any special considerations for interoperation (where feasible)
of IPv4 and IPv6 components.

6.1 Mobile IP

This Section focuses on transition implications of Mobile IPv6 only.

For investigating the implications of transition mechanisms on Mobile IPv6 one has to first
distinguish the three major types of transition mechanisms:

• Dual-stack (IPv6 and IPv4);
• Tunnelling (IPv6 over IPv4); and
• Translation.(IPv6 to IPv4 or vice versa).

Using dual-stack mechanisms works perfectly well with Mobile IPv6.  The only restriction here is
of course that all mobility involved host systems, that is mobile node, home agent and all
correspondent nodes, use the IPv6 part of their dual-stack along with Mobile IPv6.  In this case
Mobile IPv6 will run IPv6 native end-to-end.

The use of tunnelling, to be more precise IPv6 over IPv4 tunnelling, together with Mobile IPv6 is
also possible.  The restriction here is to have all mobility-involved host systems located outside or
at the endpoint of the tunnels.  In this case Mobile IPv6 can be run on all mobility-involved host
systems, but the Mobile IPv6 communication will run partly IPv6 native and partly tunnelled over
IPv4.

The use of Mobile IPv6 and translation is not possible due to several reasons. One reason is the
requirement of an IPSec security association between the mobile node and home agent in order to
secure Mobile IPv6 binding information.  A translation box on the communication path between
the mobile node and home agent would mean that, because both run different versions of IP (IPv4
and IPv6) the security association between them would have to be translated.  This is neither
currently possible, nor politically foreseen for the future, as in order to translate a security
association by a translation box would require the full trust relationship with the translation box.
This requirement would be contradictory to the paradigm of real end-to-end security.  Another
reason for the incompatibility between translation mechanisms and Mobile IPv6 is the lack of a
specification of translation rules between Mobile IPv6 and Mobile IPv4 information. Due to the
quite different mechanisms used in Mobile IPv6 and Mobile IPv4 the specification of translation
rules would be a highly complex task.

6.2 Security (IPSec and VPNs)

This Section focuses on transition implications of IPv6-based IPSec only.

For investigating the implications of transition mechanisms on IPSec, as in the previous
subSection for Mobile IPv6 above, one has to first distinguish the three major types of transition
mechanisms:
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• Dual-stack (IPv6 and IPv4),
• Tunnelling (IPv6 over IPv4), and
• Translation.(IPv6 to IPv4 or vice versa).

Using dual-stack mechanisms work perfectly well with IPSec.  The only restriction here is of
course that all endpoints of IPSec security associations, i.e. either IPSec gateways or clients, use
the IPv6 part of their dual-stack along with IPSec. In this case IPSec will run IPv6 native end-to-
end.

The use of tunnelling, to be more precise IPv6 over IPv4 tunnelling, together with IPSec is also
possible.  The restriction here is to have all endpoints of IPSec security associations located
outside or at the endpoint of the tunnels.  In this case IPv6 based IPSec can be run on all endpoints
of IPSec security associations, but the IPSec secured communication will run partly IPv6 native
and partly tunnelled over IPv4.

As already discussed above the use of IPv6 based IPSec together with translation mechanisms
makes no sense from the security policy point of view and is therefore not possible.  An IPSec
security association defines a real end-to-end security between the two endpoints of the security
association.  A translation box on the communication path between these two endpoints would
mean that both run different versions of IP (IPv4 and IPv6) and therefore the security association
between them would have to be translated. In order to be able to perform the translation, the full
trust relationship between the endpoints of the security association and the translation box would
be required. This requirement would be contradictory to the paradigm of real end-to-end security.

6.3 PKI (LDAP directory)

The PKI is composed of a number of components (see Deliverable 10 - "Status of Basic
Components").  All components within the PKI are now IPv6-enabled and may be configured to
work over IPv6, IPv4 or both.

The LDAP-based (certificate) repository is accessible over IPv6 and IPv4, and may be used by
other services in addition to the PKI. For example the LDAP server was used by the ucl-catalina-
realm.  This is an optional module for Jakarta Tomcat 4, which uses an LDAP directory to provide
the database of users and the mapping between users and roles, in order to provide CLIENT-
CERT container managed security.  One might also see the certificate-based system adapted to
bolt onto the UoS tunnel broker service as described in Deliverable 9, where IPv6 OpenLDAP
lookups are already made for authentication purposes.

The PKI can provide certification services for clients on both types of networks, and can do cross-
certification between CAs on different network types.

6.4 Web server (Apache)

Apache has been IPv6-enabled since release 2.0 (although there have been patches available for
the 1.3 release for some time).  Apache may be configured to listen on IPv6-only, or IPv4-only, or
both protocols.

The 6WINIT project website is run on an Apache server, with certain areas protected using SSL,
which are all available over IPv6 and IPv4.
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6.5 Tomcat server (Java)

Tomcat is the servlet container that is used in the official Reference Implementation for the Java
Servlet [JSERV] and JavaServer Pages [JSP] technologies.  The Tomcat server is based on Java,
which is IPv6-enabled as of JDK1.4.

The Tomcat server provides access to the ucl-catalina-realm, and provides a mapping between
users and roles in order to provide CLIENT-CERT container managed security.

6.6 Quality of Service methods

In current IP networks, fixed as well as mobile, bandwidth is an important consideration.  More
and more people are using the Internet and mobile access for private and business reasons.  While
multimedia applications are developing, including audio and video streaming, the amount of data
that must be transmitted through the Internet is increasing.

The basic IP protocol stack provides only one QoS mechanism, which is called best effort.  The
packets are transmitted from point to point without any guarantee for special treatment, e.g. a
minimum time delay.  Moreover, new packets injected in a network may provoke congestion and
therefore may freeze already established sessions.

To cope with this major issue for IP networks, several approaches were investigated and
standardised to implement QoS services over the Internet, the major ones being:

• Differentiated Services, aka DiffServ (RFC2474)
• Integrated Services, aka IntServ

Both have been designed to operate over IPv4 as well as IPv6.  These mechanisms are detailed in
Deliverable 2. Due to scalability problems IntServ (which is based on RSVP) has not been largely
deployed.  It is preferable to deploy IntServ/RSVP only on local networks.

Due to its simplicity and scalability DiffServ is deployable in backbones as well as in local
networks.  Therefore it has been implemented as a Quality of Service mechanism by the majority
of equipment suppliers. On the contrary, vendor support for RSVP is rather limited and generally
does not apply to QoS support for boundaries or edge networks because of its original design of
being an end-to-end protocol

DiffServ defines a field for code points for either IPv4 or IPv6.  So there would be no problems
with implementation in a pure IPv6 network as well as in a pure IPv4 network.

Concerning the combination of transition aspects and DiffServ aspects, it is generally
recommended by standard specifications that any transition mechanism should copy the
Differentiated Services Code Point value (DSCP) from the incoming packet to the outgoing
packet. According to this consideration, it should be possible to have compatibility of both
mechanisms when the DiffServ mechanism is applied before the transition mechanism.  When
DiffServ and transition mechanisms are performed within the same device, there is a better
guarantee that the compatibility is achieved since it is the same supplier, however it is still
implementation-dependant.

For practical use, it is advised not to use IP addresses as a criterion when configuring DiffServ
classes.  Using IPv4 or IPv6 addresses within the mechanism is again dependant on the
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implementation and is dependant on whether transition treatments are applied before DiffServ
treatments.  Users must be aware that both options could exist.

To conclude, there is no theoretical impossibility of having transition mechanisms within a
DiffServ architecture.  However at the moment, before any large deployment, trials are necessary
to verify that the compatibility is real because existing devices could have restrictions due to their
implementation.

IPv6 does not provide any “silver bullet” to the Quality of Service problem.  Indeed, QoS issues
are more policy and administration-dependent; provisioning bandwidth and other parameters for
QoS is an inter-domain issue, to be determined by policy.  The IPv6 flow label, designed when
IntServ was in vogue, currently has no defined usage, and has deliberately been left open-ended
by recent IETF Internet Drafts on the subject.

6.7 Secure Conference Store, RTP

The Secure conference store (see Deliverable 16 "Advanced Non-Clinical Applications") runs on
an IPv6-enabled Apache server, which is accessible over IPv6 and IPv4.  It stores conference
descriptions in Session Description Protocol (SDP), which may refer to IPv6 or IPv4 conferences,
thus it allows users access to IPv6/4 conferences independent of their IP protocol type.

For example an IPv4 user may access the secure conference store and select an IPv6 conference,
using the TAG to join the conference.  The TAG can start the tools on IPv4 addresses which will
connect to a TAG server, which will then transcode the IPv6 multicast session to the IPv4
machine.
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7 TRANSITION TOOLS IN PROJECT DEMONSTRATORS

Here we give an overview of the demonstrators that the project has given at major conferences to
date in the second half of the project (January 2002 onwards).

7.1 INET 2002 (June 2002)

The Trans-Atlantic IPv6 network used for the 6WINIT demonstrations at the INET 2002
conference was established by the use of IPv6-in-IPv4 configured tunnelling from the Ericsson
Access Router at the INET 2002 conference site to edge routers located at the partner premises in
Europe, as shown in Figure 16.

  

Figure 16: The INET 2002 6WINIT demonstration network

The primary requirement was to enable IPv6 access across an IPv4 infrastructure.  There was, at
the time, no native IPv6 path available.
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7.2 IST 2002 Network (November 2002)

By the time of IST 2002, the 6NET project network [6NET] was available for use, and the
conference location the conference location was one that could conveniently be connected to the
6NET network via the NORDUnet PoP, since NORDUnet spans the Scandanavian region..  It was
thus possible to connect demonstration partners over the native IPv6 6NET core network, and the
National Research and Education Networks (NRENs) of those partners, i.e. JANET in the UK,
DFN in Germany, and POZNAN in Poland, as shown in Figure 17.

The m6bone [M6BONE] multicast IPv6 network was demonstrated at IST 2002 by UoS; this
included use of IPv6 reflectors (a similar implementation to the TAG) to relay between IPv6
unicast and multicast.

Again, the main focus of transition tools was tunnelling.

It was decided not to demonstrate explicitly ISATAP, NAT-PT or other interworking methods at
IST 2002 as a new transition aids demonstration would be included in the final project review in
Stockholm in January 2003.

Figure 17: The IST 2002 6WINIT demonstration network

However, an example of an IPv4-IPv6 ALG was demonstrated at IST 2002, as described in the
following subSection.
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7.2.1 TZI-Gateway

At the IST 2002 conference, the TZI-Gateway was shown in a demonstration of wide-area-IPv6
conferencing, incorporating IPv4/IPv6 interworking and media transcoding.

The demonstration setup is shown in Figure 18. In the demonstration, two TZI-Gateway instances
have been used to provide robust audio communication between IPv4 and and IPv6 SIP
endpoints.

Figure 18: The demonstration setup for the TZI-Gateway at IST-2002

At the IST conference site at Copenhagen, two SIP endpoints were deployed:

• An IPv6 software phone on a Linux laptop. The SIP client Bonephone
[BonePhone] was used on this machine. Bonephone has been developed by
FOKUS/Fraunhofer and is a SIP client that is based the NIST-SIP stack
[NISTSIP] , UCL’s RAT [RAT]and TZI’s Java-Mbus implementation
[TZIMbus]. Bonephone and its components support IPv4 and IPv6. In this
demonstration, Bonephone was used in IPv6 mode.

• A Cisco 7960 SIP telephone. The Cisco 7960 (see Figure 19) is a
commercially available IP telephone that currently supports only IPv4.

These SIP endpoints were configured to register with a local TZI-Gateway that accepted
registrations for the domain ist-6winit.org.  Local phones calls between the IPv6-software-
phone and the IPv4-Cisco-phone were made to demonstrate the IPv4/IPv6-interworking
functionality of the gateway.  The gateway was running on a Linux laptop. The IST-set-up is
depicted in Figure 18.
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Figure 19: Two SIP endpoints and the TZI-Gateway

The local TZI-Gateway was configured to proxy outgoing calls to a TZI-Gateway instance at TZI
in Bremen.  The two gateways communicated over IPv6, using the European IPv6 network
[6NET].  The gateway at the TZI-site has been configured to accept registrations for the domain
tzi-6winit.org and provided IPv4/IPv6-translation.

The gateways provided robust audio communication over the 6NET network backbone by
deploying audio redundancy encoding with G.711 (PCM-ì-law) as the primary encoding and
GSM as secondary encoding.  This allowed the endpoint at the two sites to communicate reliably
although the endpoints themselves do not support audio redundancy encoding.

The gateway at TZI forwarded calls with certain destination URIs to a SIP/ISDN-gateway in the
TZI laboratory (a Cisco 2651 ISDN access router [Cisco2600]).  This setup allowed us to call
arbitrary PSTN phones from the IPv6 and IPv4 SIP endpoints at the IST 2002 demonstration. For
demonstration purposes, a mobile GSM phone, an Ericsson T68 [T68], was used at IST 2002 to
answer calls.

In summary, the following features of the TZI-gateway were demonstrated at IST 2002:

• The IPv4/IPv6 translation feature;
• The media transcoding functionality; and
• The interoperability between the gateway and different SIP implementations.

At IST 2002 the project also demonstrated remote home network control, as illustrated in Figure
20.
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Figure 20:  Remote home network control at IST 2002

A third IST 2002 demonstration was the Road Warrior, as shown in Figure 21
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Figure 21: The Road Warrior demonstration at IST 2002

Like the home network control, the Road Warrior application does not use any transition method
except for tunnelling; at IST 2002, the networks used were generally IPv6 native end-to-end
(there was a small tunnelled Section from the IST 2002 event to the NORDUnet PoP for at least
some of the event).

7.3 Final review (planned)

The demonstrations for the final project review are being finalised at the time of writing this text.
Here we present one of the proposed demonstrations in the context of the transition tools required.
This is not finalised yet at the time of writing.

The UMTS test-bed provided for the 6WINIT demonstrations at the Final Review is an IPv4-only
access network supporting fixed IPv4 address allocation. IPv6 access must be achieved using
IPv6-in-IPv4 tunnelling over the UMTS network. The Ericsson Real Time Router RXI 820
provides network support for IPv6-in-IPv4 tunnelling in form of:

• ISATAP Router Functionality
• Configured IPv6-in-IPv4 with IPv6 Neighbour Discovery (Broadcasting of

IPv6 RAs)

The ISATAP functionality of the Ericsson Real Time Router RXI 820 provided to 6WINIT has
been developed by TED during 2002, but not as part of  TED’s 6WINIT project participation. The
implementation is in full compliance with the most recent ISATAP draft at the time of writing,
that is v09.
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Whereas the Configured IPv6-in-IPv4 requires the tunnels to be set up in advance and as such
demands fixed IPv4 address allocation in order to be fully dynamic.  The ISATAP tunnelling
mechanism is in itself fully dynamic and puts no demands on the IPv4 address allocation
mechanism (the host of course must support the ISATAP tunnelling functionality).

Figure 22: Tunnel mechanisms: Final Review UMTS network

The final review will also require tunnelled solutions for access to remote partner sites, similar to
previous demonstrations.  As time passes, more IPv6-native networks become available for use,
thanks to projects such as 6NET and Euro6IX [Euro6IX].  The hardest part to resolve is often
access at the demonstration site, where tunnelling is a more common requirement to the nearest
IPv6 native network PoP.
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8 CONCLUSIONS

The work on transition tools (or “aids to deployment”) in the 6WINIT project has been
enlightening.  The project has spanned a period (January 2001 to December 2002) when there
have been many advances in the IETF work, and in the context of transition the new IETF v6ops
WG is a major new step.  The project has implemented and tested many tools, including:

• IPv6-in-IPv4 tunnels.  This is a basic method that has been widely used, in
particular at public demonstrations where local external IPv6 native network
connectivity does not exist.

• 6to4.  This automatic method for tunnelling has many implementations.  It has
been used only lightly on the project, e.g. to connect student homes to one of
the partner site’s IPv6 networks, and is generally attractive as a “home access”
technology.  It is expected that 6to4 and ISATAP will complement each other
well, and 6WIND has developed implementations on this basis.  It could be
used to connect hospital sites, as IPSec is not directly affected by such
tunnelling.

• ISATAP.  Used for internal IPv6 networking on dual-stack hosts over IPv4
infrastructure, ISATAP is easy to deploy, and has many implementations.  It is
a good method to deploy early IPv6 hosts in an existing network.  However, it
has not yet reached RFC status.

• NAT-PT.  This method allows IPv4-only hosts to communicate with IPv6-only
hosts and vice-versa, but with similar weaknesses to regular Network Address
Translation.  It invariably has to be used with built-in ALGs, e.g. for DNS,
FTP and, in the context of 6WINIT, SIP.

• Tunnel Broker.  A general-purpose access method for an isolated dual-stack
host (or in some cases network) to establish IPv6 (tunnelled) connectivity.
This could be useful for home patients, or connecting home networks.  The
public Freenet6 server in Canada has over 10,000 registered users.

• DSTM.  Still in the Internet-Draft stage, DSTM is useful for connecting to
IPv4 services from dual-stack hosts in an IPv6-only infrastructure.  However,
until such infrastructures emerge, DSTM is unlikely to see widespread use.

• BIA.  This is not being actively used in the project.

• Application Layer Gateways (e.g. DNS, FTP, WWW, SIP, TAG, Slite).
Although not defined per se by the IETF,  ALGs, have been very useful
components in the 6WINIT project, as exemplified by TZI’s SIP gateway and
UCL’s TAG.

The 6WINIT project sites have been able to gain IPv6 connectivity, and the applications run in the
project have been made to interwork successfully.  This shows that the basic IPv4-IPv6
interworking methods are sufficient for early deployment, have good implementations and are
robust.



Deliverable 17 Advanced Aids to Deployment 1.0 6WINIT/0047

 18-Jan-03 6WINIT – IPv6 Wireless Internet IniTiative Page 41 of 51

However, the 6WINIT project does not offer full site-wide IPv6 functionality for all services;
such work is beyond the scope of the project.  What the project has validated is the use of basic
transition mechanisms in a secure, clinical environment, and applicability of other transition
mechanisms in a number of general scenarios.

The public demonstrations at INET 2002 and IST 2002 also offered encouraging results.  There
remains work to be done in the IETF, as the scenario definition and tool applicability work
continues.  6WINIT can and will feed into that process from experience gained.
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10 ACRONYMS AND ABBREVIATIONS

2G Second Generation Mobile Telecommunications (including GSM and GPRS
technologies)

3DES Triple Data Encryption Standard

3G Third Generation Mobile Telecommunications (including WCDMA/UMTS
technology)

3GPP 3rd Generation Partnership Project

6WINIT IPv6 Wireless INternet IniTiative

6to4 Automatic IPv6 in IPv4 tunnelling method, used router-to-router (RFC3056)

AAA Authentication, Authorisation and Accounting

ACC Academic Computer Centre "Cyfronet", a part of the UMM

ACL Asynchronous Connectionless Links

ACR American College of Radiologists

ADPCM Adaptive Differential Pulse Code Modulation

AF Assured Forwarding

AH Authentication Header (IPSec)

AIIH Assignment of IPv4 Addresses to IPv6 Hosts

ALAN Application Level Active Networking

ALG Application Layer Gateway

AM_ADDR Active Member Address

AN Active Networking

ANP Anchor Points

AP Access Point

API Application Level Interface

AR Access Routers

AS Application Server

ASP Application Service Provider

ATM Asynchronous Transfer Mode

B2BUA Back-to-Back User Agent

BACK Binding Acknowledgement

BAKE Binding Authentication Key Establishment

BD_ADDR Bluetooth Device Address

BGP Border Gateway Protocol

BGW Border Gateway
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BNEP Bluetooth Network Encapsulation Protocol

BSR Bootstrap Router

BSS Base Station System

BU Binding Update

CA Certificate Authority

CAS Clinical Appointment System

CBR Committed Bandwidth Rate

CCU Clinical Care Unit

CEN Comité Européen de Normalisation

CHIME Centre for Health Informatics and Multi-professional Education

CHTML Compact HTML

CLI (1)  Calling Line Identification

(2)  Command Line Interface

CN Correspondent Node

COPS Common Open Policy Service

CPE Customer Premises Equipment

CPN Customer Premises Network

CRL Certificate Revocation Lists

CRTP Compressed RTP

CS2 Coding Scheme 2

CSMA/CA Carrier Sense Multiple Access/Collision Avoidance

CSP Cryptographic Service Provider

CoA Care-of Address

DAO Data Access Objects

DCF Distributed Co-ordination Function

DES Data Encryption Standard

DHCP Dynamic Host Configuration Protocol

DHCPv6 Dynamic Host Configuration Protocol for IPv6

DIAC Dedicated Inquiry Access Code

DICOM Digital Imaging and Communications in Medicine

DMZ Demilitarised Zone

DNS Domain Name Server/System

DS Differentiated Services

DSCP Differentiated Services Code Point

DSSS Direct Sequence Spread Spectrum
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DSTM Dual Stack Transition Mechanism

DTI Dynamic Tunnelling Interface

DTMF Dual-Tone Multi-Frequency

DiffServ Differentiated Services

DoS Denial of Service

Dx 6WINIT Deliverable x

ECG Electrocardiogram/graphy

EEP Execution Environment for Proxylets

EF Expedited Forwarding

EHR Electronic Healthcare Record

EJB Enterprise JavaBeans Components

EPR Electronic Patient Record

ESP Encapsulation Security Payload

ETCP Extended Transport Control Protocol

ETRI Electronics and Telecommunications Research Institute

ETSI European Telecommunications Standards Institute

FDD Frequency Division Duplex

FHR Federated Health Record

FHSS Frequency Hopped Spread Spectrum

FQDN Fully-Qualified Domain Name

GANS Guardian ANgel System (UKT-RUS)

GB Gigabyte (109 bytes)

GEK Group Encryption Key

GGSN Gateway GPRS Support Node

GIAC General Inquiry Access Code

GPRS General Packet Radio Service

GRX GPRS Roaming Exchange

GSM Global System for Mobile communications

GSN GPRS Support Node

GTP GPRS Tunnelling Protocol

GW Gateway Routers

HA Home Agent

HAT High-quality Audio Tool

HCSS Health Care Service System

HI Host Identity
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HIP Host Identity Payload Protocol

HIT Host Identity Tag

HLP Host Layer Protocol

HLR Home Location Register

HMIP Hierarchical Mobile IP

HSCSD High Speed Circuit Switched Data

HTML HyperText Mark-up Language

HTTP HyperText Transfer Protocol

HVCT High-quality Video Conferencing Tool

ICMP(v6) Internet Control Message Protocol

ICP Internet Content Provider

ICU Intensive Care Unit

IEC International Electrotechnical Commission

IEEE Institute of Electrical and Electronics Engineers

IETF Internet Engineering Task Force

IGMP Internet Group Multicast Protocol

IGP Internet Gateway Protocol

IKE Internet Key Exchange

IMS Interactive Multimedia Subsystem

IMSI International Mobile Subscriber Identity

IP Internet Protocol

IPSec IP Security Protocol

IPv4 Internet Protocol Version 4

IPv6 Internet Protocol Version 6

IR Infra-Red

ISAKMP Internet Security Association and Key Management Protocol

ISDN Integrated Services Digital Network

ISO International Organization for Standardization

ISP Internet Service Provider

IST Information Society Technologies

ITU International Telecommunications Union

IntServ Integrated Services

J2EE Java 2 Enterprise Edition

J2SE Java 2 Standard Edition

JDBC Java Database Connectivity
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JNDI Java Naming and Directory Interface

JPEG Joint Photographic Experts' Group

JSP Java Server Pages

Kbit/s Kilobits per second

Kbps Kilobits per second

KLIPS Kernel IPSec Support

LAN Local Area Network

LDAP Lightweight Directory Access Protocol

LI Lawful Interception

LON Local Operating Network

MAN Metropolitan Area Network

MD5 Message Digest 5

MDML Market Data Mark-up Language

MGW Media Gateway

MIDI Musical Instrument Digital Interface

MIP Mobile Internet Protocol

MIP WG Mobile IP Working Group

MIPL Mobile IPv6 for Linux

MLD Multicast Listener Discovery

MLP Mobile Location Protocol

MMUSIC Multiparty Multimedia Session Control

MN Mobile Node

MSC Mobile Service Centre

MT Mobile Terminal

Mbit/s Megabits per second

Mbps Megabits per second

NAI Network Access Identifier

NAPT-PT Network Address Port Translation - Protocol Translation

NAS Network Access Server

NAT-PT Network Address Translation - Protocol Translation

NEMA National Electrical Manufacturers' Association

NFS Network File System

NHS National Health Service (United Kingdom)

NREN National Research and Education Network

NRN National Research Network
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NTE Network Text Editor

NetRAAD Network Radiology Acquisition, Access and Distribution

O&M Operations and Management

OCSP Online Certificate Status Protocol

OSGi Open Services Gateway initiative

PACS Picture Archiving and Communication System

PAN Personal Area Networking

PCBI Protocol Control Block Identifier

PCM Pulse Code Modulation

PDA Personal Digital Assistant

PDCP Packet Data Convergence Protocol

PDN Packet Data Network

PDP Packet Data Protocol

PDR Per Domain Reservation

PDU Protocol Data Unit

PEP Policy Enforcement Point

PHB Per-Hop Behaviour

PHR Per-Hop Reservation

PIM Protocol Independent Multicast

PIM-SM PIM Sparse Mode

PKCS Public Key Cryptography Standard

PKI Public Key Infrastructure

PLIM Presence and Location Instant Messaging

PLMN Public Land Mobile Network

POP Point of Presence

PPP Point-to-Point Protocol

PS Paging Servers

PSK Phase Shift Keying

PSTN Public Switched Telephone Network

PVC Permanent Virtual Circuit

QoS Quality of Service

RADIUS Remote Access Dial-in User Server

RAN Radio Access Network

RAS Remote Access Server

RAT Robust Audio Tool
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RFC (Internet) Request for Comments

RM Reflection Manager

RMD Resource Management in DiffServ

RMI Remote Method Invocation

RODA Resource Management in DiffServ On DemAnd

ROHC Robust Header compression

RP Rendezvous Point

RQM RTP Quality Matrix

RSA Rivest-Shamir-Adleman (encryption algorithm)

RSVP Resource ReSerVation Protocol

RTCP RTP control protocol

RTP Real Time Transport Protocol

RTSP Real Time Streaming Protocol

RTT Round-Trip Time

RUS Rechenzentrum Universität Stuttgart

SA Security Association(s)

SADB Security Association Database

SAP Session Announcement Protocol

SASL Simple Authentication and Security Layer

SCEP Simple Certificate Enrolment Protocol

SCO Synchronous Connection Oriented

SCS (1)  Secure Conference Store

(2)  Service Capability Server

SCTP Stream Control Transmission Protocol

SDH Synchronous Digital Hierarchy

SDP Session Description Protocol

SDR Session Directory Tool

SGSN Serving GSN

SGW (1)  Signalling Gateway

(2)  Security Gateway

SIIT Stateless IP/ICMP Translation Algorithm

SIMA SImultaneous Multi-Access

SIP Session Initiation Protocol

SMF Service Management Framework (IBM)

SN Service Network
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SNMP Simple Network Management Protocol

SONET Synchronous Optical NETwork

SPAR SDP Parser Applet

SPD Security Policy Database

SRM Scalable Reliable Multicast protocol

SRTP Secure Real Time Transport Protocol

SSH Secure SHell

SSL Secure Socket Layer

SecGW Security Gateway

SoFAR Southampton Framework for Agent Research

TAG Transcoding Active Gateway

TB Tunnel Broker

TCP Transmission Control Protocol

TDD Time Division Duplex

TE Terminal Equipment

TEID Tunnel Endpoint IDentifier

TEIN TransEurasia Information Network

TETRA Trans-European Trunked Radio

TLA Top Level Aggregator

TLS Transport Layer Security

TS Tunnel Server

TTP Trusted Third Party

ToS Type of Service

UAC User Agent Client

UAS User Agent Server

UCL University College London

UDP User Datagram Protocol

UIML User Interface Markup Language

UKT Universitätsklinikum Tübingen

UMM University of Mining and Metallurgy (Krakow, Poland)

UMTS Univeral Mobile Telecommunications System

UR User Registries

UTRA Universal Terrestrial Radio Access

VIC Video Conference Tool
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VLAN Virtual Local Area Network

VPN Virtual Private Network

VTT Technical Research Centre of Finland

VoIP Voice over IP

W3C World-Wide Web Consortium

WAE Wireless Application Environment

WAN Wide Area Network

WAP Wireless Application Protocol

WBD Whiteboard (application)

WCDMA Wideband Code Division Multiple Access

WDP Wireless Datagram Protocol

WEP Wire Equivalent Privacy

WLAN Wireless Local Area Network

WML Wireless Mark-up Language

WTA Wireless Telephony Application

WTLS Wireless Transport Layer Security

WWW World-Wide Web

X10 Powerline carrier protocol

XHTML Extensible Hypertext Mark-up Language

XML Extensible Markup Language


