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Executive Summary

The purpose of the 6WINIT project is to validate the introduction of the mobile wireless Internet
– a combination of new Internet Protocol (IPv6) and wireless networks (WLAN, GPRS and
UMTS). To accomplish this, the project mobilises a number of applications. Some of them have
been selected from clinical health care domain while the others are generic. The latter class of
applications (inside 6WINIT, they are often called non-clinical applications) are not bound to any
specific domain, but can be used independently or, amongst other things, to support clinical
scenarios.

The main purpose of the 6WINIT project is not to develop new applications but to modify
existing ones in order to ensure that they work efficiently in wireless networks. Many of the
generic applications are related to multimedia transfer. These include wide-area multimedia
conferencing as well as delivering music and video in local area networks.  In addition to these,
the Road Warrior allows for secure company network access over the public Internet, the
positioning application facilitates navigation and delivery of information and services based on
users current position, the home environment application demonstrates wireless technologies at
home and the weather station shows how small embedded devices can support IPv6.

This document describes the current status of generic applications developed in the 6WINIT
project.
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1 INTRODUCTION

The aim of this document is to describe current status of the non-clinical or generic applications
that are being developed in the 6WINIT project. The applications are listed below.

•  Road Warrior (which provides secure access to a company network over the
public Internet)

•  Slite agent framework (used as basis for MIDI and RTP-based video streaming
demonstrations)

•  Weather station (an embedded device that delivers accurate weather
information in real-time)

•  Indoor navigation (which enables location-aware services using common
WLAN architecture)

•  Home environment application (which allows access to controllable devices
such as TV, heating and lighting via a variety of control methods including
both speech recognition as well as normal browsers)

•  Multimedia conferencing tools (which enable versatile communication for two
or more participants using individual applications for audio and video transfer
and teamwork support - RAT, HAT, VIC, NTE, WBD, RQM, SCS, SDR,
SPAR and TAG).

•  Voice over IP (VoIP) application (providing telephony over the Internet).
•  VideoLAN (which can be used to broadcast digital TV programs or movies in

local area networks).

The majority of the generic applications are related to multimedia transfer. These include wide-
area multimedia conferencing as well as delivering music and video in local area networks. Some
of the applications use multicast (VideoLAN), some unicast (VoIP) and some even support both
(multimedia conferencing tools).

All of the applications have been demonstrated to work with IPv6, although they are not
dependent on it: in the short term; similar functionality already exists or can be made available in
current IPv4 networks.  It is not a task of this document to justify IPv6 deployment (though some
of the applications clearly identify some of the bottlenecks in current network architecture) but to
show that necessary applications have been made to work in IPv6 networks.

Many of the applications are implemented in Java. In most cases, making Java applications
support IPv6 is simple; networking API in Java is transparent to the protocol family, so running
the program in an IPv6-enabled runtime environment (Java2 Standard Edition 1.4) makes it
automatically IPv6 enabled. However, as some applications have inbuilt IPv4 addresses (either
unicast like 127.0.0.1 or multicast), a review of the code is often needed. The application also
needs modifications in order to take advantage of some non-transparent IPv6 specific features
(e.g. flow labels).  Other implementation languages besides Java may or may not have IP version
transparency.  For example in the C language, there exists several alternative APIs of which some
support only IPv4, some allow the programmer to choose the preferred protocol family and some
provide full transparency.

Most of this document describes applications that are being developed in 6WINIT.  The
applications are listed here in same order as they are specified in the Technical Annex.  At the end
of the document there is also a list of other generic applications that have been deployed by some
of the partners.



Deliverable 12 Early Non-clinical Applications V.1 6WINIT/0042

 6-Apr-02 6WINIT – IPv6 Wireless Internet IniTiative Page 7 of 62

2 ROAD WARRIOR

2.1 Introduction

The Road Warrior application is somewhat different from other applications described in this
Deliverable.  The Road Warrior provides a network service being able to support other
implementations described here.  This network service provides security on a basis of IPSec.

While the usual IPSec implementations provide security between two IPSec gateways (tunnel
mode) or two IPSec clients (transport or tunnel mode), the Road Warrior is an extension for the
provision of security between a client and a gateway, using the IPSec tunnel mode. The term
Road Warrior more specifically identifies the IPSec client itself.

Furthermore the Road Warrior supports scenarios in which the client is mobile and dynamically
changes its access point to the global Internet. While in usual scenarios the IPSec devices
involved (gateways or clients) are constrained to keep their fixed access point to the global
Internet, and therefore their fixed configured IP addresses, the Road Warrior scenario only forces
the IPSec gateway to keep a fixed IP address; the address of the client can be changed
dynamically. This property makes the Road Warrior especially valuable for mobile users. Of
course to be able to route properly over the Internet, these dynamically changing IP addresses of
the Road Warrior have to be global IP addresses. IPv6 provides a sufficient address space for a
large scale deployment of devices such as Road Warriors.

Even if the Road Warrior is suitable for mobile users, it does not provide transparent mobility as
is the case with Mobile IP. As the Road Warrior establishes a secure connection to an IPSec
gateway, this connection will be terminated every time the Road Warrior changes its IP address.
That is, after changing the access point to the global Internet, the establishment of a secure
connection to an IPSec gateway has to be re-initiated before any other applications can be
restarted using the security functionality provided by the Road Warrior.

2.2 Architecture

The following figure shows an example scenario to illustrate the Road Warrior functionality. In
this example scenario, a mobile user (Road Warrior) has a laptop with an IPSec stack running on
it, and attaches to the global Internet via different WLAN access point. This mobile user wants to
exchange information over the Internet with its company network, which is protected by an IPSec
gateway. While the IPSec gateway is configured with a fixed IP address, the Road Warrior's IP
addresses change from access point to access point.
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Router

IPSec Gateway

WLAN Access Point

Internet

Company network

Figure 1: An Example of Road Warrior Functionality

Having accessed the network, the Road Warrior is first configured with an IP address. In IPv6,
this can be done using stateless address autoconfiguration or DHCP. Once this address is
configured, the Road Warrior initiates the establishment of a security association to the IPSec
gateway. Once this security association has been successfully established, all applications running
on the Road Warrior can communicate with the company network in a secure fashion.

2.3 Implementation

The implementation techniques used are highly developed and used in a very efficient manner.
Although the logic that handles the ISAKMP exchange is quite different for the Road Warrior
client and the security gateway that can support Road Warriors, IABG managed to include both in
common source code. This is shown by the fact that only one source package is provided and the
handling logic is changed through the configuration.

The challenging point of the Road Warrior support on the IPSec gateway is that the IPSec
gateway has to answer an ISAKMP negotiation request from a client that it cannot identify by its
IPv6 source address. This means that the IPSec gateway has to choose the most appropriate
connection definition, and then to choose a better one as it learns more about the identity of the
Road Warrior. Only after the information about the encryption and authentication algorithms
used, the lifetimes and the generated keys are exchanged, the Road Warrior sends its identity (in
our case a Fully Qualified Domain Name (FQDN)). The IPSec Gateway has now to search for a
connection definition that is suitable for this identity. If one is available, the negotiation can
continue, otherwise the IPSec Gateway has to abandon the current ISAKMP negotiation.

The hardware and software requirements are very easy to fulfil. Any x86 computer system with at
least a Pentium 133 and 32 MB RAM with a 1GB hard disk is sufficient for first tests. The Road
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Warrior has to provide one Ethernet type interface; the IPSec gateway needs two. The software
requirement is a rather up-to-date LINUX distribution. We use SuSE (7.2, 7.3), but have also
received successful reports with RedHat 7.2. One needs only to change the shipped kernel to a
plain 2.4.7 kernel (available at http://www.de.kernel.org/pub/linux/). The current version of
FreeS/WAN (currently freeswan-1.91-ipv6-v02) can be downloaded from
http://www.ipv6.iabg.de/.

The detailed installation and configuration instructions can be found in IABG's source package
(doc_IPv6/index.html). Nevertheless a short description of the installation process is given below:

•  The first step is to install a plain, unchanged 2.4.7 LINUX kernel (available at
http://www.de.kernel.org/pub/linux/). This is done by configuring the kernel
according to the local system requirements, enabling IPv6, compiling and
installing the kernel, and finally testing it, especially its IPv6 functionality.

•  After that the downloaded source package (currently freeswan-1.91-ipv6-v02)
has to be compiled and installed. This means that the kernel will be recompiled
again, now with IPSec included.

•  The initiation of a security association has to be done manually in FreeS/WAN
using the root account. The used command is ipsec setup -–start .

•  Finally FreeS/WAN needs to be configured for IPv6 and Road Warrior
support.

There are some differences in the configuration of IPSec for IPv4 and IPv6. This is mainly due to
the IPSec implementation in the kernel. The main differences are:

•  IPSec of IPv6 does not use the virtual IPSec interface as in IPv4
•  Each IPv6 packet is routed over the physical interface (e.g. eth0) regardless as

to whether IPSec rules apply or not. This is a side effect of the full integration
of IPSec into the IPv6 network stack done by IABG.

•  In IPv6, there exists a Security Policy Database (SPD) which defines the IPsec
Rules. The IPv4 part of FreeS/WAN does not have a similar functionality that
can be configured by the administrator.

The Road Warrior functionality of the client is not fully dynamically integrated into the
configuration of IPSec; that is some changes on the client side need to be done manually:

•  First the IPv6 address of the Road Warrior has to be entered in the
configuration file of the client whenever it changes.

•  Additionally a route to the Road Warrior's default gateway has to be set, and
also has to be changed whenever the Road Warrior changes its access point to
the global Internet and therefore its IPv6 address.

In the following, an example is given for the Road Warrior configuration, which is illustrated in
the figure below. KIRK is a mobile user who has a dynamically changing IPv6 address depending
on its current access point to the global Internet. VENUS is an IPSec gateway. KIRK can access
the network 3080::/64 using IPSec between KIRK and VENUS.
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VENUS

Internet
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3080::/64

3070::/64 3050::/64

3080::1

3070::1

3050::10

Figure 2: An Example of Road Warrior Configuration

For the example displayed above, the configuration files for Road Warrior and IPSec gateway are
listed below. As mentioned already above, the Road Warrior client and gateway functionality has
been integrated in the same code, the distinction of the respective role is done by the
configuration. In the following only the relevant parts of the corresponding configuration
(/etc/ipsec.conf) are shown.

KIRK (Road Warrior):

....

conn kirk-venus-v6-rw

leftid=kirk.ipv6.iabg.de

leftrsasigkey=0x01037d4b36539e......

left=3050::10

leftsubnet=3050::10/64

rightid=@venus.ipv6.iabg.de

rightrsasigkey=0x0103744e31e51......

right=3070::1

rightsubnet=3080::/64
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....

VENUS (IPSec Gateway):

....

conn kirk-venus-v6-rw

leftid=kirk.ipv6.iabg.de

leftrsasigkey=0x01037d4b3653.....

left=%any

leftsubnet=

rightid=@venus.ipv6.iabg.de

rightrsasigkey=0x0103744e31e......

right=3070::1

rightsubnet=3080::/64

....

Note that the identification is done by using FQDNs; the authentication is done by using RSA
keys. The connection definition on the security gateway does not have a configured IPv6 address
(left=), but uses the %any parameter, which translates into a IPv6 unspecified address (0::0)

2.4 Evaluation

The basic functionality of the Road Warrior, as well as the necessary modifications of the IPSec
gateway, have been implemented and tested. First results indicate that the performance of the
implementation scales very well with the processor performance. During the tests some minor
bugs have been identified. In the next version, these remaining bugs will be fixed and more
detailed tests with real applications executed. Furthermore the dynamic change of the IPv6
address of a roaming Road Warrior could be better integrated into the IPSec configuration, but
this is only a cosmetic change. Up to now the Road Warrior has only been tested on wired
Ethernet links, so one of the next steps is to test it over wireless Ethernet links. As the IKE
daemon generates and maintains a very complex state machine during the negotiation phase with
plenty of timers used, it is also important to test the behaviour of the Road Warrior not only
locally, but also over links with more delay and jitter, as is the case in the global Internet.

After having fixed the remaining bugs and executed more detailed tests, it is intended to use the
Road Warrior for the provision of security functionality to other applications deployed in the
6WINIT project. To be more specific, it is mainly focused on supporting the applications from the
North London Clinical Site. These medical applications as described in more detail in [D7] are in
the area of remote access to electronic healthcare records (EHRs). A mobile user, either a medical
professional or the patient itself, has to communicate with a database located in a hospital. For
this purpose, the user will use a web browser. Beside the necessity for a flexible access
technology supporting the mobility of the user, the communication also has to be secured, as the
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transmitted data in most cases is sensitive. Furthermore the user is not expected to be highly
mobile; that is there is no requirement for a handover between different networks and therefore
for Mobile IP. These properties – support of mobility, no handover support required and
protection of the communication – are the ideal criteria for using the Road Warrior with a web
browser application running on it. Nevertheless the Road Warrior can also be tested with all other
applications demonstrated in 6WINIT if the appropriate criteria are fulfilled.

With the Road Warrior application, 6WINIT will be able to give a description of the possibility of
implementing security for mobile users. For broad deployment, there is definitely the requirement
to have this Road Warrior functionality available on all common operating systems. As this
functionality partly resides in the kernel, support from the OS provider will be necessary.
Furthermore, interworking with a PKI is another requirement for broad deployment.
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3 SLITE AGENT FRAMEWORK

3.1 Introduction

This application is based on the Southampton Framework for Agent Research (SoFAR), which
has been developed in the IAM Research Group at the University of Southampton. The Slite
framework is a lightweight agent distributed agent architecture adaptation of the Southampton
Framework for Agent Research (SoFAR). The framework is based on Speech Act theory, using a
set of performative-based communication primitives to support auction based and argumentative
agent negotiation strategies for Distributed Information Management tasks.

3.2 Architecture

The Slite framework consists of a number of agent platforms. A platform is an instance of the
Java Virtual Machine (JVM), and hosts a number of agents. Each platform has a special agent, an
agent launcher, which oversees the launching of agents and registration into their capabilities to
the platform.

Performative Description

Register Register a capability

UnRegister Remove a registered capability

Inform Notify an agent of a fact

QueryIf Query an agent and expect a Boolean response

QueryRef Query an agent and expect gaps to be filled in

Subscribe Subscribe for information

UnSubscribe Cancel a subscription

Table 1: Table of available performatives in Slite

The set of performatives, shown in Table 1, summarise the communication between an agent and
the hosting platform. An agent that registers a service will have that service broadcast to other
platforms within multicast range of the hosting platform. Using the UnRegister performative will
stop the platform broadcasting those capabilities.

The Inform performative is a simple action, where an agent informs another agent of a an
assertion that it has made. The QueryIf performative is used when an agent sends a query to
another agent the intention that the target agent will try to decide if the query is true or false and
inform the requesting agent of the outcome. The QueryRef performative is used where an agent
sends a query to another agent, and the receiving agent fills out any missing information that it
can with the given query, and informs the sending agent the completed term.
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Agents in the Slite framework can utilise a subscription mechanism. An agent that employs the
subscription service will typically allow other agents to subscribe to it for particular types of
information. Upon successful subscription, the subscriber receives a contract which embodies the
subscription. These agents, or subscription agents, use a filter system to pattern match new
information on the list of known subscribers.

Agents in the Slite framework communicate with each other with ontological structures. For
agents that communicate across platforms, direct TCP sessions are created between platforms on
demand for such communications to take place. The ontological structures are then exchanged
using XML documents across the link.

MidiMixer
Reader

MidiAgent

MidiMixer
Writer

MidiClient

MIDI controlled
Digital Mixer

Figure 3: Platform and agent topography of Midi demonstrator

Each platform issues multicast broadcasts on a regular basis containing the agent capabilities of
the agents contained on the platform. The topography of the Midi demonstrator is shown in Figure
3. Each broadcast summarises the capabilities and a TTL value in which each advertisement is
valid for. The process of service discovery within the framework is performed by interpreting
multicast broadcasts received from other agent platforms. Upon matching a service with an agent,
direct communication is then initiated between both parties.

3.3 Implementation

The Slite framework has been implemented in Java and is tested with to operate with Sun J2SDK
1.4.0 and J2SDK 1.4.1, provided by the SUN/CAP programme under NDA, to utilise the IPv6
enabled java.net package. This system runs on the Red Hat Linux 7.1 operating system.

// MidiClient.java

...

public class MidiClient extends Agent {

...
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Agent f_subs_agent; // The agent that we subscribe to

Term f_subs_term; // The subscription term

...

public MidiClient() throws SliteException {

...

Term id = new Term("id");

id.set("id", "midi-controller");

...

f_subs_agent =

Registry.getAgentForSubscribe(new Term("midi.fader"));

...

Term t = new Term("midi.fader");

t.set("channel", 1);

...

f_subs_term = new Term("Subscription");

f_subs_term.set("term", t);

...

f_subs_agent.subscribe(f_subs_term, this);

...

}

public void inform(Term t, Agent sender) {

...

} else if (t.type().equals("midi.fader")) {

...

value = t.getInteger("level");

...
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}

}

}

Figure 4: Code excerpt from the Midi client

Figure 4 shows part of the Midi client code. The parts shown is the code required to subscribe to
the MidiAgent for any changes made to the fader levels on the digital mixing deck, either
physically by the user, or software agents. The constructor function performs service discovery
and makes a subscription to an agent that matches the requirements, which in this case is any
agent that can give information about fader levels. The inform function is called whenever the
agent receives an Inform term, and the agent will continue to receive such notifications until the
subscription contract is terminated.

3.4 Evaluation

The Slite framework is stable with the publicly released J2SDK 1.4.0 development environment,
and also is shown to operate with early pre-releases of J2SDK 1.4.1. Two demonstrators have
been developed for the framework:

•  MIDI data routing
•  RTP based video stream routing

Both demonstrators employ a subscription model of brokering their respective streams. The MIDI
demonstrator has been successfully installed into our meeting room space, where MIDI is used for
industry-standard automation of devices in the meeting room. The MIDI demonstrator allows for
subscription to various MIDI events, e.g. fader settings and configuration of audio routes through
a digital mixing deck (Yamaha O1V). The RTP relay demonstrator provides routing capability for
RTP data streams, such as those used by the VIC tool, as a result of agent negotiation.
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4 WEATHER STATION

4.1 Introduction

The weather station is a device containing a variety of sensors (i.e. temperature, wind speed and
direction, humidity, air pressure and precipitation) and needed computing and communication
capabilities. It has no strict mobility requirements, but it must be possible to install the station
without a need for massive wiring and also to move the station from one place to another easily.
Communication security (authenticity of the weather data) needs to be ensured at least when the
data is used for professional purposes like weather forecasts.

Wireless access and manufacturing costs set requirements for the hardware that can be installed
on the weather station – normal PCs are overkill in this environment due to their large size and
power consumption. There are lots of embedded devices available, which provide enough
computing power at lower cost, but the IPv6 support in these devices is often non-existent.

4.2 Architecture

The system (Figure 5) consists of three actors or components: the user accessing the weather data
using a normal web or WAP browser, the weather station serving HTML, WML and XML
formatted data through a web server and data logging and statistics server. The latter two are
separated because the weather station itself has not sufficiently computing power and storage for
running a database. This solution also allows for combining the data from several stations into one
central database.

Weather
Station

Data logging
and statistics

User
terminal

Figure 5: Weather Station architecture.

4.3 Implementation

The weather station can be accessed on-line at http://weather.ipv6.willab.fi/. Please note that the
on-line version is currently not wireless – it is connected to a fixed LAN.
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4.3.1 Weather Station

The weather station is running the uClinux operating system on uCsimm hardware
(http://www.uclinux.org/ucsimm/). The size of the hardware is the same as normal memory
modules used on desktop computers (approximately 9 x 2 cm), so it can be easily installed inside
the weather station. The table below shows its hardware characteristics.

Processor 16 MHz Motorola 68EZ328 Microcontroller

Memory 8 MB RAM, 2MB Flash ROM

Connectivity RS-232 serial port, 10 Mbps Ethernet

Physical size 9 x 2 cm

Power 3.3 V, < 300 mW (when fully loaded)

Creating IPv6 enabled uClinux involves the following steps. The instructions are cursory as the
details may vary in future releases.

•  Install the toolchain on a development machine (i.e. build a cross-compiler
capable of producing binary programs for Motorola processors). The source
codes for the m68k toolchain can be downloaded from
http://www.uclinux.org/. Enable IPv6 support in the uClibc build configuration
file (uClibc/extra/Configs/). Finally, build the toolchain using the instructions
provided with it.

•  Build the operating system and user space applications: The easiest way of
doing this is to use ColdFire package (http://www.uclinux.org/ports/coldfire/).
In the configuration menu, select kernel 2.4 instead of 2.0 and enable IPv6
support in it.

•  Build additional software that is not part of the distribution: In our case this
includes building IPv6 enabled boa webserver (http://www.boa.org/) and
weather data collection software. Also the iproute2 package may be needed if,
for example, tunnelling is needed.

•  Finally, the newly created kernel and file system image need to updated to the
uCsimm device. As this step takes quite long time (the image is quite large and
needs to be uploaded over a serial connection), it may be desirable to put
frequently changing files to a file server (NFS or SMB) and hence access them
over the network, so that the uploading is not needed after every change.

All of the software, except the weather data collection part, is available freely from the Internet.
As part of the weather station development, we have improved IPv6 support in uClinux by
developing patches for uClibc library and boa webserver. Most of this work has been reported
earlier in [D10].

4.3.2 Data Logging and Statistics Server

This part of the system fetches periodically XML encoded weather data from the weather station,
stores it in a database and creates charts of the historical data. It has been developed mainly in
Java, so it supports IPv6 simply by running it under JDK 1.4. A normal SQL database
(PostgreSQL) is used via JDBC. The charts are currently created using gnuplot.
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4.4 Evaluation

Figure 6: Weather readings in Oulu as served through the weather station.

Embedded devices, like the weather station, are challenging from the IPv6 point of view. Most
importantly, embedded devices are an important driving force behind IPv6 migration. They are
currently used in lots of devices without network access. In the future, connecting these devices
together creates new kinds of intelligent environments – and a need for easy administration and
more network addresses.

Many of the required components already have IPv6 support, though there are still missing pieces
on Linux and uClinux:

•  Enabling IPv6 support on uClinux is difficult, as every application needs to be
configured separately. In addition, the distribution contains several
applications that do not support IPv6 (e.g. inetd, telnetd).

•  Adding IPv6 support to Linux kernel enlarges its size, which is undesirable in
embedded systems where the amount memory is limited. The situation could
be improved, for example, by making it possible to create a single-stack Linux
running only IPv6.

•  Security solutions have not been tested for IPv6. The uClinux operating
system is used in some VPN security devices which are based on the
FreeS/WAN IPSec stack, but, as far as we know, they do not support IPv6.

•  As far as we know, there is no database for Linux supporting JDBC over IPv6.
Also IPv6 NFS support is missing on Linux.

The problems identified above do not prevent IPv6 deployment, but make it more difficult. Also
dual-stack functionality on all devices is still required. Providing a solutions to all these problems
is not possible in the scope of 6WINIT, but luckily there are open-source activities in some of the
areas (e.g. IPv6 support in databases).
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5 INDOOR POSITIONING BASED ON WLAN

5.1 Introduction

The indoor positioning system is a platform for common applications and services. It could be
attached as an integral part of more general and context-aware services, e.g. as a part of
surveillance system or controlling of devices in home environment. The purpose of the
positioning system is to help the services function more intelligently and give the user the
information needed at the present location.

The adaptability into different environments, easy configuration scheme and availability of the
technology are important requirements for a positioning system. Therefore, VTT has been
developing the positioning system for indoor use based on the IEEE 802.11b standard.

Areal spatial information services from the 6WINIT point of view are interesting test cases for
IPv6 type of networks. The demonstration system consists of three WLAN IEEE 802.11b base
stations that are installed in desired space or room of the building. The function of these base
stations is not only producing the signal strength information for the positioning, but also routing
the communication data through them.

5.2 Architecture

The first version of the WLAN-based positioning platform was developed at an internal project of
VTT Electronics. The purpose was to develop a general positioning scheme and also to implement
a software module that could be demonstrated in office environment. However this positioning
platform could be useful also for indoor positioning purposes in the office environment and for
some smaller scale outdoor positioning cases too, e.g. in city centres.

The basic algorithms for positioning are well known. Our implementation is a combination of two
of them: pre-knowledge of a signal map that is used for the distance calculations and an extended
Kalman-filter configuration for making the positioning results more accurate. The current
implementation of the system forms a static architecture meaning that the base stations have to
have fixed locations in the area and the signal map has to be based on these positions.
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Figure 7: Positioning a mobile client using three base stations.

The basic static configuration consists of three WLAN IEEE 802.11b base stations that cover the
intended office area (Figure 7). The signal map of the area is created by walking through the area
and storing signal strength values from the base stations attached with longitude and latitude
values into a database (which is at this point of development a file). After the teaching phase, in
the usage phase, the signal strength values present are compared to the repository values and the
current position can be calculated.

Within the 6WINIT project, we implemented a small WLAN signal measurement module for the
Linux distribution on an iPAQ terminal. This module sends the signal strength values to the
positioning platform on a server over IPv6. For the server side, we implemented a software
module that passes the signal values to the calculation unit.

The reason for the division into client and server module is in the simplicity of structure. The
server can be left as a pure processing unit and the clients can be made responsible for the
announcement of their existence in the area.

Another scheme that could be used is a server-centred approach where the server software is
responsible for tracking all the clients in the area. In this case, there is no need for extra software
on the client side but the base stations take the signal measurement task from them.

5.2.1 Client - Measurement Module

The client module is placed into PDA to be executed as a background process on the top of Linux.
It acquires the signal strength values of base stations from the Linux WLAN driver. It finally
sends the values to the server through an IPv6 socket created between client-server.
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5.2.2 Server - Process Module

The purpose of this software module is to collect signal strength values from the client PDAs
within the coverage area of the positioning system, i.e. the coverage area of WLAN base stations.
Other two tasks that the server has are the creation of the presentation from the positioning
information and the adaptation to the present context. That is, the purpose of the server is to take
into account the user's position and show the content that is related to that location.

5.3 Implementation

The first implementation of the WLAN positioning component was made using the Matlab
environment in Windows. Matlab allows flexibility in developing new algorithms but, unluckily
from the 6WINIT point of view, it does not support IPv6. Therefore we are porting the earlier
work to C so it can be used in Linux as well.

The client side of the system has been tested on a Compaq iPAQ with Familiar Linux distribution
and the server side on a normal PC hardware with RedHat Linux. Because the IPv6 demonstration
has been used in the WLAN ad hoc mode, we have also used three laptops acting as base stations
for the positioning system. The old Windows version of the system worked correctly in
infrastructure mode as well, but we haven't implemented this yet on Linux due to some
differences in the device drivers.

5.4 Evaluation

The coverage of three WLAN base stations, as in the basic configuration, reaches up to 1000 m3

of office area with an average accuracy of ~2 metres. The parameters of the algorithm have to be
fixed for the specific environment because the attenuation of signal depends on different obstacles
and materials located in the area. In the office surroundings the walls has to be taken into account
but in the open space like in exhibition halls etc. the parameters have to be changed to be less
restrictive.

For the static nature of the architecture the system is restricted to the coverage area of few base
stations; it cannot yet be enlarged to cover a very wide area. The next step of our work is to
develop a dynamic approach where the more base stations can be added to the area. In this
scheme the system would be always able to use, e.g. the three closest base stations to calculate the
position. In this way the system could cover larger areas and buildings.
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6 HOME ENVIRONMENT

6.1 Introduction

This application is based on an existing home-environment demonstration, which has been
developed in VTT's Interactive Intelligent Electronics (IIE) programme. The application allows
wireless access to controllable devices such as TV, heating and lighting via a variety of control
methods, which include both speech recognition as well as normal browsers. The system is based
on OSGi (Open Services Gateway initiative) architecture and it uses UIML (User Interface
Markup Language) to provide an appliance independent description of the user interface.

The benefits of increased address space in IPv6 are well demonstrated in this application because
every device in the home environment will have its own IP-address. In addition, the people are
able to gain benefits from mobility: a secure remote access to the home environment enables
checking whether the iron or coffeemaker was left on, for example.

6.2 Architecture

This home environment system can be divided to three parts: home server, control devices and
controllable devices. The old version of the system was IPv6-enabled in the 6WINIT project. To
make the IPv6-version of the application it was decided to build on a Linux machine.

Message manager
WLAN

Figure 8: Home Environment.
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Controllable devices include TV and Video through an infrared link, lighting through an X10
system and heating through a LON network. Control devices include a PDA with WLAN
connection and a laptop with WLAN or LAN connection, speech control and remote access. The
basic network architecture is described in Figure 8. Currently TV, video and lighting (X10) are
controlled from the Linux-server. Transforming LON control interface (heating) to work in Linux
environment would take too much time and therefore it is handled from the Windows-server. The
communication from control devices to LON is done via the Linux-server with message manager.

The Open Services Gateway initiative (OSGi) service platform delivers an open, common
architecture to develop, deploy and manage services in a co-ordinated fashion. The home
environment system relies on the User Interface Markup Language, UIML. The user interface
technology is combined with OSGi approach (Figure 9). In the OSGi environment, bundles are
the only entities for deploying Java-based applications. A bundle comprises Java classes and other
resources, which together can provide functions to end-users and provide components to other
bundles, called services. The control data from different control devices is handled in UI Broker
architecture (Figure 10).

The user interface is a generic UIML-based technology supporting Java, HTML and Voice XML
as user interface languages. Every device has its own device driver. Currently TV and Video are
controlled via the same user interface (Figure 11) and lighting and LON have their own interfaces.

Figure 9: OSGi architecture
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Figure 10: UI Broker

6.3 Implementation

The Home server is implemented on a PC with the Linux Redhat 7.1 operating system. The kernel
version is IPv6-enabled 2.4.16. The Home server has an IPv6-enabled web browser Mozilla 0.9.7.
The home environment has been developed with Java. When it is run in Java 1.4.0 it supports the
IPv6-protocol. The OSGi platform is IBM's Service Management Framework.

The home server includes following device drivers:

•  CommPortDriver.jar
•  IRDriver.jar
•  TVDriver.jar
•  VCRDriver.jar
•  TVApplication.jar
•  X10Application.jar

Communication with serial ports with Java needs an RXTX-library together with Sun's CommAPI
interface. RXTX is a native library providing serial and parallel communication for the Java
Development Toolkit (JDK). The RXTX -library can be downloaded from http://www.rxtx.org/.

The message manager system is currently implemented so that the Linux server has two network
cards (this is due to some peculiarities in our test network). One handles communication with
6bone while the other handles communication to the IPv4-based network.
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Figure 11: User interface for a TV.

The Coffee Maker application still needs some refining. It is not currently using the IPv6-
protocol. The kernel was compiled with IPv6 support but this didn't work correctly.

6.4 Evaluation

The current state of the implementation is working well and is easy to use. Remote access will be
provided with IABG's Road Warrior implementation and also with a GPRS-connection. The LON
communication is currently made through a Windows-server and it would be interesting to have it
working also via a Linux-server but this is not possible during the 6WINIT project. More work
with the coffee maker application is needed, because it still works only using IPv4.
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7 ROBUST AUDIO TOOL (RAT)

7.1 Introduction

The Robust Audio Tool (RAT) is an open-source audio conferencing and streaming application
that allows users to participate in audio conferences over the Internet. These can be between two
participants directly, or between a group of participants on a common multicast group. RAT
supports IPv6 operation for multicast and unicast use. RAT was developed at UCL.

7.2 Architecture

RAT requires no special features for point-to-point communication, just a network connection and
a soundcard. For multiparty conferencing RAT uses IP multicast and therefore all participants
must reside on a multicast-capable network. RAT is based on IETF standards, using Realtime
Transport Protocol (RTP) [RFC1889] above UDP/IP as its transport protocol, and conforming to
the RTP profile for audio and videoconference with minimal control.

RAT features a range of different rate and quality codecs, receiver-based loss concealment to
mask packet losses, and sender-based channel coding in the form of redundant audio transmission
[RFC2198]. It offers better sound quality relative to the network conditions than most audio tools
available. It also features encryption so you can keep your conversations private.

RAT is just an audio application; it does not perform call services like user location, neither does
it listen to session announcements to discover advertised multicast sessions. For these purposes, it
is recommended that RAT is used in conjunction with the Session Directory (SDR), or a similar
application like the SPAR of Section 14.

RAT supports multiple sampling rates, multiple channels, 3D rendering, and the message bus
(mbus) [MBUS]. RAT consists of two entities which are connected via the mbus:

•  The media engine – which provides the bulk of the functionality, including all
audio coding systems.

•  The User Interface – which provides the GUI for user control over the media
engine.

This architecture provides for the possibility of construction of other user interfaces or other
controller entities which would communicate via the mbus to the media engine.

7.3 Implementation

RAT is implemented in C and TCL/TK [TCLTK]

•  Hardware required is a full-duplex soundcard, though RAT can be used for
monitoring purposes without the presence of a soundcard.

•  Binaries are available for the following platforms: Linux, Windows
95/98/NT/2000, Solaris, and FreeBSD. Source code is available for
compilation for other platforms:
http://www-mice.cs.ucl.ac.uk/multimedia/software/rat

•  Installation is via a platform specific setup program.
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7.4 Evaluation
•  RAT is currently fairly stable, and provides good performance.
•  Further work is required on transcoding and support for interleaved formats.
•  There are no explicit plans for development within 6WINIT, though some may

occur in other projects.
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8 HIGH-QUALITY AUDIO TOOL (HAT)

8.1 Introduction

The High-quality Audio Tool (HAT) is an audio conferencing and streaming application that
allows users to participate in audio conferences over the IPv6 network. Like RAT, HAT supports
IPv6 for multicast and unicast. It uses the software-based MPEG audio codec for audio
conferencing. HAT was developed by ETRI.

8.2 Architecture

HAT consists of four processes (microphone processor, a RTP receiver, mp3 encoder, mp3
decoder). A microphone process is used for converting the voice to wave data and transferring it
to the mp3 encoder on pipe. The RTP receiver process controls the data packet for real-time
transfer and uses IPv6 as its transport protocol. HAT uses the open-source mp3 encoder/decoder
(lame [LAME] for the encoder, mpg123 [MPG123] for decoder). With an mp3 (MPEG audio
level 3) codec, HAT allows high-quality audio at real-time with low bandwidth.

Figure 12: System components of HAT.

8.3 Implementation

HAT is implemented in C/C++.

•  Hardware required is a full-duplex soundcard and microphone system.
•  Binaries are available for the Windows 2000 from http://www.6neat.net/hat/.



Deliverable 12 Early Non-clinical Applications V.1 6WINIT/0042

 6-Apr-02 6WINIT – IPv6 Wireless Internet IniTiative Page 30 of 62

Figure 13: User Interface of HAT.

8.4 Evaluation
•  HAT is currently fairly stable, and provides good performance with clean

audio quality.
•  Further work is required on improving the user interfaces and error correction

features for more stable running.
•  There are no explicit plans for development within 6WINIT, though some may

occur in other projects.
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9 VIDEO CONFERENCE TOOL (VIC)

9.1 Introduction

VIC is an open-source video conferencing and streaming application that allows users to
participate in video conferences over the Internet. These can be between two participants directly,
or between a group of participants on a common multicast group. VIC supports IPv6 operation for
multicast and unicast use.

VIC was developed by the Network Research Group at the Lawrence Berkeley National
Laboratory in collaboration with the University of California, Berkeley. VIC has been developed
further by UCL.

9.2 Architecture

VIC requires no special features for receiving video from a session. To send video to a session, a
video capture device is required, which supports the platform specific capture libraries which
include: Video4linux [v4l], Video for Windows, and Sunvideo. VIC is based on IETF standards,
using RTP above UDP/IP as its transport protocol, and conforming to the RTP profile for audio
and videoconference with minimal control.

VIC features a range of different codecs (H.261, H.263, JPEG, H.263, H.263+, PVH,
RAW(YUV), NV, cellb), which allow for the choice of quality and bandwidth employed. VIC
provides support for layered video streams using the PVH codec. It now uses the UCL common
library for mbus operations, and cryptographic algorithms. Support for IPv6 from UCLA has been
added. It also features application-level symmetric encryption for private conferencing.

9.3 Implementation

VIC is implemented as a single threaded asynchronous application in C/C++ and Tcl/TK

•  VIC requires no additional hardware for receiving video from a session,
though a capture card or USB camera is required for sending video.

•  Binaries are available for the following platforms: Linux, Windows
95/98/NT/2000, Solaris, and FreeBSD. Source code is available for
compilation for other platforms:
http://www-mice.cs.ucl.ac.uk/multimedia/software/vic

•  Installation is via a platform specific setup program.

9.4 Evaluation
•  VIC is currently fairly stable, and provides good performance.
•  Further work is required on use of direct video display and integration of more

codecs.
•  There are no explicit plans for development within 6WINIT, though some may

occur in other projects.
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10 NETWORK TEXT EDITOR (NTE)

10.1 Introduction

NTE is an open-source shared text editor. The collaborative text editing can be between two
participants directly, or between a group of participants on a common multicast group. NTE
supports IPv6 operation for multicast and unicast use. NTE was developed at UCL.

10.2 Architecture

Using NTE can be very interactive – unless the user locks a block of text, anyone else in the
session can edit that text or delete it. This is intentional. Many people can (if they wish) edit the
same document simultaneously. Many people can even edit the same block of text
simultaneously, but if more than one person tries to edit the same line at one time, a conflict will
occur, which results in only one of the changes being preserved.

NTE tries hard to ensure that the user does not get confused by unexpected events caused by other
users – it always tells users who did what if it can. However, it cannot do the impossible, and
sometimes network conditions may mean that a change arrives somewhat delayed. If this happens,
NTE will reach a consistent result, but this may not be what any individual user expected. Thus
we recommend using NTE as part of a multimedia conference in which it is a support tool, rather
than as the only channel of communication.

IPv6 is supported through the UCL common multimedia library. It also features application level
symmetric encryption for private conferencing.

10.3 Implementation

NTE is implemented as a single threaded asynchronous application in C and TCL/TK

•  NTE requires no additional hardware
•  Binaries are available for the following platforms: Linux, Windows

95/98/NT/2000, Solaris, and FreeBSD. Source code is available for
compilation for other platforms:
http://www-mice.cs.ucl.ac.uk/multimedia/software/nte

•  Installation is via a platform specific setup program.

10.4 Evaluation
•  NTE is currently fairly stable, and provides good performance.
•  Further work is required on transcoding and support for interleaved formats.
•  There are no explicit plans for development within 6WINIT, though some may

occur in other projects.
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11 WHITEBOARD (WBD)

11.1 Introduction

WBD is an open-source shared whiteboard compatible with the LBL whiteboard, WB. The
collaborative whiteboard activities can be between two participants directly, or between a group
of participants on a common multicast group. WBD supports IPv6 operation for multicast and
unicast use.

WBD was originally written at Loughborough University and has since been modified at UCL.

11.2 Architecture

WBD provides a shared canvas that may be edited by a number of users at the same time. WBD
provides facilities for drawing various shapes, and text, in a variety of different colours. External
postscript files may also be imported into WDB for collaborative annotation.

WBD utilises the Ghostscript engine for processing of postscript input. The drawing primitives,
which represent the whiteboard state, are distributed between participants using an early version
of Scalable Reliable Multicast (SRM) [SRM] protocol from LBNL.

IPv6 is supported through the UCL common multimedia library. It also features application level
symmetric encryption for private conferencing.

11.3 Implementation

WBD is implemented as a single threaded asynchronous application in C and TCL/TK

•  WBD requires no additional hardware
•  Binaries are available for the following platforms: Linux, Windows

95/98/NT/2000, Solaris, and FreeBSD. Source code is available for
compilation for other platforms:
http://www-mice.cs.ucl.ac.uk/multimedia/software/wbd

•  Installation is via a platform specific setup program.

11.4 Evaluation
•  WDB is currently fairly stable, and provides good performance.
•  There are no explicit plans for development within 6WINIT, though some may

occur in other projects.
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12 RTP QUALITY MATRIX (RQM)

12.1 Introduction

The Real-time Transport Protocol, RTP, provides quality of service feedback with reception
reports sent alongside the media stream. If the media is sent via IP multicast it is possible for a
third party to snoop on these reception reports, displaying reception quality for all members of a
group. The RQM application performs such snooping. RQM supports use over IPv6. RQM was
developed at UCL.

12.2 Architecture

When running, RQM displays a matrix, in a window, with participant details on the left, and a
number of cells to the right of these. Each row of cells denotes the packet loss rate observed for
data sent from the participant indicated at the left of that row (point to a cell and a popup will
appear giving the names of the source and destination of the traffic represented by that cell).

The colours of the cell start as green (no loss) and fade to red (20% loss). A white cell indicates
that no information is available. A light blue cell indicates that the receiver is not receiving media
data from a particular sender (at present light blue is only used when an empty reception report is
received, indicating that a receiver can hear no-one).

Clicking on a cell will initiate an mtrace between the indicated participants, if you have mtrace
installed and available in your path.

IPv6 is supported through the UCL common multimedia library.

12.3 Implementation

RQM is implemented as a single threaded asynchronous application in C and TCL/TK

•  RQM requires no additional hardware
•  Binaries and source code are available for the following platforms: Linux,

Windows 95/98/NT/2000, Solaris, and FreeBSD:
http://www-mice.cs.ucl.ac.uk/multimedia/software/rqm

•  Installation is via a platform specific setup program.

12.4 Evaluation
•  RQM is currently fairly stable, and provides good performance.
•  There are no explicit plans for development within 6WINIT, though some may

occur in other projects.
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13 SECURE CONFERENCE STORE (SCS)

13.1 Introduction

The UCL Secure Conference Store is a web-based system for secured creation, storage and access
to conference information. Currently, the system provides a store for session details for multicast
conferences, so arranged that users can join the sessions easily via their web browser, using the
SPAR Java applet to start the media tools in secure mode.

SCS has been developed within UCL.

13.2 Architecture

The system is mainly designed to manage secure conferences, but may be used to manage any
conference. The server also maintains a cache of Session Announcement Protocol (SAP)
[RFC2974] announcements, created by other announcement tools such as SDR, and allows public
sessions to be created. Any user can view such public announcements and join the relevant
sessions.

The browser-server dialogue is protected by HTTP-S over IPv4 and IPv6. It can be used either
with a simple user chosen "username" and "password" or with a user certificate stored in the
browser.

Mechanisms have been provided for managing groups of users. Each potential conference
participant must register with the conference store by using a certificate. This certificate is
verified in the normal way. The conference organiser can then set up an authorised group of
participants by simple entries on the list of registered participants; the group managers can
add/remove users, create/delete sessions and change keys. Group managers can also grant
management capabilities to other group members. Only these authorised members of the group
can access the web store containing the private session announcements pertaining to a particular
group. Users have access only to the session information for groups to which they belong and to
those pertaining to the public sessions; however, they may request to join a group that is not secret
(i.e. one that they can see on the server).

The server maintains a database of conference sessions, created using user-supplied details plus a
random set of multicast addresses, ports and encryption keys. When setting up sessions, the server
selects multicast addresses at random from a “GLOP” range [RFC2770]; these addresses are
unique across all active sessions defined. Random, even numbered ports are selected, which are
unique for each of the media defined for the session. The session encryption keys are random
alphabetic strings - they can be regenerated at any time (e.g. when a group manager removes a
user). The server automatically removes a session after the expiry time (as set when created).
When a user joins a session, a server script generates an HTML page referencing the SPAR Java
applet and encodes the session details as Session Description Protocol (SDP) [RFC2327] data
(passed in the HTML as a parameter to the applet). The applet is run by the browser and parses
the SDP to execute the media tools on the host with the correct addresses/ports/keys required for
the session. The server can run on both IPv4 and IPv6 networks and manage sessions for either. It
is available as an open facility, accessible by anyone, on a secure web server at UCL.
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13.3 Implementation

SCS is implemented as a number of Perl scripts running on an IPv6 capable secured Apache web
server.

•  SCS requires no additional hardware
•  The secure conference store is accessible at:

IPv6: http://www-secure.ip6.cs.ucl.ac.uk
IPv4: http://www-secure.cs.ucl.ac.uk

13.4 Evaluation
•  SCS is currently fairly stable, and provides good performance.
•  There are no explicit plans for development within 6WINIT, though some may

occur in other projects.
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14 SESSION DIRECTORY TOOL (SDR)

14.1 Introduction

SDR is a session directory tool designed to allow the advertisement and joining of multicast
conferences on the MBone. It was originally modelled on sd written by Van Jacobson at LBNL,
but implements a later version of the session description protocol than sd. SDR was developed at
UCL.

14.2 Architecture

When SDR is running it lists all the announced sessions (including authenticated and encrypted
sessions, after checking the signature and decrypting the sessions) that are currently scheduled on
the MBone. SDR listens on the standard SAP announcement multicast address for SAP packets
and displays the SDP sessions in the main window.

SDR allows the user to join the sessions, where the relevant tools are automatically started up on
the correct addresses/ports.

SDR provides facilities for announcement of (secure) sessions. For secure sessions SDR can be
used to generate symmetric and asymmetric keys. Smart Cards can be used to encrypt personal
information to be used for authentication and encryption.

SDR also allows the user to make quick calls or multimedia “phone calls” to other SDR users,
using a version of the SIP protocol.

SDR supports IPv6 announcing and announcements, though its IPv6 operation is not fully tested.

14.3 Implementation

SDR is implemented as a single threaded asynchronous application in C and TCL/TK

•  SDR requires no additional hardware
•  Binaries and source code are available for the following platforms: Linux,

Windows 95/98/NT/2000, Solaris, and FreeBSD:
http://www-mice.cs.ucl.ac.uk/multimedia/software/sdr

•  Installation is via a platform specific setup program.

14.4 Evaluation
•  SDR is currently fairly stable, and provides good performance.
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15 SDP PARSER APPLET (SPAR)

15.1 Introduction

New multicast-capable multimedia applications, such as RealPlayer and Marratech Pro, can
accept files containing session descriptions (in SDP format) to join a multicast conference. This
allows SDP files to be served from a web page and a conference joined, using a registered SDP
MIME type associated with the application.

Alternatively popular MBone applications, such as VIC, RAT, WB and NTE rely on the Session
Directory Tool (SDR) to convert the SDP into command line parameters and thus cannot take
advantage of joining conferences via a web page. The solution offered here is to accept the SDP
from the web browser, convert it to command line parameters at the client side and then to start up
the tools with the relevant parameters. This could be implemented in several possible ways:

•  a platform dependent binary running on the client machine with a MIME type
for the SDP;

•  a plug-in installed in the browser;
•  a Java applet with execution privileges.

The Java applet was implemented because it requires no installation or configuration by the user
and is platform independent.

15.2 Architecture

Simplistically, the Java applet parses the SDP, extracts essential parameters and then starts the
tools with the parameters on the client machine. The SDP content is embedded within the HTML
as a parameter to the applet. The field terminator used in the SDP is replaced with a 'browser
friendly' alternative, as SDP's CR/LF field terminator is removed by the browser. An added
advantage of using HTTP to communicate the SDP content between client and server is that by
using a secure web server, the SDP content (with possible encryption keys) will also be secure.

For obvious security reasons standard Java applets do not have permissions to access local
resources and thus cannot execute software on the client machine. To overcome this, both
Netscape’s Communicator and Microsoft’s Internet Explorer 4 allow applets to be digitally signed
with a private key associated with a RSA object-signing certificate. If the user accepts the
certificate, therefore trusting the applet, then the browser allows the applet access permissions
outside the Java security sandbox. Communicator and Internet Explorer implement different
methods and technologies for digitally signing and distributing objects:

Communicator requires Java applets to be signed using Netscape’s Netscape Object Signing
software. The certificate and Java code are then packaged using the JAR file structure. Signed
Java applets need to explicitly request permission to access local resources, such as executing
software using the Netscape’s Capabilities API extensions. The request causes Communicator to
prompt the user, asking them to either accept or deny the relevant permission. The dialogue box
also contains the certificate as verification of the source and authenticity of the code.

Internet Explorer requires Java applets to be signed using Microsoft's Authenticode software and
packaged using a CAB file structure. A signed Java applet also has to request permission to access
local resources by using Microsoft's Com API extensions. However unlike Communicator, the
specific request doesn't prompt any user action. Instead the user is asked to accept the applet's
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certificate when the applet is encountered by the browser and by doing so grants universal access
to local system resources.

Alternatively, browsers that do not support signed applets but do have a 'plug-in' architecture can
use SUN's Java Plugin to view the applet. The Plugin requires the applet to be signed and
packaged using Netscape's Netscape Object Signing software but it doesn't implement Netscape's
Capabilities API. Since the API is not supported by the Plugin, any certificate accepted by the
user, grants universal access to local system resources.

15.3 Implementation

SPAR is implemented as a Java Applet.

•  SPAR requires no additional hardware
•  SPAR is implemented as part of the Secure Conference Store:

IPv6: http://www-secure.ip6.cs.ucl.ac.uk
IPv4: http://www-secure.cs.ucl.ac.uk

15.4 Evaluation
•  SPAR is currently stable, and provides good performance.
•  There are no explicit plans for development within 6WINIT, though some may

occur in other projects.
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16 TRANSCODING ACTIVE GATEWAY (TAG)

16.1 Introduction

The Transcoding Active Gateway (TAG) was developed to extend the functionality of an earlier
tool, known as the UCL Transcoding Gateway (UTG). The implementation was based on the
FunnelWeb [ALAN] Active Networking architecture. The key points of the new design were:

•  Automatic configuration of a multicast session using the Secure Conference
Store.

•  Use of Active Networking for locating and positioning a reflection point
•  Re-multicasting of the reflected media streams on the client
•  Modular approach to media relays, implemented as Java proxylets

16.2 Architecture

As mentioned previously, TAG builds upon FunnelWeb to provide its functionality. It was
essential that components of the system were separated, to provide an easy upgrade when a new
version of FunnelWeb became available. The TAG client application is separated into two
components that communicate using Remote Method Invocation (RMI):

The FunnelWeb EEP component of the client runs the Routing, Discovery and local Reflector
proxylets. The Routing and Discovery proxylets are used by the client to identify its location in
relation to other parts of the Active Network.

The user interface component of the client is used to communicate both with the EEP component
and with a remote EEP via the RMI interface. The server configuration section of the user-
interface allows the user to query the local Routing proxylet for information regarding the current
EEPs available and the closest EEP in relation to the local host. Once an EEP has been selected
the controls for starting, stopping and configuring media streams are enabled.

Each media reflector is a separate self-contained package, known as a proxylet, written in pure
Java. An EEP downloads the proxylets from a central web server, allowing them to be easily
upgraded. Proxylets contain additional information for execution on a FunnelWeb EEP. The
added metadata policy file limits control of the proxylet to a range of hosts, although this facility
is not currently implemented. The Reflector proxylets process both the incoming unicast stream
originating from the opposite end point and outgoing multicast streams originating from the
multicast group/tools. In the case of video and audio, reflectors also process the additional RTCP
stream. Simple rate limiting cuts off forwarding after a pre-set rate limit (in packets per second)
has been reached. The rate can be altered from the client using the RMI connection to the server,
which then in turn passes the new rate to the proxylet.

TAG has recently been updated to provide an additional mode that allows it to connect a client
into a conference VPN and subsequently provide access to the VPN media streams. Using this
mode, a client will automatically request to join the VPN once local multicast activity is detected.
The join request takes the form of a registration of a local EEP to a Reflector Manager (RM). The
registration triggers the RM to notify each node within the VPN to forward media streams back to
the registered EEP. In addition the RM can be used to convey rate and access information to each
remote node.
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16.3 Implementation

TAG is implemented in Java. JDK1.4 is required if TAG is used in an IPv6 environment.

•  TAG requires no additional hardware
•  The initial release is available for download to 6WINIT partners:

ftp://6winit@cs.ucl.ac.uk/6winit/ftp/incoming/wp6/tag-1.1.zip
•  The installation of TAG is documented on the web site:

http://www-mice.cs.ucl.ac.uk/multimedia/software/tag/

16.4 Evaluation

A number of extensions are required to the TAG to add functionality to support issues such as
security and mobility. These extensions will be explored over the next few months. Some,
concerned with the active networks aspects, will be carried out under ANDROID; some, which
are required for the 6WINIT wireless environment, will be implemented under 6WINIT. These
extensions are listed below:

•  Media conversion (transcoding) and rate control in the Reflector proxylet
•  Quality of service improvements to the reflection
•  Improvements to the discovery and location of Active Servers/EEPs
•  EEP access control to prevent unauthorised user access.
•  Services offered by an EEP
•  Support for Foreign Agent functionality
•  Secure communications and authentication of client
•  XML messaging throughout design
•  Policy control of Reflectors
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17 VOICE OVER IP (VOIP)

17.1 Introduction to VoIP

VoIP means transmission of voice over IP networks. The basic steps for transmitting voice over
IP network are as follows.

•  Obtain audio from microphone.
•  Copy the samples into the memory buffer in blocks.
•  If the block is a talk spurt it is coded.
•  Some header information is added to the block.
•  The block with headers is written into socket interface (UDP).
•  The packet is transferred over a physical network and received by the peer.
•  The header information is removed, block of audio is decoded, and samples

are written into a buffer.
•  The block of samples is copied from the buffer to the audio output device.
•  The audio output device converts the samples and outputs them.

Advantages of VoIP include

•  Lower cost long distance and reduces access charges.
•  More efficient backbone for new services.
•  Reducing operating costs.

On the other hand, there are also some challenges in VoIP. Since IP packets carrying voice are
treated just like IP packets carrying any other type of data, they are subjected to delays, loss and
retransmissions. This happens when the network is congested. So the quality of service becomes a
very important issue.

17.2 Introduction to SIP

The Session Initiation Protocol has been designed by the Internet Engineering Task Force (IETF).
The Multiparty Multimedia Session Control (MMUSIC) working group of IETF developed SIP.
SIP is a lightweight protocol based on HTTP. It was originally designed for multimedia
conferencing on the Internet.

SIP is rather independent of the environment and can be used with several protocols. In fact, any
datagram or stream protocol that delivers a whole SIP request or response in full can be used.
Such protocols are UDP and TCP in the Internet.

SIP does not require any reliable transport protocol and simple clients can be implemented using
only UDP transport. However, it is recommended that servers should support both UDP and TCP.
A TCP connection is opened only if a UDP connection cannot be established. Reliable transport is
achieved by retransmitting requests. The system works much like a three-way handshake. The use
of application layer reliability has the advantage that the timers can be adjusted according to the
requirements.

17.2.1 Protocol Architecture

The functionality of SIP is concentrated on signalling which is contrary to H.323 where the
protocol includes all the required functions of conferencing. The SIP protocol includes all basic



Deliverable 12 Early Non-clinical Applications V.1 6WINIT/0042

 6-Apr-02 6WINIT – IPv6 Wireless Internet IniTiative Page 43 of 62

signalling, user location, registration and, as an extension, advanced signalling. The other services
such as directory access reside in separate protocols integrated into the SIP environment.

SIP uses Session Description Protocol (SDP) to describe the capabilities and media types
supported by the terminals. SDP is developed by IETF and messages are text based as in SIP.
SDP messages list the features that must be implemented in the endpoints. SDP messages are
mainly sent within SIP messages but also other ways can be used.

Sessions can be informed to a larger group of users using IETF's Session Announcement Protocol
(SAP). SAP is primarily used for informing about large public conferences and broadcast streams
like Internet television and radio. However, SIP could be used for this because of multicast
signalling feature. For real-time transmission SIP architecture uses RTP, which is described in
Section 17.3.

Figure 14: Protocol Architecture in SIP

17.2.2 Message structure

Invite invites a user to a conference.

Bye terminates a connection between two users.

Options signals information about capabilities.

Status informs the server about the progress of signalling.

Ack is used as a response in reliable message exchanging.

Register conveys location information to a SIP server.
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17.2.3 Security

Since Internet is an open network where everyone can receive and transmit packets relatively
easily, so it requires protection to prevent spoofing of calls, denial of service, spamming
(disturbing), etc.

Because SIP is based on HTTP it naturally has security mechanisms similar to HTTP.
Authentication of the caller and the caller can be realised with HTTP mechanisms, including basic
(clear-text password) and digest (challenge-response) authentication. Keys for media encryption
are conveyed using SDP. SIP could use any transport layer or HTTP's security mechanisms, such
as Secure Shell (SSH) or Secure-HTTP.

17.2.4 SIP Signalling

17.3 Introduction to Real-Time Transport Protocol (RTP)

There are two transport layer protocols in the Internet protocol suite, TCP and UDP. TCP
provides a reliable flow between two hosts. It is connection-oriented and thus can't be used for
multicast. UDP provides a connectionless unreliable datagram service. To use UDP as a transport
protocol for real-time traffic, some functionality has to be added. Functionality that is needed for
many real-time applications is combined into RTP, the real-time transport protocol. RTP is
standardised in RFC 1889. Applications typically run RTP on top of UDP as part of the transport
layer protocol.

In practice, RTP is usually implemented within the application. RTP is designed to be
independent from the underlying transport protocol and can be used over unicast as well as
multicast.
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The services provided by RTP include timestamping, sequence numbering, payload identification
and source identification. The most important information in the RTP header is the timing
information. The sender timestamps each RTP packet with the point in time the first sample in the
packet was encoded. The receiver then uses these timestamps to reconstruct the original timing
before playing back the data.

Sequence numbers are necessary to handle out-of-order packets and to detect lost packets.

A payload type identifier tells the receiving application how to interpret the payload. It identifies
the format of the payload and specifies which encoding and compression schemes are used.
Examples for payload formats are different versions of PCM, JPEG or H.261.

In audio conferences, source identification allows the receiving application to indicate to the user
who is talking at the moment. In video applications with several senders, all sources send to the
same multicast address, so source identification is needed to assign incoming packets to the
proper video image.

The transport protocol RTP is augmented by RTCP, the real-time control protocol. Its main
objective is to provide feedback on the quality of the data distribution. Applications may use this
feedback to adapt to different network conditions.

Another function of RTCP is to keep track of participants when their internal identifiers change,
and to distribute information about all participants in a session, for example their names and email
addresses. Control packets are periodically transmitted to all participants in the session. Every
control packet contains reception statistics in the form of receiver reports. Receiver reports are
issued by every receiver for every source. They report the number and fraction of lost packets and
the interarrival jitter as well as to which packets these statistics refer. We use the same method to
measure and calculate delay variations and jitter as specified for the RTCP reports.

17.4 Design of VoIP

The design is based on object oriented programming style. So we have chosen Java for that
purpose. The main reason to select Java was they have provided all the functionality needed for
transferring real time data. Java supports RTP and it makes easy for programmer.

17.4.1 Modules

The project is divided into sub modules. It is broken down as follows.

•  User Interface
•  Networking
•  SIP
•  RTP
•  Messages.

17.4.1.1 User Interface (UI)
This module basically consists of the front-end interface to user. It is a stand-alone application
that uses the functionality of other modules specified. In our implementation, only an IP interface
and hence the PC is used as a user terminal, instead of telephone. This module is used for
gathering data and presenting data through the UI.
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17.4.1.2 Networking

This module deals with networking part i.e. to open a connection with remote client, send
messages to client, and receive messages from client. This is heart of the project. This is the
communications medium between two users.

17.4.1.3 SIP
This module deals with how to initiate a session using SIP protocol. It contains details of SDP,
SDP header, SIP header, SIP Server, and SIP Client.

17.4.1.4 RTP
This module deals with how to initiate an RTP session for real-time data transfer. This module
also consists of how to control the RTP data with RTCP.

17.4.1.5 Messages

This module is used to display error and success messages during the entire process.

17.4.2 System Environment
•  Windows 2000 platform with IPv6 support.
•  Sound card
•  Microphone
•  Speakers
•  Java 2 Runtime environment
•  JMF 2.1.1

17.5 Using the Application

17.5.1 Making a call

1. User selects address of callee.

2. Resolve address.

3. Invite.

4. Callee accepts.

5. Transmit/receive data.

6. Caller disconnects.

7. Tear down connection/free resources.

Alternatives:

2. Invalid Address go to to step 7.

4. Callee Rejects go to step 7.

5. Data link error go to step 7.
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6. Callee disconnects go to step 7.

17.5.2 Receive a call

1. User agent Server receives Invitation.

2. Start front end.

3. Signal user.

4. User accepts.

5. Accepts Invitation.

6. Transmit/receive data.

7. Callee disconnects.

8. Tear down connection/free resources.

Alternative:

2. Front end active go to step 3.

4. User denies connection go to step 8.

6. Data link error go to step 8.

7. Caller disconnects go to step 8.
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18 VIDEOLAN

18.1 Introduction

VideoLAN (http://www.videolan.org/) is a project of second-year students at the École Centrale
Paris. Its purposes are to set up and exploit a very high throughput network, in order to broadcast
digital video and Video on Demand on the campus.

The VideoLAN Server broadcasts MPEG-2 videos on the network. Today, possible inputs include
DVDs, DVB-S satellite streams, MPEG-1 or MPEG-2 files, and MPEG-2 real-time encoding
cards. Different streams are broadcast on separate VLANs, which are represented in the figure
below by different colours.

BTexact Technologies have implemented IPv6 patches to the source code that has been merged
into the cvs tree. In addition, they have implemented a web server where you can choose a film to
watch and a graphical interface is launched automatically on the client to enable control of the
video streaming from the server.

18.2 Implementation

On vlc (VideoLan Client) project these files have been changed:

./configure.in to configure the project to use IPv6

./include/netutils.h: header of the IPv6 structure.

./src/input/input.c: Open the UDP socket in IPv6

./src/misc/netutils.c: Build the source and destination address

On vls (VideoLan Server) project these files have been changed:
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./configure.in to configure the project to use IPv6

./src/core/socket.cpp: Open the UDP socket in IPv6

./src/core/socket.h: header of the IPv6 structure

./src/server/telnet.cpp Open an IPv6 TCP connection for telnet

IPv6 enabled VideoLAN can be retrieved from the cvs:

cvs -d
:pserver:anonymous@anoncvs.videolan.org:/var/cvs/videolan login

cvs -d
:pserver:anonymous@anoncvs.videolan.org:/var/cvs/videolan -z3
checkout vlc vls

Next, the client (vlc) needs to be built:

cd vlc

./configure

make

make install

And finally, the server (vls):

cd vls

./configure

make

make install

18.2.1 The Video-on-Demand demo

When you install the video server (vls), you have to use a telnet connection to port 9999 to control
the server. You can start, stop, suspend, resume one or more movies at the same time. You can
also shutdown the server or have a list of the movies available.

That is not an ideal solution, so we decided to have something simpler for the user.

We have a web server where the user can choose the movie that they want to see. When the user
clicks on the link, a graphical interface is downloaded and run on their computer. To have the
interface executed automatically you need to configure your web browser for that. On Mozilla
you navigate to “Edit/Preferences/Navigator/Helper Applications/New Type”

Description of type: tk
Extension: “tk”



Deliverable 12 Early Non-clinical Applications V.1 6WINIT/0042

 6-Apr-02 6WINIT – IPv6 Wireless Internet IniTiative Page 50 of 62

MIME type: “tcl/tk”
Handled by: “/usr/bin/wish”.

After you select the row “tk” and do the edit, take off the cross “Ask me before opening
downloaded files of this type”.

This Interface is just a link between some buttons and a shell command. The shell command will
request a specific web page on the web server

wget –nh –inet6 –o /dev/null –O /dev/null \
http://$server/$film/start.php

The php script will run a command: content of start.php:

<?

exec("/path/movie/start");

?>

In /path/movie/start, we use expect to have a non-interactive telnet session. In this example the
video server and the web server are on the same machine.

#! /usr/bin/expect -f

spawn telnet –6 "::1" 9999

expect "Login:"

send "xag\r"

expect "Password:"

send "password\r"

expect "vls>"

send "start dvd sipv6 local1\r"

expect "vls>"

send "logout\r"

interact
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18.3 Evaluation

Figure 15: Some screenshots of the web interface and the DVD player running

The DVD streaming (MPEG-2) speed is between 700KB/s (5.6Mbps) and 1300KB/s (10.4Mbps) .
To stream a DVD it is therefore necessary to use a 100Mbps hub, as a 10Mbps hub is not
sufficient. WaveLAN (IEEE 802.11b) does not afford sufficient bandwidth to stream MPEG-2
video.

MPEG-1 streams generate about 250KB/s (2Mbps). MPEG-1 streaming works well over
WaveLAN.
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19 OTHER DEPLOYED GENERIC APPLICATIONS

This section provides a non-comprehensive list of client applications that have been installed and
used by some of the 6WINIT partners.

19.1 Browsers

IPv6 capable web and WAP browsers.

19.1.1 Mozilla / Netscape 6

Platform: Linux & UNIX

Homepage: http://www.mozilla.org/; http://www.netscape.com/

Description: Open-source web browser.

19.1.2 Internet Explorer

Platform: Windows NT, 2000 & XP

Homepage: http://www.microsoft.com/ipv6

Description: Web browser.

19.1.3 Konqueror

Platform: UNIX & Linux

Homepage: http://www.konqueror.org/

Description: Open-source web browser for KDE desktop. Konqueror/Embedded can be
also run on an iPAQ.

19.2 Entertainment

IPv6 capable network games etc.

19.2.1 Quake

Platform: Windows NT & 2000; UNIX & Linux

Homepage: http://www.viagenie.qc.ca/en/ipv6/quake/ipv6-quake.shtml

Description: Multiplayer game.
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19.3 Multimedia

IPv6 capable multimedia clients (e.g. streaming audio and video players).

19.3.1 XMMS

Platform: UNIX & Linux

Homepage: http://www.xmms.org/

Description: X Multimedia System. Audio and video player.
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21 ACRONYMS AND ABBREVIATIONS

2G Second Generation Mobile Telecommunications (including GSM and GPRS
technologies)

3DES Triple Data Encryption Standard

3G Third Generation Mobile Telecommunications (including WCDMA/UMTS
technology)

3GPP 3rd Generation Partnership Project

6WINIT IPv6 Wireless INternet IniTiative

AAA Authentication, Authorisation and Accounting

ACC Academic Computer Centre "Cyfronet", a part of the UMM

ACL Asynchronous Connectionless Links

ADPCM Adaptive Differential Pulse Code Modulation

AF Assured Forwarding

AH Authentication Header (IPsec)

AIIH Assignment of IPv4 Addresses to IPv6 Hosts

ALAN Application Level Active Networking

ALG Application Layer Gateway

AM_ADDR Active Member Address

AN Active Networking

ANP Anchor Points

AP Access Point

API Application Level Interface

AR Access Routers

AS Application Server

ATM Asynchronous Transfer Mode

BACK Binding Acknowledgement

BAKE Binding Authentication Key Establishment

BD_ADDR Bluetooth Device Address

BGP Border Gateway Protocol

BGW Border Gateway

BNEP Bluetooth Network Encapsulation Protocol

BSS Base Station System

BU Binding Update

CA Certificate Authority
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CBR Committed Bandwidth Rate

CCU Clinical Care Unit

CEN Comité Européen de Normalisation

CHIME Centre for Health Informatics and Multi-professional Education

CHTML Compact HTML

CLI (1)  Calling Line Identification

(2)  Command Line Interface

CN Correspondent Node

COPS Common Open Policy Service

CPE Customer Premises Equipment

CPN Customer Premises Network

CRL Certificate Revocation Lists

CRTP Compressed RTP

CSMA/CA Carrier Sense Multiple Access/Collision Avoidance

CSP Cryptographic Service Provider

DAO Data Access Objects

DCF Distributed Co-ordination Function

DES Data Encryption Standard

DHCP Dynamic Host Configuration Protocol

DHCPv6 Dynamic Host Configuration Protocol for IPv6

DIAC Dedicated Inquiry Access Code

DMZ Demilitarised Zone

DNS Domain Name Server/System

DS Differentiated Services

DSCP Differentiated Services Code Point

DSSS Direct Sequence Spread Spectrum

DSTM Dual Stack Transition Mechanism

DTI Dynamic Tunnelling Interface

DTMF Dual-Tone Multi-Frequency

DiffServ Differentiated Services

DoS Denial of Service

Dx 6WINIT Deliverable x

ECG Electrocardiogram/graphy

EEP Execution Environment for Proxylets

EF Expedited Forwarding
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EHR Electronic Healthcare Record

EJB Enterprise JavaBeans Components

EPR Electronic Patient Record

ESP Encapsulation Security Payload

ETRI Electronics and Telecommunications Research Institute

ETSI European Telecommunications Standards Institute

FDD Frequency Division Duplex

FHSS Frequency Hopped Spread Spectrum

FQDN Fully-Qualified Domain Name

GANS Guardian ANgel System (UKT-RUS)

GB Gigabyte (109 bytes)

GEK Group Encryption Key

GGSN Gateway GPRS Support Node

GIAC General Inquiry Access Code

GPRS General Packet Radio Service

GSM Global System for Mobile communications

GSN GPRS Support Node

GTP GPRS Tunnelling Protocol

GW Gateway Routers

HA Home Agent

HAT High-quality Audio Tool

HCSS Health Care Service System

HI Host Identity

HLR Home Location Register

HMIP Hierarchical Mobile IP

HTML HyperText Mark-up Language

HTTP HyperText Transfer Protocol

ICMP(v6) Internet Control Message Protocol

ICP Internet Content Provider

ICU Intensive Care Unit

IEC International Electrotechnical Commission

IEEE Institute of Electrical and Electronics Engineers

IETF Internet Engineering Task Force

IGMP Internet Group Multicast Protocol

IGP Internet Gateway Protocol
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IKE Internet Key Exchange

IMS Interactive Multimedia Subsystem

IMSI International Mobile Subscriber Identity

IP Internet Protocol

IPSec IP Security Protocol

IPv4 Internet Protocol Version 4

IPv6 Internet Protocol Version 6

IR Infra-Red

ISAKMP Internet Security Association and Key Management Protocol

ISDN Integrated Services Digital Network

ISO International Organization for Standardization

ISP Internet Service Provider

IST Information Society Technologies

ITU International Telecommunications Union

IntServ Integrated Services

J2EE Java 2 Enterprise Edition

JDBC Java Database Connectivity

JPEG Joint Photographic Experts' Group

JSP Java Server Pages

KLIPS Kernel IPSec Support

LAN Local Area Network

LDAP Lightweight Directory Access Protocol

LI Lawful Interception

LON Local Operating Network

MAN Metropolitan Area Network

MDML Market Data Mark-up Language

MGW Media Gateway

MIDI Musical Instrument Digital Interface

MIP Mobile Internet Protocol

MIP WG Mobile IP Working Group

MMUSIC Multiparty Multimedia Session Control

MN Mobile Node

MSC Mobile Service Centre

MT Mobile Terminal

Mb/s Megabits per second
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NAI Network Access Identifier

NAPT-PT Network Address Port Translation - Protocol Translation

NAS Network Access Server

NAT-PT Network Address Translation - Protocol Translation

NFS Network File System

NHS National Health Service (United Kingdom)

NRN National Research Network

O&M Operations and Management

OCSP Online Certificate Status Protocol

OSGi Open Services Gateway initiative

PAN Personal Area Networking

PCM Pulse Code Modulation

PDA Personal Digital Assistant

PDCP Packet Data Convergence Protocol

PDN Packet Data Network

PDP Packet Data Protocol

PDR Per Domain Reservation

PDU Protocol Data Unit

PEP Policy Enforcement Point

PHB Per-Hop Behaviour

PHR Per-Hop Reservation

PKCS Public Key Cryptography Standard

PKI Public Key Infrastructure

PLMN Public Land Mobile Network

PPP Point-to-Point Protocol

PS Paging Servers

PSK Phase Shift Keying

PVC Permanent Virtual Circuit

QoS Quality of Service

RADIUS Remote Access Dial-in User Server

RAN Radio Access Network

RAS Remote Access Server

RAT Robust Audio Tool

RFC (Internet) Request for Comments

RMD Resource Management in DiffServ
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RMI Remote Method Invocation

RODA Resource Management in DiffServ On DemAnd

ROHC Robust Header compression

RSA Rivest-Shamir-Adleman (encryption algorithm)

RSVP Resource ReSerVation Protocol

RTCP RTP control protocol

RTP Real Time Transport Protocol

RTSP Real Time Streaming Protocol

RUS Rechenzentrum Universität Stuttgart

SA Security Association(s)

SADB Security Association Database

SAP Session Announcement Protocol

SCEP Simple Certificate Enrolment Protocol

SCO Synchronous Connection Oriented

SCS (1)  Secure Conference Store

(2)  Service Capability Server

SDH Synchronous Digital Hierarchy

SDP Session Description Protocol

SGSN Serving GSN

SGW (1)  Signalling Gateway

(2)  Security Gateway

SIIT Stateless IP/ICMP Translation Algorithm

SIP Session Initiation Protocol

SN Service Network

SNMP Simple Network Management Protocol

SONET Synchronous Optical NETwork

SPD Security Policy Database

SRTP Secure Real Time Transport Protocol

SSL Secure Socket Layer

SecGW Security Gateway

TB Tunnel Broker

TCP Transmission Control Protocol

TDD Time Division Duplex

TDD Time Division Duplex

TE Terminal Equipment
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TEID Tunnel Endpoint IDentifier

TEIN TransEurasia Information Network

TLA Top Level Aggregator

TS Tunnel Server

ToS Type of Service

UAC User Agent Client

UAS User Agent Server

UCL University College London

UDP User Datagram Protocol

UIML User Interface Markup Language

UKT Universitätsklinikum Tuebingen

UMM University of Mining and Metallurgy (Krak¢w, Poland)

UMTS Univeral Mobile Telecommunications System

UR User Registries

UTRA Universal Terrestrial Radio Access

VIC Video Conference Tool

VJ Van Jacobsen

VLAN Virtual Local Area Network

VPN Virtual Private Network

VPN Virtual Private Network

VTT Technical Research Centre of Finland

VoIP Voice over IP

W3C World-Wide Web Consortium

WAE Wireless Application Environment

WAN Wide Area Network

WAP Wireless Application Protocol

WCDMA Wideband Code Division Multiple Access

WDP Wireless Datagram Protocol

WEP Wire Equivalent Privacy

WLAN Wireless Local Area Network

WML Wireless Mark-up Language

WTA Wireless Telephony Application

WTLS Wireless Transport Layer Security

WWW World-Wide Web

X10 Powerline carrier protocol
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XHTML Extensible Hypertext Mark-up Language

XML Extensible Markup Language


