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Executive Summary

The 6WINIT project is targeting an IPv6 wireless network infrastructure in Europe.  As a result,
both IPv6 and mobile networks play an important part in achieving the final objectives of
6WINIT.  There are many issues associated with each of these areas and WP 7 focuses on the
components needed in these areas.

This document outlines the status of what has been done on the basic components, namely, stacks,
security and QoS.  Not only does it give the status, but it also describes the work which has been
done on some of these components and in some cases an analysis of the problems involved.

The structure of this Deliverable begins with the basic components and then moves onto the
security components.  It then concludes with a description of the QoS components and their
current status.  Some of the other components that were developed under WP 7 are also included
in this document.

In creating this document it was very difficult to describe some of the basic components without
describing the network components and in some cases the transition mechanisms used.  As a
result of this, explicit references are made to Deliverable 8 and Deliverable 9.  To prevent
duplication of data in these Deliverables, the editors have agreed on which information would go
into which Deliverable.  In an attempt to have a flowing document for each Deliverable we have
ended up with some network components and transition mechanisms in Deliverable 10, some
basic components and transition mechanisms in Deliverable 8 and some components described in
Deliverable 9.



Deliverable 10 Status of Basic Components 1.0 6WINIT/0040

 5-Feb-02 6WINIT – IPv6 Wireless Internet IniTiative Page 3 of 63

Table of Contents
1 Introduction ..........................................................................................................................................................6

2 Basic Protocol Components ..................................................................................................................................7

2.1 Introduction...................................................................................................................................... 7

2.2 General Stacks and IPv6 .................................................................................................................. 7

2.3 Mobile IPv6 Support in Hosts .......................................................................................................... 7

2.3.1 General description .................................................................................................................... 7

2.3.2 Stacks for MN and CN on Laptops ............................................................................................. 9

2.4 Mobile IPv6 Security Issues ........................................................................................................... 14

2.4.1 IPsec ........................................................................................................................................ 14

2.4.2 Security requirements for Mobile IPv6 ..................................................................................... 15

2.4.3 Progress within the Mobile IP working group........................................................................... 15

2.4.4 Current proposals ..................................................................................................................... 15

2.4.5 Implications for 6WINIT.......................................................................................................... 18

2.5 Other Basic Components................................................................................................................ 18

2.6 UClinux (VTT)................................................................................................................................ 18

2.7 Cellular IP....................................................................................................................................... 19

2.7.1 Anemona Overview.................................................................................................................. 19

2.7.2 Background.............................................................................................................................. 19

2.7.3 Architecture ............................................................................................................................. 20

2.7.4 Address Management ............................................................................................................... 20

2.7.5 Routing .................................................................................................................................... 21

2.7.6 Handover ................................................................................................................................. 22

2.7.7 Login and session Management................................................................................................ 22

2.7.8 Location Management and Paging............................................................................................ 23

2.7.9 Air Interface Security ............................................................................................................... 24

2.7.10 Global Mobility........................................................................................................................ 24

3 Application Components .....................................................................................................................................24

3.1 The Message Bus ............................................................................................................................ 24

3.1.1 Mbus Overview........................................................................................................................ 24

3.1.2 Mbus Technical Characteristics ................................................................................................ 24

3.1.3 Higher Layer Services .............................................................................................................. 28

3.1.4 Mbus Semantics ....................................................................................................................... 29



Deliverable 10 Status of Basic Components 1.0 6WINIT/0040

 5-Feb-02 6WINIT – IPv6 Wireless Internet IniTiative Page 4 of 63

3.1.5 Availability and Current Status................................................................................................. 29

3.2 RTP Implementation ...................................................................................................................... 30

3.2.1 Overview ................................................................................................................................. 30

3.2.2 Functionality ............................................................................................................................ 31

3.2.3 Availability and Current Status................................................................................................. 32

4 Additional Security Components .........................................................................................................................33

4.1 Public Key Infrastructures (PKIs) ................................................................................................. 33

4.1.1 Introduction ............................................................................................................................. 33

4.1.2 Entrust Software....................................................................................................................... 33

4.1.3 The University of Murcia Public Key Infrastructure ................................................................. 35

4.1.4 Summary.................................................................................................................................. 38

4.2 VPN Components ........................................................................................................................... 39

4.3 Firewall Components...................................................................................................................... 39

4.3.1 6WIND Edge Device support ................................................................................................... 39

4.4 Secure Announcements .................................................................................................................. 41

4.5 Secure Session Initiation................................................................................................................. 43

5 QoS Facilitating Components .............................................................................................................................44

5.1 QoS support at Boundaries (Gateways, routers) and endpoints (hosts) ....................................... 44

5.1.1 Quality of Service supported on the AXI462 ............................................................................ 44

5.1.2 6WIND Edge Device support ................................................................................................... 45

5.1.3 ALTQ mechanism implemented at UCL................................................................................... 47

5.1.4 QoS implementation at Telscom............................................................................................... 47

5.2 Diffserv Resource Management in IP-based Radio Access Networks........................................... 49

5.2.1 Introduction ............................................................................................................................. 49

5.2.2 Resource Management in DiffServ – RMD Framework............................................................ 49

5.2.3 Per Domain Reservation – PDR protocol.................................................................................. 50

5.2.4 Per Hop Reservation – PHR ..................................................................................................... 51

5.2.5 RMD On DemAnd (RODA) PHR ............................................................................................ 52

5.2.6 Interoperability of the RODA PHR with the PDR..................................................................... 52

5.2.7 RMD Prototype........................................................................................................................ 54

5.2.8 Ongoing work .......................................................................................................................... 54

6 SoFAR ................................................................................................................................................................55

6.1 Introduction.................................................................................................................................... 55

6.2 IPv6 in JAVA.................................................................................................................................. 55

6.3 Applications .................................................................................................................................... 55

6.4 Streamed MIDI Events................................................................................................................... 55



Deliverable 10 Status of Basic Components 1.0 6WINIT/0040

 5-Feb-02 6WINIT – IPv6 Wireless Internet IniTiative Page 5 of 63

6.5 RTP Relay....................................................................................................................................... 56

7 Conclusions ........................................................................................................................................................57

8 References...........................................................................................................................................................59

9 Acronyms and Abbreviations...............................................................................................................................60



Deliverable 10 Status of Basic Components 1.0 6WINIT/0040

 5-Feb-02 6WINIT – IPv6 Wireless Internet IniTiative Page 6 of 63

1  INTRODUCTION

The aim of this deliverable is to describe and explain the status of the components that have been
developed or upgraded for mobile IP and/or IPv6 usage in work package seven (WP 7).  It focuses
on components to provide better stacks, security and QoS.  It was always intended that WP7 be
the place where middleware and infrastructure components are developed or adapted.  For this
reason this deliverable cannot have the consistency or clear focus of other Work Packages.

There are many existing IPv6 stacks, which provide adequate functions for our purposes in
6WINIT and as a result there have been some work in upgrading and using these existing IPv6
stacks.  Currently there is a lot of focus on the University of Helsinki’s Mobile IPv6 stack as
partners are attempting to get the wireless infrastructure implemented.  However, there are several
security issues that have not been resolved by the various standards body and these are outlined in
detail.  Cellular IP, Uclinux, the Message Bus and RTP implementations are also mentioned in the
context of what the partners are focussing on.

One of the objectives of WP 7 is to provide the security components including Certification
Authorities and Registration Authorities that would enable secure functionality in the mobile
environment.  The public key infrastructures (PKIs) described in this document are actual
implementations, which have been implemented and used by some partners of this project.  The
PKI leads to some of the components, which are required in the security architecture such as
VPNs, Firewall, secure announcements and secure session initiations.

The question of Quality of Service plays an important role for both generic and clinical
applications especially when streaming media is incorporated in the data.  Some QoS issues are
addressed here in an attempt to clarify what work has been done in this area.  Currently there are
issues of QoS and security that are addressed and possible solutions that have been implemented
are described.

Securing a mobile IPv6 network that interoperates with a wired IPv6 network and legacy
networks (the existing Internet) and providing quality of service for the applications that run on
these networks is no easy task.  There are many unresolved issues and barriers that will be
encountered in achieving this goal.  However, some of the issues and possible solutions are
described in this document in an attempt to understand all the implications involved and the future
work that is needed required.

At the start of this project, the partners had many IPv4-based components.  This deliverable
describes many of the IPv6-based ones that have evolved. The architecture, applications and
network scenarios have progressed in parallel and are described in other deliverables such as D8,
D6, D11 and D7.  We are now in a position to choose from the many components described in
this deliverable and compare the results from the various scenarios that have been tested.
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2 BASIC PROTOCOL COMPONENTS

2.1 Introduction

This section first considers the availability of IPv6 stacks on a number of platforms, including boh
laptops and Personal Data Assistants (PDAs). We consider both Unix and Windows platforms,
and give examples of how they are structured. We then consider the availability of mobility and
security support. Some of the stacks are generic, some are specific to the ideas of a particular
partner.

At the beginning of the work, the partners worked fairly independently. Recently we concentrated
on collaborating when several partners would otherwise have overlapping work.

2.2 General Stacks and IPv6

Several Partners have been doing some research on various IPv6 stacks running on different
operating systems. There are many IPv6 stacks available and several versions of some of them. In
attempting to do some basic analysis of these stacks we have tried to implement some of UCL’s
multimedia tools (http://www-mice.cs.ucl.ac.uk/mulimedia/software) to use these stacks. We have
installed IPv6 stacks on Windows 2000, Windows NT, Linux, FreeBSD and Solaris. The stacks
include the Microsoft Technical Preview for Win2k, the Musica stack for Windows NT, the
Microsoft Research stack for Windows NT, the Kame stack for FreeBSD, the USAGI stack for
Linux and the Solaris IPv6 stack, which is built into the operating system.

Also, some partners have installed the Mobile IPv6 stack from Microsoft and the Helsinki
University’s mobile IPv6 stack on a Linux operating system. We have not done any detailed
testing of the stacks but have done some basic tests with the multimedia tools, namely RAT and
VIC. We have also done some basic interoperability tests using these applications between several
of these operating systems.

Since JDK 1.4 supports IPv6 on Solaris and Linux only, we have focussed mainly on these
operating systems.

2.3 Mobile IPv6 Support in Hosts

2.3.1 General description

The mobile IP protocols provide facilities for the location management to be handled at the
network layer thus making movement transparent to application and upper layer protocols such as
TCP.

Mobility support for IPv4 is a proposed standard in the IETF; the corresponding mobility support
for IPv6 currently is at the draft stage. Mobile IPv6 (MIPv6) is considered the chosen protocol for
mobile devices, since it has a number of advantages compared with Mobile IPv4. The most
prominent advantage refers to the built-in auto-configuration facilities.

Three devices are involved with this functionality. The Mobile Node itself (MN), which is
initially located in its home network and is associated with a router called its Home Agent (HA).
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The MN can establish communications with another host, which is then called the Correspondent
Node (CN).

In Mobile IPv6, the MN is always identified with its home address regardless of whether it is at or
away from home. While at a foreign network the mobile node has an additional address, called its
Care-of-address, which identifies its current point of attachment to the Internet.

As described in Deliverable 8, the following figure depicts the different actions which occur when
Mobile IPv6 is activated. It also describes the equipment involved in Mobile IPv6.

Figure 2.1: Mobile IPv6 architecture

The following describes each step indicated in Figure 2.1:

1. The mobile node is located in its Home Network and declared to its Home Agent. Its address
is a permanent one called Home Address. Communication is taking place between the mobile
node and its Correspondent Node.

2. The mobile node moves from its Home Network to another.

3. Once located in a Foreign Network, the IPv6 auto-configuration process between the local
router and the mobile node takes place and the mobile gets a temporary address called Care-
of-Address.

4. The MN notifies its Home Agent of its new address; this step is called a Binding Update. The
Home Agent updates a local Binding Cache with the information.
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5. Now the Home Agent is able to redirect the traffic coming from the Correspondent Node,
which is not aware of the new location of the mobile node.

6. To do so, the Home Agent uses an IP in IP encapsulation technique.

7. When receiving encapsulated traffic, the mobile node notifies the Correspondent Node of its
new address with a second Binding Update. The CN updates its local Binding Cache with the
information.

8. A direct communication (short-cut) is now possible between the Correspondent and the
mobile node.

The security aspect is an important issue to be taken into account with this functionality.
Currently, this topic is intensely discussed at the IETF. There have been recent modifications
between the IETF Drafts 13 and 14. These modifications are rather important. This particular
topic seems to need a lot of discussions before achieving a stable version and is addressed in
section 2.3 of this document.

The implementation of MIPv6 in hosts deals with MN and CN. The implementations of HA used
in the 6WINIT project are described in Deliverable 8.

2.3.2 Stacks for MN and CN on Laptops

2.3.2.1 Stacks for MN and CN

Several partners are using Helsinki University’s mobile IPv6 stack implementation
(http://www.mipl.mediapoli.com) on the mobile hosts, since this is widely believed to be amongst
the most progressive work on mobile IPv6 stacks.  It is intended that hosts running the mobile
stack should be able to seamlessly traverse different coverage areas, with little or no discernible
effect on the applications running on them.

This stack was installed on laptops running Linux, and Compaq iPAQs (also running Linux).  We
have performed basic interoperability tests between the mobile IPv6 stack, and other IPv6 stacks
(on Solaris, Linux, FreeBSD, Windows) using a few of UCL’s multimedia tools. Although this
stack has removed the need for IPsec, as it is compliant with the IETF Draft 14, we may attempt
to do some security tests and configurations.

2.3.2.2 Mobile IPv6 on Compaq iPAQ PDAs

The Mobile IPv6 functionality running on Compaq iPAQ is the one provided by "MIPL - Mobile
IPv6 for Linux" project currently runs by the Telecommunications and Multimedia Lab of the
Helsinki University of Technology (www.mipl.mediapoli.com). The current release version of
this Mobile IPv6 implementation is mipv6-0.9-v2.4.7 and supports MN as well as CN
functionality.

MIPL represents one of the most progressed Mobile IPv6 implementation currently available. It
recently has been based on the Mobile IPv6 draft version 13, that is, it provided IPSec AH for
securing Binding Updates and Binding Acknowledgement. After the discussion of the scalability
issues within the IETF MIPL removed the IPSec support according the new Mobile IPv6 draft
version 14 and replaced it by Authentication data inside the Binding Update and Binding
Acknowledgement Option.
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As the Compaq iPAQ, which is originally delivered with Windows CE, can be run under Linux as
well, it is possible to use the MIPL implementation on the Compaq iPAQ. For this purpose in a
first step the Windows CE OS has to be replaced by a Linux OS, which is small enough to fit into
the restricted Flash ROM of the Compaq iPAQ. The Familiar Linux Distribution can be used for
this purpose.

Host
System

Target
System

Serial
Connection

Figure 2.2: Installation of a Linux kernel on a Compaq iPAQ

This can be done by first connecting the Compaq iPAQ running Windows CE to a Windows PC
using Active Sync, then copying a new boot loader onto the iPAQ, reboot the iPAQ and finally
use this new boot loader to install an appropriate Linux distribution from a Host System (PC) via
a serial connection to the Target System (iPAQ). For more details see (www.handhelds.org).

In the second step an appropriate Linux kernel and root image including MIPL Mobile IPv6 has to
be compiled for the Compaq iPAQ. As the Compaq iPAQ is based on a StrongArm processor
architecture, while most Linux systems are running on an Intel architecture, a cross compiler has
to be installed on the Intel PC. This cross compiler together with linker and other tools is available
as a Tool Chain under ftp.handhelds.org/pub/linux/arm/toolchain.

The output of the cross compiler is a new Linux version including Mobile IPv6 and being
compiled for the StrongArm architecture. Finally this new OS version has to be installed on the
Compaq iPAQ.

Several partners have collaborated on installing these stacks, and ensuring that the Mbone tools
work over it.

2.3.2.3 MIPv6 support on Windows 2000 Platform (ETRI)

Several partners have investigated or used the Microsoft Technical preview and the Microsoft
Research IPv6 stacks.  Generally they were found to be lacking in some respects that are critical
for our goals of 6WINIT and did not allow much freedom in the configuration of these stacks.
Therefore there is considerable interest in ETRI’s work on the MSR IPv6 stack since it would
produce an IPv6 stack source that is stable and available to 6WINIT.  It would also assist in
making it easier to track changes in the various standards that are discussed in Deliverable 5. We
provide considerable detail on this work partly to show the value of their activity in the context of
ETRI being considered for being a full partner of WINIT.

2.3.2.4 Developed MIPv6 Mobile Node and Correspondent Node functions

ETRI implemented major parts of the MIPv6 function according to the IETF Internet Draft,
Mobility Support in IPv6, draft-ietf-mobileip-ipv6-13.txt. The implementation includes the Mobile
Node and the Correspondent Node functions, which are inter-working with the Linux based Home
Agent and support smooth handover mechanism.
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The implementation improves MSR Mobile IPv6 code which is under the IETF Internet Draft,
Mobility Support in IPv6, draft-ietf-mobileip-ipv6-12.txt. It required the addition and modification
of some modules to match with the higher version and to make it inter-working with Linux-based
Home Agent.

The core of the implementation is the inter-working between Linux-based Home Agent and
Windows2000 based Mobile Node and Correspondent Node, coinciding with the draft-ietf-
mobileip-ipv6-13.txt and higher stability. Especially, the implementation includes a smooth
handoff mechanism.

The implementation excludes security considerations. Limitations of the implemented Mobile
Node and Correspondent Node are:

• IPsec is not implemented
• Dynamic Home Agent Address Detection is not implemented
• Duplicate Address Detection is not implemented

Notwithstanding the interest in a Windows implementation with source language access, there are
still problems in deciding whether to adopt this implementation. These are that the ETRI work is
based on the Microsoft Research versions of the stack. Most of the partners want to use the
current versions of the stacks – which have more functionality. This is one of the activities that
ETRI plan for their future work.

Mobile Node Functions

Mobile Node functions satisfy requirements from the IETF Internet Draft, draft-ietf-mobileip-
ipv6-13.txt. The implementation can de-capsulate a tunneled IPv6 packet and maintain a Binding
Update List to send Binding Update option periodically to nodes on the list. If the Mobile Node
receives a Binding Request option, it responds with a Binding Update option.

For the smooth handover functionality, the Mobile Node maintains a Home Agent List. That is,
when the Mobile Node moves from a foreign link to other foreign links, it can select the Home
Agent of the previous link from the list instead of using Dynamic Home Agent Address Detection
Algorithm and then send its location information to the Home Agent.

Correspondent Node Functions

Correspondent Node functions include the processes of the Home Address option, Binding
Update option and return a Binding Acknowledgement if the Acknowledge ‘A’ bit is set in the
received Binding Update. It maintains a Binding Cache and communicates with the Mobile Node
using the binding information.

The implementation separates Mobile Node functions and Correspondent Node functions. The
user can set the mode using a simple instruction.

Implementation details

The implementation is based on the released MSR Mobile IPv6 code (which is based on the MSR
IPv6 stack, version 1.4). The MSR Mobile IPv6 is implemented according to the IETF Internet
Draft, draft-ietf-mobileip-ipv6-12.txt, so it is required to upgrade to the draft version 13 to provide
more enhanced functions.
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Newly added and modified functions that coincide with draft version 13 and the inter-working
between other operating systems are described below.

• Change position of the Home Address Destination option
• Set the ‘D’ bit whenever it sends a Binding Update that is new, instead of

simply updating an existing binding to a new care-of address or binding
lifetime

• Add following protocol contents: INITIAL_SOLICIT_TIMER,
MAX_PFX_ADV_DELAY and HomeRtrAdvInterval.

• Separate the Mobile Node function and the Correspondent Node function
• Manage the Home Agent List
• Add the process module for receiving Binding Acknowledgement

Mobile IPv6 Test Scenario

The network for the Mobile IPv6 demonstration consists of three components: Linux-based Home
Agent, Windows2000-based Mobile Node and Correspondent Node.

Home Agent #1 and Home Agent #2 are routers. Each of them has two interface cards that
compose each subnet. The Home Agent 1 manages home network of a Mobile Node and foreign
network #1. Home Agent #2 manages foreign network #2 and the Mobile Node moves to the
foreign network #2 through the foreign network #1 while it communicates with a Correspondent
Node.

Scenario 1: Mobile IPv6 basic operation.

A Mobile Node moves to foreign network #1. It can detect its movement by the information of
Router Advertisement messages and Neighbour Unreachability Detection mechanism. It makes
Care-of-address using address auto-configuration and sends its new location information to its
Home Agent and on-communicating Correspondent Node.

If the Mobile Node receives an encapsulated packet, it sends a Binding Update option to original
sender of the packet.

Home Agent acts as a proxy for the Mobile Node while away from home. It intercepts and tunnels
packets destined to the Mobile Node using the maintained location information of the Mobile
Node.

The Correspondent Node indirectly communicates with the Mobile Node at first when the Mobile
Node is away from home and then directly communicates with the Mobile Node after getting the
location of the Mobile Node (see following figure).
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Figure 2.3: Mobile IPv6 basic operation

Scenario 2: Smooth handover.

A Mobile Node moves from the foreign network #1 to the foreign network #2. Similar to scenario
1, the Mobile Node can detect its movement and make a new Care-of-address. It sends a Binding
Update message to a Home Agent of the previous link, foreign network 1 and on-communicating
Correspondent Node.

The on-communicating Correspondent Node has old binding information before it receives a new
binding update option from the Mobile Node. So it sends packets to the foreign network #1 at first
according to the old binding information and after receiving the Binding Update from the Mobile
Node it sends packets to the Mobile Node directly.

A Home Agent of the foreign network #1 acts as proxy for the Mobile Node when it receives
Binding Update from the Mobile Node. It intercepts and tunnels packets destined to the Mobile
Node using the maintained location information of the Mobile Node (see following figure).

Figure 2.4: Smooth handover

HA
#1

HA
#2

(1)

(2) Movement 

(3)

(4) (5)
(6)

Foreign Network #1

Home Network
Foreign Network #2

CN

MN

MN

MN

Communication

Binding Update

Intercept & Tunnel

HA
#1

HA
#2

(1)

(2) Movement 

(3)

(4) (5)
(6)

Foreign Network #1

Home Network
Foreign Network #2

CN

MN

MN

MN

Communication

Binding Update

Intercept & Tunnel

HA
#1

HA
#2

communication

Binding Update

Intercept & Tunnel

(2) Movement

(3)

(1)

(4)

(5)

(6)

Foreign Network #1

Home Net work Foreign Network #2

MN

MN CN

HA
#1

HA
#2

communication

Binding Update

Intercept & Tunnel

(2) Movement

(3)

(1)

(4)

(5)

(6)

Foreign Network #1

Home Net work Foreign Network #2

MN

MN CN



Deliverable 10 Status of Basic Components 1.0 6WINIT/0040

 5-Feb-02 6WINIT – IPv6 Wireless Internet IniTiative Page 14 of 63

2.3.2.5 Summary and further work

ETRI has extended the MSR Mobile IPv6 to make it interwork with the Linux-based Home
Agent, which satisfies Internet Draft, MIPv6 version 13. Windows 2000 is one of the most widely
used operating systems so there is sense of the implementation that many users can use Mobile
IPv6 more easily.

The implementation has limitations that must be solved. First, security mechanisms must be
implemented. There are many other simplified methods as well as IPsec to support security. But a
clear solution is not presented for the security problems in the mobile network environment yet.
Secondly, the Dynamic Home Agent Address Detection should be implemented for smooth
handover. If the Mobile Node moves fast so it has no Home Agent on a Home Agent list, it must
try to find the Home Agent of the previous link. Finally, when the Mobile Node gets the new
Care-of address it should check duplication of that address.

Changes from previous versions of the draft must also be considered. The implementation follows
draft version 13 but new Internet drafts have already been released and there will be more of them
in the near future.

In addition to the Mobile IPv6 basic specification, other optional functions such as fast handover,
hierarchical Mobile IPv6 and network mobility should be considered.

2.4 Mobile IPv6 Security Issues

2.4.1 IPsec

The IP Security Protocol Working Group of the IETF has defined a range of protocols that
provide security services at the network layer for both IPv4 and IPv6.  This complements
initiatives to secure the transport layer, such as SSL/TLS.  The IPsec protocols provide services
such as access control, connectionless integrity, data origin authentication, rejection of replayed
packets, confidentiality and limited traffic flow confidentiality.  These are available to all upper
layer protocols and to a certain extent the IP layer itself.

IPsec defines two protocols to protect traffic:

• The Authentication Header (AH).
• The Encapsulating Security Payload (ESP).

AH provides two linked services: authentication of the source node of the packet and integrity
checks to prevent modification in transit.  The combination of these two services will henceforth
simply be referred to as ‘authentication’.  AH also provides an optional ability to prevent replay
attacks.  ESP provides authentication and confidentiality options, which may be combined but at
least one must be selected.  If authentication is applied, then an anti-replay service is also
available.

AH and ESP can be used independently or together to protect a single packet.  This can be
appropriate in certain situations because AH protects the integrity of fields within the IP header
that do not change during transit, whereas ESP authentication only protects the packet payload.
This has important implications when considering the use of IPsec to protect Mobile IP for IPv6.

An IPsec conforming node consults a Security Policy Database (SPD) for every inbound and
outbound IP packet, to determine whether it should be protected with IPsec, bypass IPsec or be
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rejected.  The SPD contains an ordered list of policy entries, which make use of selectors such as
the destination address.

A Security Association (SA) is a simplex ‘connection’ that affords security services to the traffic
carried by it.  The protection is provided by AH or ESP but not both.  If both are required, two
security associations must be established.  The Security Association Database (SAD) maintains
the parameters and key material for each SA the node is a member of.  Entries within the SAD are
referenced by the SPD for outbound traffic to permit AH/ESP construction and inbound packets
provide an index into the SAD to permit processing.

2.4.2 Security requirements for Mobile IPv6

Route optimisation between the MN and a CN using IPv6 raises an important new security
requirement compared with Mobile IPv4.  The possibility of an attacker modifying the binding
cache, in order to achieve a denial of service or session hijack attack, must be prevented.  The
latest draft of Mobility Support in IPv6 [Joh01] specifies that binding updates (BUs) and binding
acknowledgments (BACKs) must be authenticated to prevent this.

2.4.3 Progress within the Mobile IP working group

Initial drafts of Mobility Support for IPv6 made the assumption that IPsec would provide the
authentication of all IP packets containing BUs/BACKs.  The Internet Key Exchange (IKE)
protocol would establish the required SAs and AH would provide the security services for
subsequent communication.  AH was chosen in preference to the authentication services provided
by ESP since the BU would be placed in the destination options of the packet and not within the
payload.

The IESG returned the Mobile IPv6 draft to the working group due to concerns about the security
and scalability of BUs sent to CNs and the associated IPsec processing as described in Deliverable
1.

2.4.4 Current proposals

Additional work on solving the security problems with Mobile IP has been undertaken and a
variety of solutions have been advanced.  However, they involve important tradeoffs and
discussions on their relative merits are ongoing.  The following describes the current proposals
within the working group and the assumptions that underpin them.

2.4.4.1 Assumptions

From a security perspective; there are two types of BU with different properties:

• BU from MN to HA.  It is assumed that the MN and HA exist within the same
administrative domain [Nik01a].

• BU from MN to CN.  It is assumed that no administrative relationship, or
indeed any relationship, necessarily exists between the two nodes [Nik01a].

In addition, the latest draft [Joh01] stipulates that the authentication of the communicating nodes
should take place once and that this should be used to generate a shared secret for the first and
future BUs/BACKs.  If a node ‘knows’ the shared secret then it is assumed that it is the node that
was originally authenticated.  This provides an optimisation, since the authentication does not
need to be repeated for every BU/BACK.
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2.4.4.2 Problems

There are two generic questions that must be answered if BUs/BACKs are to be secured by any
security protocol suite, given the assumptions described above:

• How will the key material and parameters be negotiated when the nodes first
wish to communicate, i.e. how is a Binding Security Association (BSA) to be
established?

• What mechanism will be used to authenticate a BU/BACK once a BSA is
established?

2.4.4.3 Binding Security Association Initialisation

The two types of BU/BACK present different challenges to the negotiation of key material and
parameters.  Given the relationship between the MN and HA, it is reasonable to assume that keys
can be manually configured or a Public Key Infrastructure for that administrative domain is
available.  These can be used to provide initial authentication between the MN and HA and
protection using a protocol suite like IPsec using IKE, might be feasible.  It is not reasonable to
assume that the CN and MN will have pre-configured keys or that there is a global PKI.  This is
assumed by early drafts of Mobility Support for IPv6 and forms the main criticism levelled by the
IESG described within Deliverable 1.

If strong authentication were possible between a MN and a CN then it would be desirable to
provide this option.  One of the most serious problems facing the Mobile IP working group is how
to establish the BSAs between the MN and CN when a PKI or an existing relationship between
the two nodes is not available.  The working group is forced to consider providing weaker
authentication or changing IPv6 addresses.

Weak authentication would provide less protection from certain forms of attack.  One proposal is
the Binding Authentication Key Establishment (BAKE) protocol [Nik01b].  BAKE does not
authenticate the CN and MN to each other but provides appropriately authorised keying material
between the two parties such that the CN has a ‘…reasonable basis to believe that it is sharing the
keying material with the MN… and that the MN has reasonable bases to believe that it is sharing
the keying material with the CN...’ [Nik01b].  In contrast to the strong authentication provided by
IKE, it is susceptible to ‘man in the middle’ attacks, if an attacker

• Can listen to all traffic to and from the CN, or
• Listens to all traffic sent by the CN and the MN, or
• Listens to all traffic sent and received by the MN and traffic between the MN

and HA is in the clear.

Given such a situation, they could discover the shared secret used to authenticate future
communications.

The alternative is to change the IPv6 address system in order to solve the underlying ‘address
ownership problem’ [Mon01].  Strong authentication using IKE requires a PKI in order to bind
the IP address to a public key.  However, it is possible to remove this need by ensuring that the
IPv6 address is derived from the public key.  A hashing function is applied to a public key in
order to generate the bottom 64 bits of the address and the top 64 bits are provided by the routing
prefix.  BUs could be signed using the private key and a recipient can confirm that it matches the
public key that was used to form the address.  Unfortunately, this means a fundamental change to
the way auto-configuration of addressing is used with the IPv6 protocol.  In addition, compromise
of the private key necessitates changing the address.
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Both options to establish a BSA present problems but it is likely that some kind of weaker
authentication mechanism will be chosen in preference to a change in the addressing mechanism
of IPv6.  The form that the weak authentication mechanism will take is unclear but it is probable
that it will be based on the strong authentication between the MN and HA.  It may not prevent all
man in the middle attacks.

2.4.4.4 Binding Update/Binding Acknowledgement Authentication

Assuming that key material is available and a BSA has been established, there is the question of
how this is used to authenticate BUs.  It is not sufficient to use a new protocol such as BAKE, in
preference to IKE, and leave the remaining elements of IPsec unchanged.  IPsec does not provide
the capability to select according to destination options and so it is not possible for the SPD to
hold rules that select BUs (described in Deliverable 1).

The Working Group is considering four alternatives to securing BUs and BACKs between the
MN and CN [Ark01]:

• Application specific protection.  This conforms to the approach described in
the latest draft of ‘Mobility Support for IPv6’ [Joh01].  All authentication
checking is performed within the Mobile IP implementation and IPsec is not
involved.  This means implementing new authentication protocols within the
Mobile IP layer, which are responsible for providing security services that can
deal with destination options.

• Existing IPsec AH with a new Next Header Value.  This proposes that the BU
should be taken out of destination options, a new protocol header defined to
encapsulate the BU information and a new IPv6 Next Header Value assigned.
The SPD is currently able to store rules, which select upon the Next Header
Value and so IPsec could be used to check the integrity of BUs.  This option
has the advantage that new authentication protocols or changes to IPsec are not
required.  Unfortunately, BUs can no longer be piggybacked on other IP
traffic.  In addition, a new IPv6 protocol number would have to be allocated,
which is considered a more valuable resource than a destination options
number.

• IPsec AH with policy extensions.  This option proposes changing the IPsec
protocols so that the SPD is able to hold rules, which select according to the
destination options number.  This maintains the status of a BU as a destination
option and enables piggy backing.  However, IPsec becomes significantly
more complex because a policy overlap can exist within the SPD.  One IP
packet can carry two types of data that can match two different rules.  IPsec
would need to be modified to deal with resolving these conflicts.

• Application specific protection with optional IPsec.  This proposal suggests
using two independent authentication mechanisms on a packet.  A default level
of protection is provided in an application specific manner by the Mobile IP
layer.  In addition, where IKE and IPsec are feasible, e.g. where a PKI exists,
then strong authentication can be applied to provide additional protection.
IPsec would secure all packets between the MN and CN whether they carry a
BU or not because it does not offer a finer granularity of protection.
Piggybacking is still achieved and there is no need to open the API between
the two stacks or extend policy rules.  However, it raises the matter of
duplication within the packet and the protocol stack.
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2.4.5 Implications for 6WINIT

There are significant problems securing Mobile IP for IPv6 and until these have been resolved,
implementations are unlikely to stabilise.  In some cases, the proposals suggest a significant
change to the Mobile IP or IPsec protocols.  However, the working group will be reluctant to
make major changes or approach other working groups and request alterations to their protocols.
Based upon this assumption, the following solution would seem to be the most appropriate.

It is probable that BUs and BACKs between the MN and HA will enjoy strong authentication
provided by IPsec using IKE or an equivalent.  In contrast, BUs and BACKs between the MN and
CN will be offered a default level of protection that only offers ‘weak’ authentication and may be
susceptible to some "Man in the Middle" attacks.  It is important to recognise that weak
authentication does not necessarily mean poor security given the challenges it faces.  It will
remove a wide range of attacks from arbitrary nodes and force the attacker to have a presence on
the routing path.  Nevertheless, not all applications will tolerate this potential attack and stronger
authentication will be optional, e.g. using IKE.  The BUs/BACKs themselves are likely to be
removed from destination options and a new Next Header Value will be assigned for the
BU/BACK packet in order to facilitate the use of IPsec.  This will mean sacrificing piggybacking
but header compression should prevent the cost from becoming prohibitive.

Despite the uncertainty surrounding security within Mobile IP, work within 6WINIT on the
practical aspects of security can continue.  Implementations of Mobile IP conforming to earlier
drafts of Mobility Support in IPv6 are available and the security architecture can be advanced.
These implementations are likely to rely upon IPsec using pre-shared keys or, in some cases, IKE
certificate based functionality.  UCL is in the process of establishing a PKI, which will facilitate
IKE.  Although, implementations of the weak authentication schemes may not appear for some
time, the experience gained from using strong authentication will be invaluable, since certain
applications will not tolerate the default level of protection.  The development of the security
architecture will be an ongoing process as changes to the protocols are made.

2.5 Other Basic Components

A DNS server enabled for IPv6 has been set-up and takes care of name resolutions for the IPv6
hosts. We have also implemented an IPv6-enabled Apache web store and some IPv6 enabled
routers (both Cisco and FreeBSD).

Various experiments have been done with the new JDK1.4 to test the IPv6 functions. We have
currently made the Transcoding Active Gateway (TAG) from UCL a JAVA IPv6 enabled
application, which can be found at http://www-mice.cs.ucl.ac.uk/multimedia/software/tag/. Again
only basic tests have been carried out to ensure the application works with IPv6.

2.6 UClinux (VTT)

The uClinux (pronounced "you-see-linux") is a port of Linux to systems that do not have a
memory management unit (MMU). These are mainly used in embedded devices. Supported
platforms use processors like Motorola m68k (these include ancient Amiga and Atari computers
as well as current Palm Pilots and some routers from Cisco), Intel i960 (targeted at imaging and
networking applications) and ARM7 (wireless handheld devices and computer peripherals). In
6WINIT, VTT is using ìSimm micro-controller module running uClinux and a web server in the
Weather Station application.
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Stable versions of uClinux are based on Linux kernel version 2.0.38 that has no IPv6 support built
in. Luckily, a port of kernel 2.4 is under way and it has proved to be quite usable. Also IPv6 is
properly supported in it. The problem, however, is with the application programming interfaces
(API). Libraries used in regular Linux distributions provide IPv6 API support but are not
appropriate to embedded devices due to their relatively large size. On the other hand uClibc is
designed for small sizes but IPv6 support is still quite imperfect. The table below lists the status of
IPv6 support in uClibc and actions that have been carried out or are planned in order to improve
the situation.

IPv6 DNS queries (over IPv6) Yes, available in CVS

IPv6 addresses in /etc/hosts Implemented by VTT

gethostbyname2 Yes, available in CVS

inet_ntop, inet_pton Yes, available in CVS

Gethostbyaddr Implemented by VTT

Getaddrinfo No (may be ported from glibc by VTT if needed)

Getnameinfo Yes, ported from glibc by VTT

Table 2.1: Status of IPv6 support in uClibc.

Modifications have been implemented and tested in the standard Linux environment. After that
they have been recompiled with an m68k cross compiler and tested in the target environment, the
modified source code has been submitted to main developers for inclusion into main CVS source
tree.

Both uClinux and uClibc are open source initiatives distributed and developed under GNU
Licence. The source packages and development tools are available at http://www.uclinux.org/.
Information on ìSimm is available at http://www.lineo.com/products/ucsimm/.

2.7 Cellular IP

2.7.1 Anemona Overview

Anemona is a further development of the original Cellular IP.

2.7.2 Background

Anemona is an IP micro mobility protocol that was developed at Ericsson’s Research Laboratory
(Traffic Laboratory in Hungary). An earlier version of the same protocol was submitted as a
contribution to the BRAIN European Project and was accepted by the project as the only "BRAIN
Candidate Mobility Protocol".

Routing and handover in Anemona is identical to routing and handover in the BRAIN Protocol.
Anemona differs from the BRAIN Protocol in terms of subscriber and session management,
handling of login and logout, location management and AAA (Authentication, Authorisation and
Accounting) functions.

Anemona is designed to be compatible with IPv6 as well as IPv4.
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2.7.3 Architecture

Figure 2.5 illustrates an Anemona network. The network is a legacy IP network of arbitrary
topology. There is no boundary between a core and an access network.

Figure 2.5: Anemona architecture

There are five important entities in an Anemona network:

• Gateway routers (GW) are routers with connection to external networks.
Gateway routers are legacy IP routers without any Anemona specific
extensions.

• User Registries (UR) are signalling servers that handle login and logout and
maintain information about logged-in users. They do not forward data packets.

• Anchor Points (ANP) are routers that allocate IP addresses for mobile nodes.
• Access Routers (AR) are routers at the edge of the network, equipped with

wireless access points.
• Paging Servers (PS) are signalling servers that handle location management

and paging mechanisms.

2.7.4 Address Management

Address management in Anemona follows the same principles that are used by Internet Service
Providers (ISP). When a mobile node (MN) connects to an Anemona network, it is allocated a
globally routable IP address that it uses as long as it stays connected. The address does not change
at handovers. When the mobile node leaves the network, it loses the IP address. At next login, it
may be allocated the same, or another address.

IP addresses are managed by Anchor Points. Each Anchor Point owns a pool of globally routable
IP addresses. The pool of IP addresses owned by an Anchor Point is advertised using legacy IP
routing inside the access network and toward external IP networks.



Deliverable 10 Status of Basic Components 1.0 6WINIT/0040

 5-Feb-02 6WINIT – IPv6 Wireless Internet IniTiative Page 21 of 63

2.7.5 Routing

Legacy IP routing ensures that packets sent to a Mobile Node’s IP address will be routed to the
Anchor Point that allocated the address. Anchor Points capture these packets and send them to the
AR where the destination mobile node is located. To maintain this information up to date, Anchor
Points are informed about handovers of mobile nodes they have allocated IP addresses for.

In an IPv4 Anemona network, Anchor Points send packets to Access Routers using encapsulation
(also called "IP tunnelling"). Encapsulation means that the original packet is placed in another IP
packet such that the outer packet’s source address is the address of the Anchor Point, its
destination address is the address of the appropriate Access Router. In an IPv6 Anemona network
source route options are used instead of encapsulation.

Figure 2.6: Routing of data packets to mobile nodes (IPv4 case)

When an Access Router receives a data packet from an Anchor Point, it removes the external IP
packet to regain the original packet (this step is not needed in IPv6). Next, it forwards the packet,
through the air interface, to the appropriate mobile node.

Packets transmitted by mobile nodes are sent, through the air interface, to an Access Router. From
there on, they are forwarded using legacy IP routing. (Alternatively, the path of mobile addressed
packets can also be used for mobile originated packets.)
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2.7.6 Handover

In Anemona, mobile nodes initiate handover. Handover is performed in three phases. The first
phase, called handover preparation, is optional. A mobile node initiates it when it detects a new
AR and decides to move to it in the near future (planned handover). If present, handover
preparation ensures fast and seamless handover by building a temporary data path ("tunnel") from
the old towards the new AR in order to transfer downlink packets.

The second phase, called handover execution, starts when a mobile node switches to a new AR
and sends a handoff message to it. The new AR forwards the handoff message to the old AR
which, in turn, stops sending packets over the air interface and sets up a temporary data path
toward the new AR. (If handover preparation has been carried out successfully then the temporary
path is already in place.)

In the third phase the new AR sends a notification message to the mobile node’s Anchor Point.
Upon receiving this message, the Anchor Point redirects MN’s data path from the old to the new
AR. This completes handover execution.

2.7.7 Login and session Management

The term "session" refers to the time period while a mobile node is logged into an Anemona
network. The User Registry handles login, logout and session management. An Anemona network
may contain multiple User Registries, but a mobile node is uniquely assigned to one User
Registry throughout its session.

Figure 2.7: User Registry

When a mobile node first contacts the Anemona network, it must execute a login procedure. First,
it sends a login request message to an AR. In this request the mobile node provides login and
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security information for an external AAA procedure. The AR forwards the request to a User
Registry which performs AAA procedures to authenticate the request and obtain security
information about the mobile user.

If the User Registry accepts the login request, it instructs an Anchor Point to allocate an IP
address for MN. This address is sent to MN together with a session identifier and other session
related information (e.g., temporary security key). The session identifier is a temporary identifier
for the MN, unique inside one Anemona network, which is used to index records in the User
Registry, Anchor Points, Access Routers and Paging Servers about the MN.

In normal operation the User Registry does not take part in handovers or routing during a session.
It maintains, however, all information related to sessions that it has started. If an exception occurs
(e.g., an Anchor Point crashes), the User Registry is used to restore consistent state so that the
session can be continued.

2.7.8 Location Management and Paging

Idle mobile nodes (i.e. mobile nodes that do not transmit or receive data) may go into power save
mode and stop updating the network at movements. If the network receives packets addressed to
an idle mobile node that has left its Access Router without notification, the Access Router sends a
paging request to a Paging Server. The Paging Server, in turn, forwards the paging request to a set
of Access Routers to find the mobile node. When the mobile node is reached, it executes a
handoff to receive its packets and resume normal operation.

Figure 2.8: Paging

The details of handling paging requests and configuring Paging Servers are for further study. One
possible approach is to group Access Routers into paging areas. In this case each paging area has
its own Paging Server. Idle mobile nodes must inform the network when they move into a new
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paging area. Paging requests are broadcast among Access Routers of the paging area that the
mobile node is located in.

2.7.9 Air Interface Security

Control messages sent over the air interface are authenticated and protected against replay attack.
Optionally, control messages may be encrypted for privacy.

For authentication, replay protection and encryption, mobile nodes always have security context
with exactly one Access Router. This context is transmitted to the new Access Router at each
handoff. If an exception situation destroys the security context in the Access Router then the
security context is restored from the User Registry.

2.7.10 Global Mobility

For global reachability, mobile users may use SIP (Session Initiation Protocol), Mobile IP, or any
other global mobility solution. Mobile users using SIP should register their temporary address
obtained in the Anemona network in their respective SIP servers. Mobile IP users should use the
temporary address as care-of address. In this case Anchor Points remove the Mobile IP
encapsulation header before forwarding packets toward Access Routers.

3 APPLICATION COMPONENTS

3.1 The Message Bus

3.1.1 Mbus Overview

The Mbus is a message-oriented coordination protocol for software components with the aim of
enabling construction of complex component-based systems out of simple (stand-alone)
components and simplifying co-ordination of these various system modules.

The Mbus comprises a local (intra-system) communication infrastructure that provides transport
layer functionality and addressing schemes. Based on this basic transport service, higher-level
interaction schemes are defined for point-to-point and multi-point communication within a group
of peers.  General-purpose Mbus messages and procedures provide system bootstrapping,
component failure detection and policy/voting mechanisms, among others. Conferencing-specific
Mbus message semantics are defined for establishment and teardown of (multimedia) calls,
control of media engines (codecs, protocols), component configuration and interaction with the
user.

3.1.2 Mbus Technical Characteristics

3.1.2.1 Architecture

The Mbus provides a common communication channel for application modules (”Mbus entities”)
in a distributed system. It serves as the rendezvous mechanism enabling entities to find each other.
Subsequently, the Mbus allows entities to monitor the existence of other entities and to send
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messages to a single entity, to a group of entities or to all entities on the Mbus.  Thus each entity
may obtain an overview of which other entities exist and are ready to receive Mbus messages.

The Mbus offers a range of technical features which are described in the following sections.

3.1.2.2 Supports multicast operation

The Message Bus is not restricted to point-to-point operation. Any number of components can be
involved in a message exchange. This provides the basis for implementing functions such as local
anycast services and voting for decision-making, among others.

3.1.2.3 Flexible addressing scheme

The Message Bus offers a flexible and extensible addressing system supporting Mbus-wide
broadcast and point-to-point communication as well as sub-grouping of components. Mbus
addresses are sets of key-value-pairs where the key represents the type of an address element and
the value is used to distinguish different Mbus entities of the same class. Mbus target addresses
can be fully or partly qualified (or completely empty for broadcast messages). Thus, applications
do not have to be statically pre-configured concerning their communication peer target addresses
and can use subject-based addressing for initiating remote procedure calls.

3.1.2.4 No limitations on the system architecture

Basically the Message Bus is a peer-to-peer protocol, i.e. there is no predefined client-server
relationship between components. Arbitrary styles of interactions can be implemented on top of
the message bus including client-server scenarios, ring topologies, chaining of components, etc.
This means, that different communication scenarios can be accomplished, resulting in a high
degree of flexibility.

3.1.2.5 Intra- and inter-machine operation

The Message Bus defines host-traversing messages and message exchange mechanisms. Hence its
operation is not limited to a single machine; rather Mbus-based systems can be spread across
several computers and include stand-alone devices such as telephones. Building distributed
systems encompassing several hosts using the Mbus also allows for fault tolerant systems where
core components are separated from peripheral ones or where essential modules are duplicated to
build a redundant system.

3.1.2.6 Extensible message semantics definitions

Basic message sets are pre-defined for call and conference control, for audio codecs, for
controlling and interacting with RTP/RTCP, etc. Additional messages for conferencing
applications can easily be added as well as entirely new semantics defined for completely
different areas.

3.1.2.7 Group Communication Mechanisms

Each entity has a unique Mbus address that can be used to identify it and that is composed of any
number of named address elements. The types and values of address elements are application
specific and can be used to aggregate entities into address groups.

Address element names may be associated with semantics: by providing certain address elements,
entities can signal the type of service functionality they are able to supply. The Mbus specification
itself does not impose any restrictions on application specific address elements. The semantics are
provided by application specific profiles, such as the specification of Mbus conference control
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semantics. For example, the address element set for conferencing applications defines elements
for distinguishing entities by the media type that is assigned to them allowing a local conference
controller to address one or more audio, video and other media tools.

A message that is to be sent via the Mbus has a target address that is used to determine how to
deliver the respective message. This allows for powerful message delivery semantics and
communication models that senders can simply select by using the Mbus group addressing
features:

Broadcast

When a target address list is empty the message is broadcast to all entities on the Mbus.

Unicast

A message that contains a target address that is a unique Mbus address of another entity will be
processed by this entity only. The Mbus defines mechanisms allowing such messages to be sent
directly via unicast to the specific entity.

Multicast

A target address can be partly qualified and provide a set of address elements that match the Mbus
addresses of a group of receivers. These target addresses can be used to identify groups on a per-
message basis and all entities that match the given target address will receive and process
corresponding messages. In situations where a certain module requires a specific service
functionality that can be provided by more than one other module, it can use a multicast address
specifying the group of service providers to locate one specific entity and then establish a control
relationship with this module. This may facilitate the implementation of service clients
significantly: addresses of service providers do not need to be hard-coded and the communication
model can accommodate many different specific scenarios regardless of the number of potential
service providers.

These mechanisms make it very easy to address groups of entities on a flexible basis, using
subject-based addressing. It is not necessary to know the exact addresses of all potential receivers
of a message; instead a sufficiently unambiguous address list can be used. For example, in order
to reach all audio engines in a conferencing session the address list (media: audio
module: engine) would be appropriate. Figure 2.2.1 depicts the use of Mbus addresses to
achieve sub-grouping of Mbus entities.

In order to establish a local co-ordination channel the Mbus uses link or host local IP-Multicast.
There is a predefined Mbus multicast address that serves as a rendezvous point but applications
can choose to use another private address for Mbus communication as well.
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Figure 3.1: Example address group in an Mbus session

3.1.2.8 Mbus Messages

Mbus messages carry a payload, a list of commands that are processed by receiving entities.
Commands are composed of command names (with a hierarchical namespace) and an argument
list that can contain any number of parameters of different types.

Different models of co-ordination can be accomplished:

• The Mbus model of local control does not impose a client-server-style
interaction; the basic model is peer-to-peer communication in a group of
application entities.

• However, the Mbus transport mechanisms make it feasible to deploy other
models as well, allowing for tighter control relations, for example explicit
client-server relations.

• Event notification is another useful model where an entity disseminates event
notifications to a group of entities that have subscribed to a certain event
source before.

This is a sample Mbus message from the conference control profile definition. The command
“conf.call-control.call” is used to initiate a new call to another endpoint:

<message digest>
mbus/1.0 42 6453645754 R (app:ctrl id:47-99@10.1.2.3) (app:sigma id:66-
1@10.1.3.4) ()
conf.call-control.call ("c32" () "user@mbus.org" ("user@10.1.2.3") invite () \
    <session-description> complete)
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3.1.2.9 Mbus Transport Mechanisms

Periodic Heartbeats

Each entity periodically sends heartbeat messages to the Mbus group to signal its presence. This is
the basis for the awareness functionality that allows a new entity to learn about other entities
during a bootstrap phase.

Reliability

Different application scenarios impose different reliability requirements upon Mbus
communication. For conveying informational messages in a peer-to-peer scenario it is often
sufficient to simply send messages without further reliability concerns while a control relation
between a client and a server imposes stronger reliability requirements. The Mbus can accomplish
both, the simple and efficient transmission and the more elaborate reliable transmission, both of
which may be augmented by (additional) application layer reliability.  The reliability level may be
chosen on a per-message basis allowing to select the appropriate (mixture of) mechanism(s) for
each application.

Security

Besides reliability the Mbus also provides security mechanisms that prevents accidental or
malicious misuse. Each message that is sent over the Mbus is authenticated ensuring that only
authorised entities can send to a user's Mbus. Additionally encryption mechanisms are defined
that prevent eavesdropping of Mbus messages.

Encoding

Mbus messages are text encoded allowing for simple and efficient implementations.  A set of
rules is defined how to represent values of different data types in argument lists; amongst others a
representation for opaque binary data is specified.

3.1.3 Higher Layer Services

Since the specification of the transport mechanisms does not include application-specific Mbus
commands, these are expected to be defined in independent profiles. Mbus profiles normally do
not only consist of a set of command definitions but also of the specification of the use of Mbus
address elements, message interaction schemes and the description of message semantics.

In addition to the basic transport mechanisms, interaction schemes on a higher level of abstraction
have been defined [Kutscher2001] to support the creation of useful profiles. This includes
abstractions like remote procedure call, event notification and publish/subscribe mechanisms that
provide more structured communication schemes while still allowing for simple and
straightforward messaging.

Furthermore, different types of control-relations between peers are provided. This allows for
scenarios where entities need a dedicated control relation to another entity in order to operate
properly. Again, mechanisms are provisioned that allow both the simple ad hoc communication
scenarios without manual configuration and explicit control relations.
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These higher layer services are defined in a description of guidelines for specifying Mbus profiles.
One of the features of these services is the notion of a default target address that can be assigned
to event notification commands. In an application without a tight coupling between entities the
default target address is used to notify other entities of certain events. Interested application
modules have to know this address and configure their Mbus interface accordingly in order to be
able to receive notifications. By the means of entering an explicit control relation with an event
generating entity, a controlling entity can redirect the target address. Depending on the type of the
selected control relation, this also affects the right to send commands to the entity and may
exclude other entities from concurrently controlling it.

These mechanisms allow for re-using the same application module in different scenarios with
different requirements for the strictness of the control relations: In an ad hoc Mbus session, say
for prototyping a distributed system, an entity can accept commands from arbitrary entities and
use a default target address for event notifications. In a tightly coupled setting, different levels of
control can be employed in order to achieve a more formalised and structured communication
style.

3.1.4 Mbus Semantics

In addition to the general Mbus architecture, application specific profiles are emerging that define
command names and addressing conventions for certain applications such as local conference
control, call-control and telephone remote control. Applications can choose to adopt one or more
profiles and use the respective address elements to signal their capabilities.

Moreover a set of application independent Mbus commands, procedures, and addresses have been
developed that allow for requesting values of variables, polling and voting within a Mbus session
and status reporting.

The call-control profile [Ott2001b] defines an abstract call control model for IP-telephony that is
an abstraction from specific models such as provided by H.323, SIP [Handley1999] or PSTN /
ISDN. It contains a set of generic call-control commands for basic call-control functionality
together with protocol-specific extensions for the specific protocols. The generic call-control set
can be used to build Mbus enhanced endpoints and gateways that are much more flexible than
traditional solutions and can be re-used in many different system configurations due to the
abstract model that has been defined.

3.1.5 Availability and Current Status

3.1.5.1 Specifications

The Mbus is specified in three documents:

• “A Message Bus for Local Coordination” [Ott2001] specifies the Mbus
transport mechanisms and a set of basic Mbus management messages.

• “The Message Bus: Guidelines for Application Profile Writers”
[Kutscher2001] describes conventions for terminology, algorithms and
procedures for interaction models that are useful for applications using the
Mbus.

• “An Mbus Profile for Call Control” [Ott2001b] defines an Mbus application
profile for call control services. This application profiles is designed to provide
the most common basic services of call signalling protocols like SIP,
H.323/Q.931 related to call set-up and tear down but also defines a set of
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optional Mbus commands for supplementary services. The targeted
applications include gateway and endpoint decomposition and remote
controlling of call signalling engines.

These documents are available at http://www.mbus.org/.

3.1.5.2 Implementations

TZI is providing two different Mbus implementations: A C++ implementation for UNIX
platforms and a Java implementation. The C++ implementation supports both IPv4 and IPv6.
IPv6 support for the Java implementation is currently being worked on. Both implementations are
available at http://www.mbus.org/.

3.2 RTP Implementation

3.2.1 Overview

The RTP (Real-time Transport Protocol [Schulzrinne2001]) provides end-to-end network
transport functions suitable for applications transmitting real-time data, such as audio, video or
simulation data, over multicast or unicast network services.

This section describes an implementation of RTP as a C++ library that has been developed by TZI
for the 6WINIT project. This library is intended as a basic building block for IPv6/IPv4 real-time
applications such as end systems (IP-Telephony and multimedia conferencing applications) and
media gateways. TZI is using this library as a component for its media processor (described in
Deliverable 8) which performs media gatewaying and transcoding services for multimedia
conferencing applications in IPv6 and IPv4 networks.

The main design goal of this implementation is a high degree of flexibility in order to allow its
deployment in many different applications. The library makes no assumption on platform-
dependent socket-APIs and does not mandate any particular application design or programming
model. Its main service is the management of RTP sessions and the processing of received and
outgoing RTP and RTCP packets.

The services of the library are provided as interfaces that are implemented as C++ base classes for
derived classes defined by application programmers. Three different interfaces are defined:

• An event driven interface- By implementing this interface an application is
able to receive RTP event notifications reported by the library (e.g. received
RTP/RTCP packets, statistics or changes in the list of participants)

• Generic transport interface- RTP and RTCP are designed to be independent of
the underlying transport and network layers. The RTP library defines a generic
transport interface that must be implemented by the application.

• Generic notifier interface- In order to realise asynchronous event multiplexing
by main loops in application code, the library provides a generic notifier
interface that applications have to implement. The RTP library uses this
interface to register handlers for timers and other event sources. This allows
the integration of the library into both, single-threaded and multi-threaded
applications without prescribing a particular event notification scheme.



Deliverable 10 Status of Basic Components 1.0 6WINIT/0040

 5-Feb-02 6WINIT – IPv6 Wireless Internet IniTiative Page 31 of 63

3.2.2 Functionality

The generic notification and transport interfaces have to be implemented by the application. By
using the context method of the RTPSession object (Figure 2.3.1), the application passes
instances of the derived types to the library. A user-defined class that is derived from the
Transport class has to implement the following interface:

• socket_t open(session_addr_t addr, direction_t dir)
This method opens a channel for RTP or RTCP packets. The first argument
contains a generic description of a transport address and second argument
specifies one of the three types SEND_ONLY, RECEIVE_ONLY and
SEND_RECEIVE. It returns a unique identifier for this channel.

• void close(socket_t fd) Closes the channel identified by fd.
• int recv(socket_t fd, char *buffer, int len) Retrieves

data from the channel identified by fd.
• void send(socket_t fd, char *buffer, int len) Sends the

data of buffer over the channel identified by fd.
• The user-defined class that is derived from the Notifier class has to provide

the following interface:
• bool regF(handle_t hdl, socket_t fd, const

EventHandler& evhdl) This method registers a channel identified by
fd, which should be monitored. When data is received on this channel the
function evhdl is called.

• bool regT(handle_t hdl, msec_t msec, EventHandler&
evhdl) This method registers a timer identified by hdl. When the timer
expires the function evhdl is called.

• bool unreg(handle_t hdl) This method is used to unregister a timer
or channel monitor.

To receive events, an application has to create an object that is derived from one of the event
handler classes defined by the library. The following list contains all event handler types that are
provided:

• A PacketHandler processes RTPPacket and RTCPPacket objects.
• A DataHandler receives only the payload of RTP packets.
• A ComponentHandler receives only RTCP packets. The library splits the

received RTCP compound packets into RTCP packets and generates an event
for each of these packets.

• An SsrcHandler receives information about new and lost SSRCs.

The object of a type that is derived from one of these event handlers needs to be attached to the
RTPSession object to receive the event. By detaching an event handler, it is possible to stop
receiving a specific event type at run-time.

Figure 2.3.1 depicts the internal structure of the RTP library and provide an overview of the most
important classes in a class diagram. An application using the library initially creates an object of
RTPSession. This class provides an API to change the behavior of the library, to modify the
transport addresses and to define the media types. To join the session, the application has to
invoke the create method of this object. According to the options (OptionSet) the library
instantiates the needed objects of RTPReceiver, RTPTransmitter, RTCPReceiver and
RTCPTransmitter. The method finish of the RTPSession object has to be invoked in order to
leave the RTP session.
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RTPSession
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+ a rriv a l: Tim e
 e n c ryption: Bool
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+ transmit(p a c ke t:RtpPa c ke t)

RtpReceiver
 p a y lo a d :  Inte g e r
 re c v Pa c ke ts: Inte g e r
 re c v Byte s: Inte g e r

+ w h e n R e a d Re a d y(): Bo o l
+ p ro c e ss(): Bo o l

1

1

1
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RtcpPacket
 buffer: O Stre a m
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+ isVa lid (): Bo o l
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+ a d d BYE()
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+ p ro c e ssRe p o rtBlo c ks()

RtcpTransmitter
 a v g Size:  In te g e r
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+ whenExp ire d (): Bo o l
+ transmit(p a c ke t:Rtc p Pa c ke t)
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+ p ro c e ssSR()
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Receiver
+ a d d So u c e ()
+ re m o v e So u rc e ()
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OptionSet
+ l o o p b a c k: Bo o l
+ p ro m iscuous:  Bo o l
+ w e a kVa lid a tion:  Bool

re a d s
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re a d s

re a d s

1

1

Figure 3.2: Internal Structure of the RTP library

3.2.3 Availability and Current Status

The current implementation of the RTP library provides most of the features and properties
defined the RTP specification [Schulzrinne2001]. In addition, the library contains a map of all
RTP payload types defined in the RFC audio/video profile [Schulzrinne2001b] that can be
selected by using the payload number or an RTP mime type. This provides a simple way to
specify the used payload type.

The next steps in development will include the implementation of additional features of the RTP
specification, the provision of new event handler types and the implementation of RTCP feedback
mechanisms [Ott2001c].
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The source code of the RTP library for UNIX platforms is available at
http://www.dmn.tzi.org/6winit/software/librtp/.

4 ADDITIONAL SECURITY COMPONENTS

4.1 Public Key Infrastructures (PKIs)

4.1.1 Introduction

The basic job of a public key infrastructure is to define the mechanisms used both to allow a
recipient of a signed message to trust a digital signature and to allow a sender to find the
encryption key for a recipient. It is comprised of the elements needed to manage and enable the
effective use of public key encryption technology, particularly on a medium and large scale. The
base components are a certification authority, one (or several) registration authorities, and a
directory server. Some other extra components, like smart cards, time stamping servers, OCSP
servers, and so on, can be used depending on the services offered by a particular implementation
of a PKI.

In the specific context 6WINIT, this PKI issue is being addressed by UCL-CS, where two PKIs
have been implemented and tested: the Entrust Authority 5.0/6.0 and the University of Murcia
Public Key Infrastructure.

The first option, Entrust Authority 5.0/6.0, has an LDAP server that publishes the certificates of
the CA, users and processes.  It also publishes the PKI CRL which checks if a certificate is valid
at a particular time. A VPN Connector is also included to issue certificates to CISCO routers. It
makes use of the Informix software as a trusted database for the whole system and has an easy to
use AutoRA system for the generation of the user key pairs and certification request.

The second option, the University of Murcia Public Key Infrastructure, is characterised by the use
of open-source software, like Apache, Postgresql, OpenLDAP or OpenSSL, and the use of the
Java language for the development of every internal component. This PKI has support for LDAP
directories, Java Cards and RSA smart cards. It is also characterised by a policy-based
management and a web-based registration method for final users, which has been easily ported to
support IPv6. In addition to this, three advanced services are implemented in this infrastructure: a
Time-Stamping Authority, an OCSP Authority and a SCEP server, able to accept certificate
request from secure gateways.

4.1.2 Entrust Software

4.1.2.1 Introduction

The Entrust Authority 5.0/6.0 is highly interoperable and standards-based software. It is able to
securely manage private keys and certificates for final users and routers, allowing them to safely
exchange data on insecure networks.

4.1.2.2 Main Characteristics

In general, the most important characteristics of this PKI are:
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• It allows certificates to be requested, renewed and revoked for every entity
(final user or process) belonging to one organization.

• It allows the use of an LDAP directory to store the users and CA certificates
and CRLs.

• Final users can carry out the certification operations from their own web
browser using specific add-on software.

• It is highly interoperable with Microsoft products and systems.
• It is based on several well-known standards such as X.509, OCSP, LDAP, and

PKCS.
• It has support for the Certificate Enrolment Protocol (CEP), enabling CISCO

routers certificate requests.
• It has support for Microsoft Active Directory.
• End users can only connect to the LDAP directory or VPN connector using

IPv4.

4.1.2.3 Components

The most important components of the Entrust software in the specific scenario of VPN
Management are shown in Figure 4.1

Figure 4.1: Entrust VPN Management Main Components

A complete description of all the components appearing in this scenario and some others we have
also installed and tested are included in the next sections.
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AutoRA

This is an add-on component to the basic CA core software. It is intended to define a web-based
user self-enrolment solution, based on the use of shared secrets.

Authority

Authority is the core Entrust PKI solution, managing keys and certificates automatically and
enforcing policies for all PKI components. In addition, Entrust Authority provides PKIX-based
peer-to-peer and hierarchical cross-certification that it is very important for building medium and
large-scale trustworthy systems.

Through a GUI, the Authority Manager is able to manage (issue, renew and revoke) every
certificate related to whatever process –user or process– existing in the organization. Every
certificate, and the CRL, is published on one specific Entrust-enabled directory, named PeerLogic
Directory.

Certificate Repository

Certificates are stored in and managed by the LDAP-compliant PeerLogic Directory, a server
application that Entrust includes in its software distributions.

VPN Connector

This component is designed to act as a registration authority between VPN devices and the
Entrust PKI, using the standard PKCS #7 and #10 protocols, as well as the Certificate Enrolment
Protocol (CEP) protocol. It is particularly important for the enrolment of CISCO routers.

The VPN connector only functions over IPv4, but the certificates it issues can be used by VPN
devices that secure IPv6 traffic.

Policy

The Entrust PKI provides extensive policy management functionality, which can be used to
specify constraints for the operation of the PKI, e.g. minimum key lengths.  This includes the
ability to issue policy certificates, which can be used by ‘Entrust-Ready’ applications.

4.1.3 The University of Murcia Public Key Infrastructure

4.1.3.1 Introduction

The Public Key Infrastructure of the University of Murcia is based on the design and later
implementation of a complete and robust group of IPv6-enabled certification services.  It can be
used for any type of organisation that wants to provide its clients and/or users with public key
mechanisms for securing their communications.

In this PKI, a final user is able to carry out any kind of operation from their web browser: to
request a certificate, to renew it, to revoke it, to look for the certificate of another user, etc. It also
allows the use of smart cards to store the cryptographic information, so that it provides the user
mobility and increases the level of security of the whole system.
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4.1.3.2 Main Characteristics

In general, the most important characteristics of this PKI are:

• It allows certificates to be requested, renewed and revoked for every entity
(final user or process) belonging to one organisation.

• It allows the use of an LDAP directory to store the users and CA certificates
and CRLs.

• Final users can carry out the certification operations from their own web
browser or through the RA.

• Users can use smart cards to store cryptographic information  (private key,
certificate and CA’s certificate). This allows mobility and increases the
security of the whole system.

• It supports the definition of a Certification Policy that will establish the needed
restrictions inside an organisation. This policy is defined by the administrator
and is applicable in every PKI component (registration authority, certification
authority, request server, and so on).

• It is completely developed in Java, allowing the use of any operating system to
run an implementation of the PKI.

• It is based on those drafts and standards specified by the IETF inside its PKIX
working group.

• It has support for the SCEP (Simple Certificate Enrolment Protocol), enabling
router certificate requests.

• It has support for the OCSP protocol.
• Time Stamping is implemented in the system.
• The front-end of the whole system is IPv6 enabled, so final users can access to

the system using this network protocol.

4.1.3.3 Components

The most important components of the University of Murcia PKI in the specific scenario of User
Certificate Management are shown in figure 4.2.
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 Figure 4.2: University of Murcia User and VPN Certification Main Components
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Final Users

End users can carry out their certification operations through their navigator or through the RA. If
it is a certification request, this is stored in the Request Server, it is validated or deleted by the
RA, and is issued by the CA. If it is a renewal or revocation request, it is processed directly by the
CA.

Users with web browsers can use their smart cards to store the cryptographic information by
means of the Microsoft CSP (Cryptographic Service Provider) and the RSA PKCS#11 modules
also developed by UMU. This increases user mobility and the level of security of the whole
system.

Policy

The use of Certification Policies (designed according to the IETF) is one of the main
characteristics of the University of Murcia PKI. All the operations performed in any of the PKI
components should be compatible with the definition of the Policy associated with this component
or they will not be processed.

Certification Policies define the restrictions that an organisation can apply on the certification
operations of their users. For example an organisation may require that every issued certificates
make use of RSA keys, with a minimum length of 2048 bits, or that a particular certificate can
only be renewed inside some specific time period.

Certificate Repository

The University of Murcia PKI supports, as an optional component, the use of LDAP servers as
certificate repositories, where the CA and user certificates and CRLs can be stored.

Smart Cards

Smart cards are used to store the cryptographic information (private key, user certificate and CA
certificate) of one user. They can be used in every Java entity (RA, CA, and so on) and in web
browsers (through the cryptographic modules –RSA PKCS#11 and Microsoft Cryptographic
Service Provider– developed by the University of Murcia).

4.1.4 Summary

In the specific context of the 6WINIT project, and after analysing and testing in real scenarios the
main characteristics of both public key infrastructures, we have concluded that the University of
Murcia Public Key Infrastructure seems to be the more appropriate one, based on the project
objectives. In fact, it is the only one that has currently IPv6 support (Entrust has indicated that
they do not have any plans in the near future for making Entrust PKI IPv6 enabled), which it is a
must for all the basic components of this project.

Furthermore, it comes from a research group, UMU-DIIC, that has a close research collaboration
agreement with UCL-CS, and whatever modifications needed in the future for a specific 6WINIT
testing scenario, these can be easily performed.

The use of open-source components and Java makes the system more portable and easy to use by
the different project partners. Some advanced components are missing from the Entrust software,
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like OCSP, Time Stamping, smart card support and this has motivated the establishment of the
University of Murcia PKI as the public key architecture to be used in this project.

Finally, it has become clear that the recent Euto6IX and 6NET projects will use the University of
Murcia PKI. This clearly then, will produce a structure that will carry over into its future.

4.2 VPN Components

The Internet has become a popular and low-cost backbone infrastructure. Its universal reach has
led many organizations to consider building secure virtual private networks (VPNs) over the
public Internet. The challenge in designing a VPN for today′s global business environment is to
use the public Internet backbone for both intra-company and inter-company communication while
still providing the security of the traditional private, self-administered corporate network.

The technology to implement these virtual private networks in IPv6 environments, however, is
just becoming standardised. Some vendors today are offering non-standards-based VPN solutions
that make it difficult for an organisation to incorporate all its employees, partners and suppliers
into an extended corporate network. However, VPN solutions based on Internet Engineering Task
Force (IETF) standards, as IPsec or PKI, are providing support for the full range of VPN
scenarios with more interoperability and expansion capabilities.

On the practical side, we have been working with CISCO and 6WIND routers. Currently, CISCO
provides IOS supporting IPv6 but not IPsec and vice versa, so currently it is not possible to define
IPv6-enabled VPNs between two CISCO routers. However, it is expected that this limitation will
be removed by June 2002. These routers can be easily certified using the proprietary CEP
protocol (Certificate Enrolment Protocol) with both the Entrust and the University of Murcia PKI.

On the other hand, 6WIND routers are able to create IPsec tunnels over IPv6 connections,
including also the possibility of being certified by a PKI.

4.3 Firewall Components

4.3.1 6WIND Edge Device support

4.3.1.1 Status

The 6WIND Edge Device provides IPv4 and IPv6 Packet Filtering mechanisms that have been
recently implemented and that are available in version 4.1. This Firewall functionality is used to
protect local networks when they are interconnected with non-secure networks, like Internet.

4.3.1.2 Brief description

The IPv4/v6 filters configured in the IP Edge Device can allow, deny, forward or divert the
incoming IP flows. Security can be reinforced by the deployment of application firewall proxies
(HTTP, SMTP, etc) able to filter sessions. These proxies are located on a dedicated network in a
so-called DMZ zone (see figure below). The servers connected on the DMZ network are the only
stations that can be accessed from outside.

The architecture can be combined with an IPSec VPN one. In that case, all traffic defined by the
IPSec security tunnels should be allowed to pass through the packet filter. When the two
techniques are used, the 6WIND Edge Device automatically creates the corresponding rules.
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The documentation has also been updated and version 4.1 describes how to configure IPv4 and
IPv6 packet filtering functions in order to deploy firewall applications.

Rules

A rule is defined by: a sequence number, an action and a packet selector.

For each packet, the filter browses a rule list in the sequence number order. When the first rule
whose selector matches the packet is encountered, its action is applied and browsing stops. The
default rule is the last one. It matches every packet and refuses them.

The possible actions are allowing, refusing, diverting and forwarding the packet.

The selector may match upon one or several of the following parameters: protocol (IP, TCP,
UDP, etc), source address and mask, destination address and mask, source port list, destination
port list, interface, direction (in/out), fragment flag, IP options, ICMP types, TCP states.

Dynamic Rules

The filtering module manages dynamic rules (see Rule Syntax in the manual, keep_state
option). These rules are created with a limited lifetime and with a selector matching the
parameters (addresses and ports) of the matching packet.

Dynamic rules are typically used to directly allow some legitimate traffic (e.g. TCP session). They
are usually checked near the beginning of the ruleset.

Stateful Management

This is done in association with the dynamic rules. The lifetime of a dynamic rule is refreshed
when a matching packet is encountered.

For TCP sessions, the lifetime of the corresponding dynamic rules is also adapted to the state of
the session. It's kept short during the synchronization step and final exchange, and longer for the
established step.

4.3.1.3 Packet Filtering and IPSec Configuration

All traffic defined by the IPSec security tunnels must be allowed to pass through the packet filter.

Thus the corresponding rules are automatically created in the 6WIND Edge Device configuration.
For each security tunnel, two filter rules are created, for incoming and outgoing traffic.

They are numbered from 1000 to 5000 and cannot be modified by the user.

4.3.1.4 Firewall Architecture

The following figure describes a typical firewall architecture used to protect the access to a local
network. In this architecture, the 6WIND IP Edge Device implements IPv4 and IPv6 filtering.

The IP filters configured in the IP Edge Device can allow, deny, forward or divert the incoming IP
flows. Security can be reinforced by the deployment of application firewall proxies (HTTP,
SMTP, etc) able to filter sessions. These proxies are located on a dedicated network in a so-called
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DMZ zone. The servers connected on the DMZ network are the only stations that can be accessed
from outside.

Figure 4.3: Example of firewall architecture

The architecture can be combined with an IPSec VPN one. All traffic defined by the IPSec
security tunnels must be allowed to pass through the packet filter. When the two techniques are
used, the corresponding rules should be automatically created to simplify management tasks. The
6WIND Edge Device is now taking this issue into account.

Packet filtering configuration consists in a sequenced list of rules. Each rule contains a packet
selector and the associated action. This function allows the definition of a list of flows that will be
enabled or disabled through the device.

There are two independent lists of filtering rules: one for IPv4 flows and one for IPv6 flows.

4.4 Secure Announcements

During previous projects, we have modified an earlier Session Announcing tool from Van
Jacobson (SD), and provided SDR. We then worked through the MMUSIC group of the IETF to
standardise security procedures for SDR.  The authentication aspects of SAP have now been
standardised but we are unable to get agreement on standardisation for confidentiality of
announcements.  Nevertheless, we developed a version of SDR, which used public key
cryptography to sign announcements. We also developed an implementation, which did
symmetric encryption, with the symmetric key itself distributed by the use of an asymmetric
Group Encryption Key (GEK). The GEK was distributed securely, e.g. by PGP or S-MIME, to the
authorised participants. An implementation was provided in the latest version of SDR (v2.7e).

Since secured SAP was not standardised, we feel that SDR would be of limited use.  We therefore
developed an alternative web-based mechanism, which allows storage and access of sessions in a
way that can be secure - the UCL Secure Conference Store (Figure 4.4).  Users can create and join
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secure sessions easily via their web browser - using our SPAR Java applet to start the media tools
in secure mode.

Figure 4.4: UCL Secure Conference Store

Currently, the system provides a store for session details for multicast conferences, so arranged
that users can join the sessions easily via their web browser. The system is designed to manage
secure conferences, but may be used to manage any conference. The server also maintains a cache
of SAP announcements, created by other announcement tools such as SDR, and allows public
sessions to be created. Any user can view such announcements and join the relevant sessions.

The browser-server dialogue is protected by HTTP-S over IPv4 and IPv6. It can be used either
with a simple user chosen "username" and "password" or with a user certificate stored in the
browser.

For controlling access to the private session announcements, groups of users can be created by
group managers who can add/remove users, create/delete sessions and change keys. Group
managers can also grant management capabilities to other group members. Apart from the public
sessions, users have access only to the session information for groups to which they belong;
however, they may request to join a group that is not secret (i.e. one that they can see on the
server).

The server maintains a database of conference sessions, created using user-supplied details plus a
random set of multicast addresses, ports and, if required, encryption keys. When setting up
sessions, the server selects multicast addresses at random from the “GLOP” address space [RFC
3180]; these addresses are unique across all active sessions defined. Random, even numbered
ports are selected, which are unique for each of the media defined for the session. The session
encryption keys are random alphabetic strings - they can be changed at any time (e.g. when a
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group manager removes a user). The server automatically removes a session after the expiry time
(as set when created). When a user joins a session, a server script generates an HTML page
referencing the SPAR Java applet and encodes the session details as SDP data (passed in the
HTML as a parameter to the applet). The applet is run by the browser and parses the SDP to
execute the media tools on the host with the correct addresses/ports/keys required for the session.
The server can run on both IPv4 and IPv6 networks and manage sessions for either. It is available
as an open facility, accessible by anyone, on a secure web server at UCL.

4.4.1.1 Sdp PARser (SPAR) Java Applet

The Java applet parses the SDP, extracts essential parameters and then starts the tools with the
parameters on the client machine. The SDP content is embedded within the HTML as a parameter
to the applet. The field terminator used in the SDP is replaced with a 'browser friendly' alternative
because the browser removes the SDP’s CR/LF field terminator. The advantage of using HTTP to
communicate the SDP content between client and server is that the SDP content (with encryption
keys) will also be secure.

For obvious security reasons standard Java applets do not have permission to access local
resources and thus cannot execute software on the client machine. To overcome this, both
Netscape Communicator and Microsoft Internet Explorer 4 allow applets to be digitally signed
with a private key associated to a RSA object-signing certificate. If the user accepts the certificate,
therefore trusting the applet, then the browser allows the applet access permissions outside the
Java security sandbox.

4.5 Secure Session Initiation

The Session Initiation Protocol (SIP) provides an alternate mechanism whereby a user can be
invited to participate in a conference. SIP does not care whether the session is already ongoing, or
is just being created. It does not care whether the conference is a small tightly coupled session or a
huge broadcast – it merely conveys an invitation to a user in a timely manner, inviting her to
participate, and provides enough information for her to be able to know what sort of session to
expect.  Thus although SIP can be used to make telephone-style calls, it is by no means restricted
to that style of conference.

As many users are mobile, it is important that such an invitation mechanism be capable of
locating and inviting a user in a location-independent manner. Thus user addresses need to be
used as a level of indirection rather than routing a call to a specific terminal. The invitation
mechanism also provides for alternative responses, such as leaving a message or being referred to
another user. Mobile IP will provide location independence at the IP level though users may also
require mobility above IP.

It is also possible to use off-line mechanisms for providing the information on upcoming sessions.
One is to send the information by e-mail; mailer plug-ins can parse messages and start sessions
automatically.

A version of SIP is implemented in the SDR tool. However, this was based on earlier standards.
We have now decided to base our work on an implementation from Bremen University. This
implementation will only become available in early 2002 - the version currently available is not
really a usable module, so we have decided to postpone this activity for the time being.



Deliverable 10 Status of Basic Components 1.0 6WINIT/0040

 5-Feb-02 6WINIT – IPv6 Wireless Internet IniTiative Page 44 of 63

5 QOS FACILITATING COMPONENTS

The bandwidth-intensive applications stretch network capabilities and resources, but also
complement, add value, and enhance every business process. Networks must provide secure,
predictable, measurable, and sometimes guaranteed services. Achieving the required Quality of
Service (QoS) by managing delay, delay variation (jitter), bandwidth, and packet loss parameters
on a network becomes the secret of a successful end-to-end business solution.

5.1 QoS support at Boundaries (Gateways, routers) and endpoints (hosts)

Quality of Service is a rather broad topic that is realised in several forms.  In the case of
differentiated services (DiffServ), there is an existing IETF standard (RFC-2474) that defines a
field for code points for either IPv4 or IPv6. Vendor support for this and related DIFFSERV
standards are beginning to be supported by the vendor community.

Many vendors, who are delivering high performance routers and gateways, support the DiffServ
based QoS. Most of the implementations leverage the new IETF definition of the IPv4 Type of
Service (ToS) octet in the IP packet-header by using the Differentiated Services Code Point
(DSCP) field to classify packets into any of the 64 possible classes. Once the packets are
classified IETF-defined per-hop behaviours (PHBs) including assured forwarding (AF) and
expedited forwarding (EF) are implemented using Cisco's QoS tool chest. Traffic that is
characterised as EF will receive the lowest latency, jitter and assured bandwidth services which is
suitable for applications such as VoIP. AF allows allocating the bandwidth between multiple
classes in a network according to desired policies. As an additional feature, Cisco's
implementation also allows you construction of user-defined PHBs, beyond the scope of AF &
EF. Thus, DSCP code points other than the ones reserved for AF, EF, and best effort service can
be associated with an arbitrary PHB. Since there is no change identified between IPv4 and IPv6
DiffServ mechanism, it can be assumed that the IPv6 support from these vendors will support the
DiffServ for IPv6 as well.

The Resource Reservation Protocol (RSVP) has been designed to operate over both IPv4 and
IPv6.  Vendor support for RSVP is rather limited and generally does not apply to QoS support for
boundaries or edge networks because of its original design of being an end-to-end protocol.
Within an IPv6 protocol stack, the QoS flow label is defined to support end-to-end QoS.
Unfortunately, no vendor supports this functionality so far. This is also due to the fact that IETF
has not set a priority on this feature, in their activities of working groups.

Telscom has implemented this feature in their SW routers that can be used both as a router and a
gateway, for demonstration purposes.

5.1.1 Quality of Service supported on the AXI462

The Quality of Service implementation on the Ericsson Telebit AXI462 has support for both
differentiated and integrated Quality of Service aspects for IPv4 and IPv6. A more detailed
description of the functionality was given in Section 5.3 of Deliverable 2 – The Status of
Gateways and Relays. The functions have not been developed as part of the 6WINIT project and
moreover, Ericsson Telebit does not plan to enhance the existing functions or to add new
functions in this area as part of the 6WINIT project.
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5.1.1.1 Differentiated Services

The Quality of Service implementation supports the Differentiated Service framework in which
incoming IP packets are classed into dedicated queues corresponding to various levels of Quality
of Service. The Quality of Services classes supported are Expedited and Assured forwarding PHB
for both IPv4 and IPv6.

The implementation is in accordance with RFC 2474, 2475, 2597 and 2698 and is supported on
the E1/T1 communication controllers on serial interfaces.

The traffic classification is based on a mapping of a packet flow to the configured Quality of
Service classes. Filters, and hence the classes of services, can be defined based on the packets
DIFFSERV-field or on various parts of the entire protocol header. The implementation thus
supports classification of traffic from hosts that do not deploy the DIFFSERV-field.

5.1.1.2 Integrated Services

The implementation has support for the Integrated Quality of Service framework for IPv4 and
IPv6 by means of support for the Controlled-Load and Guaranteed Delay Service of the Resource
Reservation Protocol (RSVP).  Though the use of RSVP is supported on all interfaces, the Quality
of Service can only effectively be provided over ATM links.

5.1.2 6WIND Edge Device support

5.1.2.1 Status

DiffServ is available. This function and its Management are already included in the commercial
version.

The architecture of this component and the implementation description has been provided in the
D2 document. These DiffServ functions have not been developed for the 6WINIT project but
before the beginning this current project. Some tests had been already performed during a
previous European project dealing with IPv6.

5.1.2.2 Brief description

The 6WIND Edge Device implements the standard mechanisms and is compliant with RFC 2475
"Architecture for Differentiated Services”. It implements flow classification, queues management
and scheduling mechanisms.

Thus, the Edge Device implements the standard EF and AF PHB as described in the RFC. It
allows the classical best effort.

The Edge Device supports DiffServ for both IPv6 and IPv4 protocols. All the QoS mechanisms of
the Edge Device can be applied on the two versions of IP, IPv6 and IPv4.

The management of classes and all parameters associated with DiffServ configuration is taken
into account by the graphical 6WIND Management tool.

A detailed description is provided in Deliverable 2 "The Status of Basic Relays and Gateways".

The following figure gives a global view of the functions applied to the IP flows within the
DiffServ module of the 6WIND Edge Device.
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Figure 5.1: DiffServ Mechanisms

5.1.2.3 Interoperability between DiffServ and IPSEC and IPv6 Tunnels

The 6WIND Edge Device implementation of DiffServ allows interoperability with IPSEC/IKE
functions and Migration mechanisms (tunnels) also provided by this equipment.

The DiffServ Architecture is based on a simple model where traffic entering a network is
classified and possibly conditioned at the boundaries of the network.

As shown on the following figure, it can be combined with other functions provided by the
6WIND Edge Device, like Security functions and IPv4/v6 Transition functions.
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Figure 5.2: At the Boundary, DiffServ classifies and regulates traffic

5.1.3 ALTQ mechanism implemented at UCL

Queuing support in the form of weighted fair queuing exists by those routing vendors that support
IPv6.  In addition, public domain packages such as ALTQ also support IPv6 based queuing
disciplines.  UCL has done some preliminary testing with ALT-Q by defining IPv6 classifiers.

5.1.4 QoS implementation at Telscom

Telscom has implemented IPv6 router functionality on LINUX machine supporting both DiffServ
and flow label based QoS.

5.1.4.1 DiffServ for IPv4/IPv6

The IPv4 DiffServ network has been upgraded to IPv6 so that seamless interoperability between
IPv4 and IPv6 networks can be tested. The network topology does not change. The system is well
suited for laboratory testing and not for large networks.
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Figure 5.3: DiffServ for IPv4/IPv6 Setup

5.1.4.2 Use of Flow label

The flow label in the IPv6 header is a special feature that is intended to deploy a QoS IntServ in
the access (at the edge device level). TELSCOM worked on such an implementation as an attempt
to use this field for controlling the QoS. The internal network used as testbed is shown here.

Figure 5.4:  Flow label based QoS test scenario
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In this network, the sending end point “Neptune”, before sending a packet flow to the destination
Mercury, sets a random label in the relative field present in the IPv6 header, called “Flow Label”,
20 bits long.

The IPv6 router “Hercules” reads the Flow label field and, if it is different from zero, it forwards
all the packets, belonging to the same application, to the same next hop.

The reason for using 20 bits is to decrease the possibility that two different applications bring the
same flow label number.

5.2 Diffserv Resource Management in IP-based Radio Access Networks

5.2.1 Introduction

An IP-based RAN is a wired portion of a cellular system GSM, CDMA and WCDMA and its
boundaries are a collection of radio Base Stations and the gateways to the cellular core network.

These networks have different characteristics when compared to traditional IP networks, such as
support for large amount of real-time traffic, frequent use of costly leased transmission lines and
support of frequent and low delay mobility operations, e.g. handover. As such, there is a clear
need for introduction of dynamic resource management mechanisms for these networks.

As none of the currently known dynamic resource management mechanisms fully satisfies the
requirements for an appropriate resource management scheme within an IP-based RAN, Ericsson
has suggested the Resource Management in DiffServ (RMD) scheme. It is an edge-to-edge
resource reservation scheme that extends the DiffServ architecture with new admission control
and resource reservation concepts and features aiming at extreme simplicity and low cost of
implementation along with good scaling properties.

5.2.2  Resource Management in DiffServ – RMD Framework

The RMD framework is designed as an open framework, interoperable with other resource
management mechanisms, with wide scope of applicability in different types of DiffServ
networks. The RMD framework is based on DiffServ principles for QoS provisioning and extends
these principles with new ones necessary to provide dynamic resource provisioning and admission
control in DiffServ domains. Complying with DiffServ, the resource management should not
affect network scalability. Therefore, the RMD framework separates the problem of a complex
reservation within a domain from a simple reservation within a node. Accordingly there are two
types of protocols defined within the RMD:

• Per Hop Reservation (PHR), which is extending the DiffServ Per Hop
Behaviour (PHB) with dynamic resource management. The PHB is defined as
the externally observable behaviour applied at any DiffServ node to a
collection of packets with the same DiffServ Code Point (DSCP) crossing a
link in a particular direction. The DSCP is used to provide service
differentiation and is represented by the six most significant bits of either the
Type of Service (TOS) field in the IPv4 header or the Traffic Class octet field
in the IPv6 header.
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• Per Domain Reservation (PDR), which is extending the DiffServ Per Domain
Behaviour (PDB) with dynamic resource management. A PDB describes the
behaviour experienced by a particular set of packets as they cross a DiffServ
domain.

The Per Hop Reservation (PHR) protocol is used to perform a per-hop reservation per PHB. The
PHR protocol is used on a per hop basis. This protocol is optimised to reduce the requirements on
the functionality of the interior nodes. For example, the nodes that are implementing this protocol
type do not need to have per flow responsibilities.

The Per Domain Reservation (PDR) protocol is used for resource management in the entire
DiffServ domain. This protocol handles the dynamic reservation requests, that is, their admission
or rejection, possibly based on the results of the per-hop reservation (PHR).

In the RMD framework, different PDR and PHR protocols can be used within a DiffServ domain
simultaneously. The PHR protocol is a newly defined protocol while the PDR protocol is either a
newly defined protocol or an existing, like RSVP, RSVP Aggregation, Simple Network
Management Protocol (SNMP) or Common Open Policy Service (COPS).

5.2.3 Per Domain Reservation – PDR protocol

A PDR protocol as it is used for resource management in the entire DiffServ domain, handles the
reservation requests. The “QoS requests” are generated externally to the DiffServ domain and can
be notified by means of various protocols (RSVP, RSVP aggregation, etc.). The edge node with
PDR functionality in place will always be able to interpret these QoS requests and map them into
appropriate DSCPs (or PHBs) that are to be used in the DiffServ domain. The admission or
rejection of the “QoS requests” depends on the results of the per-hop reservation (PHR) in the
DiffServ domain. The PDR protocol thus is a link between the external resource reservation
scheme and the PHR. Because of this the PDR protocol will have to associate the external QoS
request flow specification identifier (ID) with the internal PHR resource reservation request. The
flow specification ID is used to identify a (possibly aggregated) state that will only be maintained
in the edge nodes. Depending on the PDR type used different flow IDs can be specified. For
example, a flow specification ID can be a combination of source IP address, destination IP
address and the DSCP field.

In general a PDR protocol implements all or a subset of the following functions, depending on the
type of the network where the RMD is to be applied:

• Mapping of external QoS request to a DiffServ Code Point (DSCP);
• Admission control and/or resource reservation within a domain;
• Maintenance of flow identifier and reservation state per flow, e.g. by using soft

state refresh;
• Notification of the ingress node IP address to the egress node;
• Notification of lost signalling messages (PHR and PDR) occurred in the

communication path from the ingress to the egress nodes;
• Notification of resource availability in all the nodes located in the

communication path from the ingress to the egress nodes;
• Initiation of a bi-directional resource reservation request.
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5.2.4 Per Hop Reservation – PHR

The Per Hop Reservation (PHR) protocol extends the DiffServ PHB with resource reservation,
that is, it enabled reservation of resources per DiffServ class – per PHB in each node within a
DiffServ domain.

Within the RMD framework there are two different PHR groups specified which are described in
the next sections.

5.2.4.1 The Reservation–Based PHR group

This PHR group enables dynamic resource reservation per PHB in each node in the
communication path from an ingress node to an egress node. All the nodes using this group
maintaining one state per PHB, thus without any per flow information. This is accomplished by
using the reservation soft state principle where the resources have to be refreshed regularly;
otherwise, they will be released.

The reservation is done in terms of resource units, which may be based on a single parameter,
such as bandwidth, or on more sophisticated parameters. For each PHB there will be a threshold
specifying the maximum number of available resource units configured. This threshold may be
configured statically as well as dynamically.

5.2.4.2 The Measurement-based Admission Control (MBAC) PHR group

The PHR group is defined such that the availability of resources is checked by means of
measurements before any “QoS requests” are admitted, without maintaining any PHR reservation
state in the nodes along the communication path. The measurements are done on the average real
time traffic (user) data load. The main advantage of this PHR group is that Measurement-Based
Admission Control (MBAC) has the potential of more efficient resource utilisation. The only state
information maintained for the measurement based PHR relates to the measured user traffic load
associated to the PHB and the maximum allowable traffic load per PHB.

In the future there may other PHR groups or new types of PHR protocols emerge within a group.

In general a PHR protocol implements all or a subset of the following functions:

• Admission control and/or resource reservation within a node;
• Management of one reservation state per PHB by using soft updates;
• Measurement of the user traffic load;
• Stores a pre-configured threshold value on maximal allowable traffic load (or

resource units) per PHB;
• Adaptation to load sharing. Load sharing allows interior nodes to take

advantage of multiple routes to the same destination by sending via some or all
of these available routes. The PHR protocol has to adapt to load sharing once it
is used;

• Severe congestion notification. This situation occurs as a result of route
changes, a link failure, or a long period of congestion. The PHR has to notify
the edges about the occurrence of this situation;

• Transparent transport of PDR messages. The PHR protocol may encapsulate
and transport PDR messages from an ingress node to an egress node.
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5.2.5  RMD On DemAnd (RODA) PHR

The Resource Management in DiffServ (RMD) On DemAnd (RODA) PHR is a unicast edge-to-
edge protocol designed for a single DiffServ domain, aiming at extreme simplicity and low cost of
implementation along with good scaling properties. The RODA PHR protocol is specified in an
Internet Draft from April 2001 (work in progress) and belongs to the Reservation-Based PHR
group. Except for the measurement of the data traffic load function, it performs all the functions
listed above. It operates on a hop-by-hop basis on all nodes, both edge and interior, located in an
edge-to-edge DiffServ domain. This PHR protocol can be applied in DiffServ domains that use
either IPv4 or IPv6.

There are two RODA PHR protocol messages specified: the “PHR_Resource_Request” and
“PHR_Refresh_Update”.

• The PHR_Resource_Request is used to initiate or update the PHB reservation
state on all nodes located on the communication path between the ingress and
egress nodes according to an external QoS Request. Furthermore, the
PHR_Resource_Request message does not refresh any existing soft state
reservation.

• The PHR_Refresh_Update is used to refresh the PHB reservation soft state on
all nodes located on the communication path between the ingress and egress
nodes according to a resource reservation request that was successfully
processed by the PHR functionality during a previous refresh period.

Assuming that typical IP routing protocols are used, i.e. packets are routed based on IP destination
address, all the RODA PHR signalling messages that are generated by the edge nodes should use
the IP addresses of the end hosts involved in the resource reservation session as the source and
destination IP addresses. In this way the data traffic will follow the same communication path as
the RODA PHR messages.

5.2.6 Interoperability of the RODA PHR with the PDR

As already mentioned in the RMD framework, the admission or rejection of the incoming QoS
request is dependent on the result of the PHR signalling protocol. The PDR protocol is the one
that links the external “QoS request” and the PHR protocol. An example of the interoperability of
the PDR with the RODA PHR is shown here abstracted from the details. It is assumed that the
PDR protocol messages are transmitted as encapsulated in the PHR messages. Also the PDR
messages are just an abstraction representing the functions related to the PDR functionality. These
PDR signalling exemplification messages are listed below:

• The ingress node in order to initiate or update the PDR state in the egress node
generates PDR_Reservation_Request.

• PDR_Refresh_Request is sent by the ingress node to the egress node to refresh
the PDR states located in the egress node.

• PDR_Reservation_Report is sent by the egress node to the ingress node to
confirm that a “PHR_Resource_Request”/”PDR_Reservation_Request” has
been received and that the request has been admitted or rejected.

• PDR_Refresh_Report is sent by the egress node to the ingress node to report
that a “PHR_Refresh_Update”/”PDR_Refresh_Request” message has been
received and processed.

Once a QoS request arrives at the ingress node, the PDR protocol will classify it into an
appropriate DSCP and calculate the associated resource unit for this QoS request, i.e. bandwidth
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parameter. The PDR state will be associated with a flow specification ID. If the QoS request is
satisfied locally then the ingress node will generate the “PHR_Resource_Request” signalling
message and the “PDR_Reservation_Request”, which will be encapsulated in the
“PHR_Resource_Request” signalling message. The interior node receiving the
“PHR_Resource_Request” will identify the DSCP of the PHR signalling message and reserve the
requested resources, if they are available. The requested amount of resource units is to be added to
the total amount of reserved resources for that DiffServ class PHB. Once the
“PHR_Resource_Request” message arrives at the egress node, the egress node decapsulates the
“PDR_Reservation_Request” and creates/identifies the flow specification ID and the state
associated with it. In order to report the successful reservation to the ingress node, the egress
mode will send the “PDR_Reservation_Report” message back to the ingress node. Upon receiving
this message, the ingress node will inform the external source of the successful reservation, which
will in turn send traffic (user) data.

The reserved PHR resources need to be refreshed (updated). This will be achieved by means of
the “PHR_Refresh_Update” message. This message may encapsulate a “PDR_Refresh_Request”
message. The resources will be released if there are no “PHR_Refresh_Update” messages
received during a refresh period.

The flow diagram of this example for a successful reservation is given below:

Ingress Interior Interior Egress    
    |       |       |       |

     QoS Request à  |       |       |       |

     PHR_Resource_Requestà|       |       |

     |      (PDR_ResReq*)       PHR_Resource_Requestà|       |

            (PDR_ResReq*)        PHR_Resource_Requestà

     (PDR_ResReq* )

 ßßßßßßPDR_Reservation_Reportßßßßßßßßßßßß

àààààààààData (User) Traffic  ààààààààààà

     PHR_Refresh_Updateàà

        (PDR_RefReq*)        PHR_Refresh_Update àà

(PDR_RefReq*)           PHR_Refresh_Updateà

            (PDR_RefReq*)

ßßßßßßßß PDR_Refresh_Report ßßßßßßßßßßßß

*   PDR_ResReq, PDR_RefReq are theencapsulated PDR messages

PDR_ResReq: PDR_Reservation_Request

PDR_RefReq: PDR_Refresh_Request

If there were no resources available in the one of the interior nodes, the
“PHR_Resource_Request” will be marked and as a result the “QoS request” could be rejected.
The ingress node will be notified of the lack of the resources by means of the marked
“PDR_Reservation_Report” message. The interior nodes that have reserved PHR resources for a
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QoS request, which was rejected, will release them during a refresh period, since no refresh PHR
signalling messages will arrive.

The flow diagram for a failed (unsuccessful) reservation is shown below:

Ingress Interior Interior Egress

      QoS Requestà   |         |       |         |

      PHR_Resource_Requestà|        |         |

                 (PDR_ResReq*)

          PHR_Resource_Request (marked) àààààààà|

                               (PDR_ResReq*)          |

       |ßßßßß PDR_Reservation_Report (marked) ßßßßßßßßßßßßß<|

    ßßQoS Request   |

             Rejected

*   PDR_ResReq is the encapsulated PDR message

PDR_ResReq: PDR_Reservation_Request

5.2.7 RMD Prototype

In order to prove the feasibility of the RMD framework a prototype has been developed. The
RMD framework prototype, including the RODA PHR, has been implemented in Linux.

Starting from the 2.1.x kernel version, Linux provides various traffic control functions, which are
a good foundation for Linux support of IP QoS mechanisms. The prototype includes the kernel
traffic control functions and also the user-space programs to control them. Preserving the ability
of Linux to function in a multi-protocol environment, the traffic control functions, i.e. QoS
support, is implemented in the device data link layer. In this way the traffic control functions will
apply to the whole traffic passing through, independently of the network protocol used. Once the
forwarding block selects the appropriate interface, the traffic control will perform queuing, set up
classes and filters that control the packets sent on the output interface.

5.2.8 Ongoing work

The basic load control algorithm performs distributed admission control decision, uses only
aggregated network states (one per per-hop-behaviour  - PHB) and soft state approach with
periodic refreshes to account for resource usage. It is enhanced by several means to adapt it to
recent networking requirement. The ongoing work includes solution to multi-rate reservation,
enhancements in network utilisation adapting the protocol to transient periods and handling of
possible quality of service violations. These enhancements of the basic Load Control protocol are
also included in to the prototype.
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6 SOFAR

6.1 Introduction

The Southampton Framework for Agent Research (SoFAR) is a framework for developing
distributed Multi-Agent Systems, specifically those designed for Distributed Information
Management tasks. SoFAR agents communicate in terms of speech acts, with facilities for
ontology implementation and agent-based service brokering.

The test machines are running Linux Red Hat 7.1, and were installed with 1.4.0 Java
Development Kits made available under the CAP testing program from Sun.

6.2 IPv6 in JAVA

The SoFAR framework has been implemented in the Java language, and has been the subject of
our tests with the updated java.net package as supplied with the Java Development Kit version
(JDK) 1.4.0. SoFAR agents communicate using the RMI mechanism, and benefit from the
automatic support for IPv6 sockets in JDK 1.4.0.

IP addresses in java are represented with the InetAddress class.  Since JDK 1.4.0, this class has
been changed from its previous ‘final’ status and is now subclassed by Inet4Address and
Inet6Address. When an internet address object is created by host name resolution, i.e. from the
static method InetAddress.getByName, the specific subclass is returned.

For the Java Virtual Machines to prefer IPv6 communication protocols, the following java
property should be set: “java.net.preferIPv6Addresses”. When this is used, methods that create
networking components, i.e. creating a new ServerSocket class, will use IPv6. It also instructs the
host name resolution process to return an IPv6 record when there is a choice between IPv6 and
IPv4.

6.3 Applications

There are two applications in SoFAR that we have focused on producing IPv6 results for:
Streamed MIDI Events and RTP Relay. Both of the applications focus on distributed information
management at the agency level. A client is able to ‘subscribe’ to events in the framework, and as
consequence is informed of those events when they occur.

6.4 Streamed MIDI Events

Our first application for the SoFAR framework is a distributed information source and sink in the
form of MIDI events. Our scenario involves using a digital mixer (Yamaha Digital Mixer 01V) to
control audio levels in a studio environment. The hosts in this demonstration are each installed
with Red Hat Linux 7.1 and development versions of JDK 1.4.0.

The mixer is connected to a host in the IPv6 network via a MIDI cable. Two agents are installed
on this host which read and write MIDI events to the digital mixer, named MidiMixerReader and
MidiMixerWriter respectively. Another agent within the IPv6 network, named MidiAgent,
provides a subscription based service for fader levels. A subscriber, the MidiClient for example,
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can opt to receive notifications during changes to a particular fader. In our demonstration, we
have placed the client within a network that supports IPv4 and IPv6.

The MidiClient can also request the level that a fader should be set to. When such an agent
changes a fader level, the digital mixer’s local agent, the MidiMixerWriter, sends MIDI
commands to move the fader controls on the mixer’s console.

Mixed IPv4 / IPv6
network

IPv6 only
network

FreeBSD router

MidiMixer
Reader

MidiAgent

MidiMixer
Writer

MidiClient
(wireless)

MIDI controlled
Digital Mixer

Figure 6.1 - MIDI Stream agent topography

This configuration has been tested using IPv6 only traffic and a mixture of IPv6 and IPv4 traffic,
by using a NAT/PT interface on the router between the two networks. The MidiClient runs on a
laptop with an 802.11b interface. Our future plan with this demonstrator is to provide the
framework with location information about the laptop, so that location can become part of a
negotiation process. For example, the person sitting closest to a speaker would have a greater
influence of the fader level which controls that speaker.

6.5 RTP Relay

The RTP Agent is an agent that brokers Real-time Transfer Protocol (RTP) streams. In the
demonstration, RTP payload packets are not transmitted within the agent communication
language, but separately by an IPv6 tool, named “relay”, which relays the packets. The purpose of
the agent framework in this application is to manage the control of relay sessions. Other agents in
the framework are able to request relay sessions to be set up and also to query existing relay
sessions.

The RTP Relay program also manages the associated control protocol (RTCP)
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The RTP Relay application has been reported in the 6INIT report, and the work has carried
through into 6WINIT. Our intention is to demonstrate the RTP Relay application to accommodate
a mobile source or sink for RTP packets.

Mixed IPv4 / IPv6
network

IPv6 only
network

FreeBSD router

RTPAgent

RTPClient
(wireless)

VIC

VIC
(wireless)

Figure 6.2 - |Topography of the RTP Agents

The RTP Agent brokers the RTP streams that are available on the same network as itself. The
stream is advertised within the SoFAR system, and thus can be discovered by other agents. In this
demonstration, the RTP Client ‘subscribes’ to an RTP stream that is brokered by the RTP Agent.
The RTP Agent then spawns a relay process which manages the RTP and RTCP traffic between
the two networks.

With location information, we aim to produce a demonstrator where we start an RTP relay session
and move the mobile unit into a network covered by a different IPv6 prefix, and the SoFAR
framework to re-route the RTP stream to the new address.

7 CONCLUSIONS

While many of the components mentioned in this document may appear to be unrelated, there are
goals of combining and using them in the 6WINIT architecture.  The work done with IPv6 stacks
is intended to allow interoperability between the different operating systems and the different
stacks. This includes interoperability between mobile and fixed systems to ensure that
applications are able to run on either.

The Mbus has been upgraded to IPv6 in the original C++ version for UNIX and now has a JAVA
implementation as well. However there is still work in progress to make the JAVA version IPv6
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capable.  This component was mainly intended for use with the Stargate application that is
currently being developed for conferencing purposes.

Although at first sight it may appear that the PKI work does not fit into our infrastructure, there
are plans to use this in conjunction with the 6WIND router and Road Warrior (see Deliverable 8
for details on the Road Warrior) to establish some form of security on mobile or fixed IPv6
networks.

It is therefore important to point out that while by itself this deliverable may not address how we
plan to use these components in the context of 6WINIT, when combined with deliverables 6, 8, 9
and 11 it becomes quite clear as to the purpose of these components and the vision that we have of
the entire infrastructure.
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9 ACRONYMS AND ABBREVIATIONS

6WINIT IPv6 Wireless INternet IniTiative

ACL Asynchronous Connectionless Links

ADPCM Adaptive Differential Pulse Code Modulation

AF Assured Forwarding

AH Authentication Header

ALAN Application Level Active Networking

ALG Application Layer Gateway

AM_ADDR Active Member Address

AN Active Networking

ANP Anchor Points

API Application Level Interface

AR Access Routers

ATM Asynchronous Transfer Mode

BACK Binding Acknowledgement

BAKE Binding Authentication Key Establishment

BD_ADDR Bluetooth Device Address

BU Binding Update

CA Certification Authority

CCU Clinical Care Unit

CEN Comité Européen de Normalisation

CHIME Centre for Health Informatics and Multi-professional Education

CHTML Compact HTML

CLI (1) Calling Line Identification;

(2) Command Line Interface

CN Correspondent Node

COPS Common Open Policy Service

CPE Customer Premises Equipment

CRL Certificate Revocation Lists

CSP Cryptographic Service Provider

DES Data Encryption Standard

DIAC Dedicated Inquiry Access Code

DNS Domain Name Server
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DSCP Differentiated Services Code Point

DSTM Dual Stack Transition Mechanism

DiffServ Differentiated Services

ECG Electrocardiogram/graphy

EF Expedited Forwarding

EHR Electronic Healthcare Record

EPR Electronic Patient Record

ESP Encapsulation Security Payload

GANS Guardian ANgel System (UKT-RUS)

GB Gigabyte (10^9 bytes)

GEK Group Encryption Key

GGSN Gateway GSN

GIAC General Inquiry Access Code

GPRS General Packet Radio Service

GSN GPRS Support Node

GTP GPRS Tunnelling Protocol

GW Gateway Routers

HTML HyperText Mark-up Language

HTTP HyperText Transfer Protocol

ICP Internet Content Provider

ICU Intensive Care Unit

IEC International Electrotechnical Commission

IEEE Institute of Electrical and Electronics Engineers

IGMP Internet Group Multicast Protocol

IGP Internet Gateway Protocol

IKE Internet Key Exchange

IPSec IP Security Protocol

IPv4 Internet Protocol Version 4

IPv6 Internet Protocol Version 6

ISDN Integrated Services Digital Network

ISO International Organization for Standardization

IST Information Society Technologies

IntServ Integrated Services

JPEG Joint Photographic Experts' Group

KLIPS Kernel IPSec Support
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LDAP Lightweight Directory Access Protocol

MAN Metropolitan Area Network

MDML Market Data Mark-up Language

MN Mobile Node

Mb/s Megabits per second

NAPT-PT Network Address Port Translation - Protocol Translation

NAT-PT Network Address Translator - Protocol Translator

NHS National Health Service (United Kingdom)

OCSP Online Certificate Status Protocol

PCM Pulse Code Modulation

PDA Personal Digital Assistant

PDR Per Domain Reservation

PHB Per-Hop Behaviour

PHR Per-Hop Reservation

PKCS Public Key Cryptography Standard

PKI Public Key Infrastructure

PS Paging Servers

QoS Quality of Service

RFC (Internet) Request for Comments

RMD Resource Management in DiffServ

RODA Resource Management in DiffServ On DemAnd

RSA Rivest-Shamir-Adleman (encryption algorithm)

RSVP Resource ReSerVation Protocol

RTCP RTP control protocol

RTP Real Time Transport Protocol

RUS Rechenzentrum Universität Stuttgart

Rohc Robust Header compression

SA Security Association(s)

SADB Security Association Database

SCEP Simple Certificate Enrolment Protocol

SCO Synchronous Connection Oriented

SGSN Serving GSN

SIIT Stateless IP/ICMP Translation Algorithm

SIP Session Initiation Protocol

SNMP Simple Network Management Protocol
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SPD Security Policy Database

SRTP Secure Real Time Transport Protocol

SSL Secure Socket Layer

TDD Time Division Duplex

ToS Type of Service

UCL University College London

UKT Universitätsklinikum Tuebingen

UMM University of Mining and Metallurgy (Krak¢w, Poland)

UMTS Univeral Mobile Telecommunications System

UR User Registries

VLAN Virtual Local Area Network

VPN Virtual Private Network

W3C World-Wide Web Consortium

WAE Wireless Application Environment

WAP Wireless Application Protocol

WDP Wireless Datagram Protocol

WEP Wire Equivalent Privacy

WLAN Wireless Local Area Network

WML Wireless Mark-up Language

WTA Wireless Telephony Application

WTLS Wireless Transport Layer Security

XHTML Extensible Hypertext Mark-up Language


